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INTRODUCTION

1 M. Deflem and S. Chicoine, “History of 
Technology in Policing,” in Encyclopedia of 
Criminology and Criminal Justice, ed. G. 
Bruinsma and D. Weisburd, (New York: 
Springer, 2014). https://doi-org.ezp-
prod1.hul.harvard.edu/
10.1007/978-1-4614-5690-2_253


2National Institute of Justice, Evolution 
and Development of Police Technology, 
Seaskate Inc. 95-IJ-CX-K001(S-3). United 
States Department of Justice, 1998.


3Miles Kenyon, “Algorithmic Policing in 
Canada Explained,” The Citizen Lab, last 
modified September 1, 2020, https://
citizenlab.ca/2020/09/algorithmic-
policing-in-canada-explained/

As societies have undergone dramatic changes in 
response to technological developments, so too has 
policing. New challenges in the modern world have led to 
a growing appetite for new technologies among police 
departments, but technology and policing have always 
been deeply intertwined. In many ways, technology played 
a critical role in the formation of police as a professional 
institution. Beginning in the late 19th century, 
advancements in communication and transportation, such 
as the two-way radio and radar detectors that could 
capture vehicle speed, enabled the bureaucratization of 
law enforcement, creating a more organized and 
politically autonomous system that gradually evolved into 
the police as we know it today.1 


Chief Francis O’Neill of the Chicago Police 
Department declared in 1903 that “the introduction of 
electricity as a means of communication between 
stations was the first notable advance in the 
improvement of police methods.”2 During the same 
period, the development of fingerprinting and crime 
laboratories also greatly enhanced police operations.

WHAT IS ALGORITHMIC POLICING?
Algorithmic policing refers to a suite of technologies 

and practices within policing that relies on or contributes 
to the systematic collection and processing of data. The 
Citizen Lab and the International Human Rights Program 
at the University of Toronto provide a helpful framework 
that divides algorithmic policing into two main categories: 
predictive policing and algorithmic surveillance.3


Predictive policing technologies can be location-
focused or person-focused, with the goal of using data to 
make predictions about the potential for criminal activity. 
Such data is often provided by algorithmic surveillance 
technologies, which automate the collection process. 
Both predictive tools and algorithmic practices will be 
discussed more in Section 3, but the next page provides a 
helpful overview of common technologies in use.

https://doi-org.ezp-prod1.hul.harvard.edu/10.1007/978-1-4614-5690-2_253
https://doi-org.ezp-prod1.hul.harvard.edu/10.1007/978-1-4614-5690-2_253
https://doi-org.ezp-prod1.hul.harvard.edu/10.1007/978-1-4614-5690-2_253
https://doi-org.ezp-prod1.hul.harvard.edu/10.1007/978-1-4614-5690-2_253
https://citizenlab.ca/2020/09/algorithmic-policing-in-canada-explained/
https://citizenlab.ca/2020/09/algorithmic-policing-in-canada-explained/
https://citizenlab.ca/2020/09/algorithmic-policing-in-canada-explained/
https://citizenlab.ca/2020/09/algorithmic-policing-in-canada-explained/
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4 Electronic Frontier Foundation, “A Guide 
to Law Enforcement Spying Technology,” 
Street-Level Surveillance Project. 
Accessed May 27, 2021. https://
www.eff.org/issues/street-level-
surveillance. 


5 See Levine Beckman, Brittany, 
“BlackLivesMatter saw tremendous growth 
on social media. Now what?” Mashable, July 
2, 2020.


6 See Specia, Megan, “‘Like a Weapon’: 
Ukrainians Use Social Media to Stir 
Resistance’, The New York Times, March 25, 
2022. April 5, 2022.


Algorithmic policing practices vary widely by location. 
Some of the common examples of algorithmic 
surveillance technologies include: 


• Automated License Plate Readers (ALPR)

• Facial Recognition (and other biometric 

technologies)

• Social Media Surveillance Software


Some predictive policing technologies in use today 
include:


• PredPol and GeoDASH (location-focussed 
predictive programs)


• Palantir Gotham (consolidated intelligence and 
investigations platform)


• Pre-trial risk assessment tools 

TECHNOLOGIES IN USE TODAY

There are also other surveillance tools that do not 
necessarily fall into one category under algorithmic 
policing but nonetheless play an important role in the 
implementation of such practices. Security cameras and 
unmanned aerial vehicles (UAVs) expand the reach of 
police surveillance and provide footage for facial 
recognition. Acoustic gunshot detection is a form of sonic 
monitoring. Cell-site simulators or Stingrays mimic 
cellphone towers to pinpoint more detailed location data 
and search through connected devices.4

THE GROWING ROLE OF 

SOCIAL MEDIA

How do police use social media in surveillance? 


As described in the Algorithmic Surveillance section, police 
monitor social media chatter with the help of AI software. 
Programs like Media Sonar, Social Sentinel, and others typically 
scan social media conversations with machine learning to map 
social networks, uncover potential threats, and investigate 
suspects. Social media surveillance is often marked by passive, 
ongoing data collection and analysis, but it is also targeted to 
discover information about specific people and groups.


How do individuals use social media in surveillance & security? 


Individuals increasingly use social media to film crimes, 
security incidents and police abuses. Some city-officials report that, 
taking up on social media is taking a similar role as calling 911 or 
other emergency lines. For example, if you were watching the 
United States in the summer of 2020, you might remember a 
phrase that boomeranged all over social media: #BlackLivesMatter. 
Indeed, after the police killing of George Floyd the hashtag 
dominated social media, and reverberated to news coverage and 
protests on the streets.5  


Recently in the Russia-Ukraine war, social media has been 
used both by Ukrainian public officials to denounce international 
humanitarian law violations. Most interestingly, however, may be 
the rise of decentralized networks of individuals, in Ukraine and 
elsewhere, supporting intelligence efforts by, for example, 
denouncing the location of Russian troops or organizing different 
humanitarian projects.6


https://www.eff.org/issues/street-level-surveillance
https://www.eff.org/issues/street-level-surveillance
https://www.eff.org/issues/street-level-surveillance
https://www.eff.org/issues/street-level-surveillance
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7 Morrison, Sara. “The Capitol Rioters Put 
Themselves All over Social Media. Now 
They're Getting Arrested.” Vox, Vox, 8 Jan. 
2021, https://www.vox.com/recode/
22218963/capitol-photos-legal-charges-
fbi-police-facebook-twitter. 

8 Fussell, Sidney. “This AI Helps Police 
Monitor Social Media. Does It Go Too Far?” 
Wired, Conde Nast, 6 July 2021, https://
www.wired.com/story/ai-helps-police-
monitor-social-media-go-too-far/. 


9 Tijmen Schep, “Social Cooling.” Accessed 
May 29, 2021. https://
www.socialcooling.com/


GENERAL TRENDS

The use of algorithmic policing technologies is 
expanding.


Police departments around the world continue to 
explore and adopt new technologies. In 2019, the AI 
Global Surveillance (AIGS) Index reported that at least 75 
out of 176 countries actively use some form of AI-
enabled surveillance. The United States and China led 
exports of surveillance technologies worldwide: Chinese 
products were used in 63 countries, and American ones in 
32. The AIGS Index found that governments across the 
political spectrum, democracies and autocracies alike, 
shared similar levels of interest and use when it came to 
surveillance.

THE GROWING ROLE OF 

SOCIAL MEDIA

How is social media surveillance effective?


Social media surveillance can be an extremely useful tool 
when it comes to solving criminal cases. For example, social media 
was crucial when it came to identifying suspects and collecting 
evidence in the aftermath of the January 6th insurrection at the 
U.S. Capitol in D.C. Many of the insurrectionists posted videos and 
photos from within the Capitol, and others went so far as to live-
stream themselves breaking in on platforms like Facebook and 
Instagram.7 Social media surveillance allowed the FBI to identify a 
number of insurrectionists and bring them to justice. 


Social media surveillance can also clue police into public 
attitudes on a variety of topics, like social distancing enforcement, 
or even feelings about the police themselves. Cities like New 
Orleans, Phoenix, and Pittsburg also cite the data as helpful in 
combating misinformation.8


How can social media surveillance be harmful? 


While social media surveillance is often justified by the need 
to monitor growing extremism online, being surveilled often sows 
distrust within communities. Tijmen Schep, an author and 
technology critic, uses the term social cooling to describe the 
effect that mass surveillance has on the attitudes and behaviors of 
the population. Individuals who become more and more aware of 
our “digital reputations,” over which they often have little control, 
they may be moving toward a culture of conformity, risk-aversion, 
and social rigidity. This is a case most specific for instances and 
contexts in which that digital reputation may have, or is perceived 
as having, repercussions in “real life.” For example, individuals may 
decide against posting a tweet out of fear that their opinions will 
be held against them, especially in authoritarian regimes. According 
to Schep, in these instances, self-censorship is becoming the new 
normal, leading to high levels of fear, frustration, and mistrust.9


Sara Kurfess via Unspalsh.com

https://www.socialcooling.com/
https://www.socialcooling.com/
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 In fact, 51% of advanced democracies deploy AI 
surveillance systems, compared to 37% of closed 
autocratic states. However, such technologies were more 
prone to abuse in autocratic and semi-autocratic 
countries.10 Companies in the US and China are also 
actively pushing to export their surveillance products 
around the world.


Predictive policing is one part of a wider push for 
predictive tools in the criminal justice system.


The criminal justice system relies on risk-based 
assessments, which open up many opportunities for the 
introduction of predictive techniques. As police officers 
have embraced predictive analytics, so too have judges, 
courts, and parole boards. There are pre-trial risk-
assessment models, post-trial sentencing predictions, and 
probability outcomes for potential parole violations.11 
These are all part of a long-term trend in which predictive 
techniques are continually adopted across the system.

GENERAL TRENDS

10 Steven Feldstein, “The Global Expansion 
of AI Surveillance,” Carnegie Endowment 
for International Peace. Last modified 
September 17, 2019. https://
carnegieendowment.org/2019/09/17/
global-expansion-of-ai-surveillance-
pub-79847 

11 Andrew G. Ferguson, “Policing Predictive 
Policing,” Washington University Law 
Review 94, no. 5 (2017).


Logan Weaver via Unspalsh.com

https://carnegieendowment.org/2019/09/17/global-expansion-of-ai-surveillance-pub-79847
https://carnegieendowment.org/2019/09/17/global-expansion-of-ai-surveillance-pub-79847
https://carnegieendowment.org/2019/09/17/global-expansion-of-ai-surveillance-pub-79847
https://carnegieendowment.org/2019/09/17/global-expansion-of-ai-surveillance-pub-79847
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Algorithmic Surveillance refers to the 
technologies and programs that collect data and 
automate surveillance without a built-in predictive 
element. Generally speaking, data collected could 
include information and images scraped from the 
internet or video from cameras in public spaces.

ALGORITHMIC SURVEILLANCE

12 Miles Kenyon, “Algorithmic Policing in 
Canada Explained,” The Citizen Lab, last 
modified September 1, 2020, https://
citizenlab.ca/2020/09/algorithmic-
policing-in-canada-explained/.

AUTOMATED LICENSE PLATE 
READERS (ALPRS)

SOCIAL MEDIA SURVEILLANCE 
SOFTWARE

Using pattern recognition 
software, ALPRs “scan and 
identify the license plate 
numbers of parked or moving 
vehicles” from traffic lights. They 
act as a mass surveillance tool 
by collecting data from 
everyone and saving 
information such as the “date, 
time, and geolocation of all 
scanned vehicles, and the 
registration information (i.e., 
driver’s identities) associated 
with those vehicles.”

This type of software works 
by scraping data from social 
media platforms (i.e, Twitter, 
Instagram, Facebook, etc.) and 
mapping information such as 
relationships between users 
and inferences of future 
behavior.


TECHNOLOGIES

The Citizen Lab at the University of Toronto outlines 
examples of common algorithmic surveillance tools12:

https://citizenlab.ca/2020/09/algorithmic-policing-in-canada-explained/
https://citizenlab.ca/2020/09/algorithmic-policing-in-canada-explained/
https://citizenlab.ca/2020/09/algorithmic-policing-in-canada-explained/
https://citizenlab.ca/2020/09/algorithmic-policing-in-canada-explained/
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ALGORITHMIC SURVEILLANCE

FACIAL RECOGNITION SOCIAL NETWORK ANALYSIS

Facial recognition is a 
biometric identification 
technology used to match a 
person’s image in a large facial 
recognition database, often in 
order to identify suspects. It 
uses algorithms to measure 
distances between facial 
features and identify details in a 
face to make matches. Facial 
recognition technology “may be 
used on photos, videos, or on 
people in person, such as mall-
goers or attendees at a 
protest.”


This kind of analysis uses 
statistics and data visualization 
in order to map the social 
relationships and networks 
among individuals. Social 
network analysis is often used 
to chart gang affiliation and 
other crime networks. LAPD’s 
CalGang, a state database that 
stores identifying information 
on gang members14, is an 
example of social network 
analysis.


  

TECHNOLOGIES

The Citizen Lab at the University of Toronto outlines 
examples of common algorithmic surveillance tools12:

These data collection tools can be described as 
passive in that they don’t inherently target one 
suspect or specific person. Ultimately, they make more 
wide-spread surveillance possible— meaning that 
individuals who have never had contact with the police 
could still have their information sitting in police 
databases.13

12 Miles Kenyon, “Algorithmic Policing in 
Canada Explained,” The Citizen Lab, last 
modified September 1, 2020, https://
citizenlab.ca/2020/09/algorithmic-
policing-in-canada-explained/.

13Brayne, Sarah. “Big Data Surveillance: 
The Case of Policing.” American Sociological 
Review , vol. 82, no. 5, 29 Aug. 2017, pp. 
977–1008., 
doi:10.1177/0003122417725865. 


14“Appendix D: Data Inventory.” Predict and 
Surveil Data, Discretion, and the Future of 
Policing, by Sarah Brayne, Oxford 
University Press, 2021, pp.158.


https://citizenlab.ca/2020/09/algorithmic-policing-in-canada-explained/
https://citizenlab.ca/2020/09/algorithmic-policing-in-canada-explained/
https://citizenlab.ca/2020/09/algorithmic-policing-in-canada-explained/
https://citizenlab.ca/2020/09/algorithmic-policing-in-canada-explained/
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PREDICTIVE POLICING

PREDPOL
VANCOUVER PD’S GEODASH 

ALGORITHMIC POLICING 
SYSTEM (APS)

Deployed in at least 50 
police departments around the 
United States, PredPol inputs 
variables of where, when, and by 
whom crimes are committed. 
Using this data, the software 
creates “hot-spots boxes” of 
where certain crimes are more 
likely to occur- from which 
officers plan their daily routes. 
Many have cited concerns that 
PredPol creates a racially 
charged feedback loop within 
the criminal justice system: 
minority communities that have 
been traditionally overpoliced 
show up more frequently in 
PredPol’s system.16


Like PredPol, Geodash APS 
uses past data to predict and 
point police to the top six areas 
where break-and-enters are 
most likely to happen in any 
given two-hour period.17


  

TECHNOLOGIES

Predictive policing refers to the use of computer 
systems and algorithms to analyze crime data in order 
to predict and prevent future criminal patterns. As 
examined in the introduction, there are two basic 
types of predictive policing methods: location-
focused and person-focused. In her book, Predict 
and Surveil: Data Discretion, and the Future of Policing, 
Sarah Brayne offers a comprehensive overview of both 
types of surveillance. 


She explains that location-based policing is 
predicated on the assertion that “crime is not 
randomly dispersed”: the location of past crime and 
police interventions are used as the basis of analysis. 
Data including past arrests, hospital records, and 
victim information help to create criminal “hot-spot” 
maps that aid police in predicting where future crime 
will occur.15 Essentially, location-focused predictive 
measures aim to preemptively place police in locations 
where criminal activity is most likely to materialize. 

15 “Directed Surveillance: Predictive 
Policing and Quantified Risk.” Predict and 
Surveil Data, Discretion, and the Future of 
Policing, by Sarah Brayne, Oxford 
University Press, 2021, pp. 58, 70–72. 

16  Ahmed, Maha. “Aided by Palantir, the 
LAPD Uses Predictive Policing to Monitor 
Specific People and Neighborhoods.” The 
Intercept, 11 May 2018, theintercept.com/
2018/05/11/predictive-policing-
surveillance-los-angeles/.


17 Miles Kenyon, “Algorithmic Policing in 
Canada Explained,” The Citizen Lab, last 
modified September 1, 2020, https://
citizenlab.ca/2020/09/algorithmic-
policing-in-canada-explained/.


Examples of location-focussed predictive programs 

that police employ:

https://theintercept.com/2018/05/11/predictive-policing-surveillance-los-angeles/
https://theintercept.com/2018/05/11/predictive-policing-surveillance-los-angeles/
https://theintercept.com/2018/05/11/predictive-policing-surveillance-los-angeles/
https://theintercept.com/2018/05/11/predictive-policing-surveillance-los-angeles/
https://citizenlab.ca/2020/09/algorithmic-policing-in-canada-explained/
https://citizenlab.ca/2020/09/algorithmic-policing-in-canada-explained/
https://citizenlab.ca/2020/09/algorithmic-policing-in-canada-explained/
https://citizenlab.ca/2020/09/algorithmic-policing-in-canada-explained/
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PREDICTIVE POLICING

TECHNOLOGIES

In contrast, Brayne explains that person-focused 
predictive policing is based on the assumption that “a 
small percentage of people are disproportionately 
responsible for the most amount of crime.” Person-
focused predictive work hones in on individuals most 
likely to be involved in crimes (both offenders and 
victims) through social network and regression-based 
risk assessments and analysis. Person-focused 
predictive policing relies on data such as past arrest 
records, field interview cards, and other public and 
private records that are consolidated into predictive 
databases.18

18“Directed Surveillance: Predictive 
Policing and Quantified Risk.” Predict and 
Surveil Data, Discretion, and the Future of 
Policing, by Sarah Brayne, Oxford 
University Press, 2021, pp. 58, 60-70.

19 Palantir, IPO Investment Prospectus, 17 
September 2020, https://www.sec.gov/
Archives/edgar/data/
1321655/000119312520248369/
d904406ds1a.htm#rom904406_14.


20 “Appendix D: Data Inventory.” Predict 
and Surveil Data, Discretion, and the 
Future of Policing, by Sarah Brayne, Oxford 
University Press, 2021, pp.157.


21 Steven Feldstein, “The Global Expansion 
of AI Surveillance,” Carnegie Endowment 
for International Peace. Last modified 
September 17, 2019. https://
carnegieendowment.org/2019/09/17/
global-expansion-of-ai-surveillance-
pub-79847

Examples of person-focussed predictive programs 

that police employ:

PALANTIR CHINA’S INTEGRATED JOINT 
OPERATIONS PLATFORM (IJOP) 

Active in over 150 
countries, Palantir is a private 
data analytics company that 
partners with law enforcement 
and government agencies to 
store, manage, secure, and 
analyze data primarily through 
its product ‘Gotham.’19 It 
integrates disparate data sets 
such as traffic citations, field 
interview cards, citations, jail 
data, etc to create a 
comprehensive database of 
individuals.20

China’s IJOP pervasively 
collects information from CCTV 
cameras, facial recognition tools, 
license plates, Identification 
cards, health, banking, and legal 
records, and even data collected 
from wireless communications. 
IJOP computers analyze the 
data and flag individuals for 
police to investigate.21


https://www.sec.gov/Archives/edgar/data/1321655/000119312520248369/d904406ds1a.htm#rom904406_14
https://www.sec.gov/Archives/edgar/data/1321655/000119312520248369/d904406ds1a.htm#rom904406_14
https://www.sec.gov/Archives/edgar/data/1321655/000119312520248369/d904406ds1a.htm#rom904406_14
https://www.sec.gov/Archives/edgar/data/1321655/000119312520248369/d904406ds1a.htm#rom904406_14
https://www.sec.gov/Archives/edgar/data/1321655/000119312520248369/d904406ds1a.htm#rom904406_14
https://carnegieendowment.org/2019/09/17/global-expansion-of-ai-surveillance-pub-79847
https://carnegieendowment.org/2019/09/17/global-expansion-of-ai-surveillance-pub-79847
https://carnegieendowment.org/2019/09/17/global-expansion-of-ai-surveillance-pub-79847
https://carnegieendowment.org/2019/09/17/global-expansion-of-ai-surveillance-pub-79847
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PREDICTIVE POLICING

LAPD’S OPERATION LASER & CHRONIC 
OFFENDER BULLETINS 

LASER was initially developed and 
federally funded under the Smart Policing 
Initiative of 2011. It used a location-focused 
strategy to create heat maps for gun 
violence. LASER’s more widespread, person-
focused strategy used a Crime Intelligence 
Detail (CID) that included three sworn 
officers and a civilian crime analyst who 
gathered intelligence from daily patrols, the 
Parole Compliance Unit, field Interview cards, 
traffic citations, etc. This data was used to 
generate Chronic Offender Bulletins in 
Palantir that assigned individuals chronic 
offender risk scores.22 Following an audit 
that exposed inconsistencies and racial bias 
in those labeled as “chronic offenders”, the 
LAPD shut down the program in 2019.23

TECHNOLOGIES

22 Uchida , Craig D, et al. “The Los Angeles 
Smart Policing Initiative: Reducing Gun-
Related Violence Through Operation 
LASER.” United States Department of Justice 
, Justice & Security Strategies Inc., 
bja.ojp.gov/sites/g/files/xyckuh186/files/
media/document/losangelesspi.pdf. 

23 Grace Baek, Taylor Mooney. “LAPD Not 
Giving up on Data-Driven Policing, Even 
after Scrapping Controversial Program.” 
CBS News, CBS Interactive, 23 Feb. 2020, 
www.cbsnews.com/news/los-angeles-
police-department-laser-data-driven-
policing-racial-profiling-2-0-cbsn-originals-
documentary/. 


Examples of person-focussed predictive programs 

that police employ:

Mathew Henry via Unspalsh.com

http://www.cbsnews.com/news/los-angeles-police-department-laser-data-driven-policing-racial-profiling-2-0-cbsn-originals-documentary/
http://www.cbsnews.com/news/los-angeles-police-department-laser-data-driven-policing-racial-profiling-2-0-cbsn-originals-documentary/
http://www.cbsnews.com/news/los-angeles-police-department-laser-data-driven-policing-racial-profiling-2-0-cbsn-originals-documentary/
http://www.cbsnews.com/news/los-angeles-police-department-laser-data-driven-policing-racial-profiling-2-0-cbsn-originals-documentary/
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DATA-DRIVEN DECISION MAKING

TECHNOLOGIES
Importantly, algorithmic surveillance and 

predictive policing are not just a suite of technologies. 
They are an approach to policing. In many places, 
police departments and government agencies may be 
beginning to rely more and more on algorithms and 
data analytics in the name of replacing subjective 
decision-making with seemingly objective data. It’s 
important to note, however, that there are few impact 
assessments about algorithmic policing tools. In the 
US and Europe, there is solid evidence that many 
programs are used without much community 
oversight or transparency, and, moving forward, it will 
be important to evaluate these tools before 
deployment to maximize their benefits and minimize 
their harms.

18“Directed Surveillance: Predictive 
Policing and Quantified Risk.” Predict and 
Surveil Data, Discretion, and the Future of 
Policing, by Sarah Brayne, Oxford 
University Press, 2021, pp. 58, 60-70.Chris Yang via Unspalsh.com
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ADVOCATES FOR 
ALGORITHMIC POLICING

DEBATE
As public awareness of police surveillance has 

increased, organizing efforts to stop police spying and 
hold departments accountable have also grown, 
especially so in the United States and Europe. These 
forms of opposition are not a monolith. Activists and 
academics have taken up a broad range of positions 
on how to create a system that is more just and fair. 
This section will explore arguments for and against 
algorithmic policing and also dive beyond the binary to 
understand how to harness the power of police 
technology in the public interest.

24 Albert Meijer & Martijn Wessels (2019) 
Predictive Policing: Review of Benefits and 
Drawbacks, International Journal of Public 
Administration, 42:12, 1031-1039, DOI: 
10.1080/01900692.2019.1575664 

25 International Association of Chiefs of 
Police, “Data, Privacy and Public Safety: A 
Law Enforcement Perspective on the 
Challenges of Gathering Electronic 
Evidence,” 2019.

26 “Sticky Situations.” Bleeding out: the 
Devastating Consequences of Urban 
Violence--and a Bold New Plan for Peace 
in the Streets, by Thomas Abt, Basic Books, 
2019, pp. 35–46.

Proponents of algorithmic policing often argue 
that predictive programs help police solve crimes 
more accurately and objectively.24 Cases that may 
have taken months, or even years, to solve can be 
quickly closed through technology like facial 
recognition programs. Furthermore, the 
interconnectivity of the digital age has provided new 
tools and spaces for criminal activity. Law 
enforcement agencies, too, need new tools to confront 
these challenges.

Such advocates argue that “going dark,” or 
restricting law enforcement’s access to digital 
evidence, would place public safety at risk.25  Police 
departments and other governmental agencies also 
point to the cost-effective nature of predictive 
programs: they cut spending by efficiently allocating 
resources within departments. 

Law enforcement agencies welcome predictive 
programs because of their promise to reduce violence 
on the assumption that crime is predictable. In 
Bleeding Out: The Devastating Consequences of Urban 
Violence, Thomas Abt showcases the predictive nature 
of violent crime: “In Boston, 70 percent of all 
shootings over a three day period were concentrated 
in areas covering approximately 5 percent of the city.” 
In addition to place-clusters, Abt illustrates the 
predictive nature of people, explaining that the 
majority of people who commit violent crimes are 
young, male, and have a juvenile criminal record. In 
Abt’s words, “When violence is predictable, it is 
preventable.” There is evidence that crime clusters, and 
thus from a law enforcement perspective, focused, 
predictive policing can prevent violent crime, reduce 
gang violence, and allow early intervention to keep 
more people safe.26
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For example, as chronicled in Andrew Ferguson’s 

The Rise of Big Data Policing, the city of New Orleans’s 
crime reduction strategy relied heavily on Palantir and 
other predictive programs to approach violence from a 
public health perspective. Using crime-mapping 
software and social network analysis, the city 
identified both people and places: everything from 
likely victims of crimes to high-risk schools to gang 
meeting locations. The city intervened with violence-
reduction methods using mediators and community 
first responders in tandem with adopting 29 different 
targeted social services programs including 
fatherhood classes, mentoring, and behavioral 
interventions. All in all, data was a critical catalyst in 
New Orleans’s 21.9% reduction in homicides and 55% 
reduction in group / gang-involved murders between 
2011-2014. Ferguson explains that “this is the great 
promise of predictive policing— data can inform 
strategies to reduce violence in a more targeted and 
cost-efficient manner.27

27 “Whom We Police: Person-Based 
Predictive Targeting .” The Rise of Big Data 
Policing: Surveillance, Race, and the Future 
of Law Enforcement, by Andrew G. 
Ferguson, New York University Press, 
2020, pp. 49–51, 55.


28 “EPIC - Total ‘Terrorism’ Information 
Awareness (TIA).” Electronic Privacy 
Information Center, 2021, epic.org/privacy/
profiling/tia/.

29 Poindexter, John. “Overview of the 
Information Awareness Office.” DARPAtech 
Conference, 2 August 2002, Anaheim 
California. Conference Presentation. 
https://fas.org/irp/agency/dod/
poindexter.html 

For example, in the aftermath of 9/11, the United 
States Department of Defense implemented a dragnet 
surveillance program called Total (later changed to 
Terrorism) Information Awareness Program (TIA) in 
2003. TIA gave law enforcement agencies the means 
to conduct large-scale internet surveillance on all 
citizens in the name of detecting potential terrorist 
threats.28

Beyond local police municipalities, the federal and 
national governments have also supported predictive 
policing. Typically, executive branches push for more 
surveillance in the wake of national security threats.

Although the program was ultimately defunded by 
congress in late 2003 due to privacy and oversight 
concerns, the mission of TIA is significant for 
understanding the arguments of those advocating for 
predictive policing. In a 2002 speech introducing TIA, 
Dr. John Poindexter, Former Director of the 
Information Awareness Office of the Defense 
Advanced Research Project Agency, argued that “To 
protect our rights, we must ensure that our systems 
track the terrorists, and those that mean to harm us.”
29

“WHEN VIOLENCE IS 
PREDICTABLE, IT IS PREVENTABLE”


- THOMAS ABT

ADVOCATES FOR 
ALGORITHMIC POLICING

https://fas.org/irp/agency/dod/poindexter.html
https://fas.org/irp/agency/dod/poindexter.html
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A recent case of federal governments expanding 

surveillance in the name of anti-terror efforts is the 
2021 Swiss Federal Act on Police Measures to Combat 
Terrorism (PMCT). The PMCT extends the definition of 
terrorism to include those spreading fear, and it allows 
the authorities to take preemptive action against 
those who may pose a terrorist threat. The official 
website of the Swiss Government describes the law as 
necessary to protect Swiss citizens considering the 
increase in terror attacks across Europe after the 
2015 attacks in Paris.30 Ultimately, for many 
proponents of algorithmic policing, national security 
outweighs the potential privacy concerns that come with 
dragnet surveillance.

30 The Federal Council. “Federal Act on 
Police Measures to Combat Terrorism 
(PMCT).” Der Bundesrat Admin.ch - 
Startseite, 13 June 2021, www.admin.ch/
gov/en/start/documentation/votes/
20210613/federal-act-on-police-
measures-to-combat-terrorism.html.

31 Hillman , Jonathan E, and Maesea 
McCalpin. “Watching Huawei's ‘Safe Cities.’” 
CSIS Briefs , Center for Strategic and 
International Studies , 4 Nov. 2019, 
www.csis.org/analysis/watching-huaweis-
safe-cities.

32 Diender, Edwin. “EGovernment: Safer, 
Smarter, and Better Connected .” Huawei , 
25 Sept. 2017, www.huawei.com/en/
technology-insights/publications/winwin/
plus-intelligence/egovernment-smarter-
safer-connected.

Huawei, however, claims that their connected 
technologies enhance security by rectifying police 
blind spots, adding algorithmic precision to 
governmental decisions, and reducing computing costs 
all in the name of public safety.32

Tech companies producing predictive programs 
similarly cite safety as their reasoning behind 
deployment. Huawei, for instance, developed a “Safe 
City” initiative, selling facial recognition technology, 
license-plate recognition, social media monitoring, and 
other connective surveillance products in 52 
countries. Interestingly, a report from the Center for 
Strategic and International Studies found that 71% of 
the company’s “Safe City” partnerships are in 
countries with non-liberal, authoritarian 
governments.31

ADVOCATES FOR 
ALGORITHMIC POLICING

Logan Weaver via Unspalsh.com
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33 Tim Lau, “Predictive Policing Explained,” 
Brennan Center for Justice, NYU Law 
School, 1 Apr. 2020, 
www.brennancenter.org/our-work/
research-reports/predictive-policing-
explained.

34 “Police Pushback: When the Watcher 
Becomes the Watched” Predict and Surveil 
Data, Discretion, and the Future of 
Policing, by Sarah Brayne, Oxford 
University Press, 2021, pp. 74-99.

Criticism of algorithmic policing tactics is generally 
centered around concerns of racial bias and prejudice. 
There is a lack of transparency from both local 
agencies and the private companies that administer 
predictive policing programs. Second, numerous 
studies have demonstrated that predictive policing 
programs, including PredPol and Chicago PD’s 
Strategic Subject List (SSL), can maintain racial biases 
in the criminal justice system. Predictive policing uses 
past data to predict future behavior, and thus minority 
communities that have been traditionally over-policed 
will continue to garner more police interaction. 
Keeping in mind that many of these programs input 
police stop data (not just arrests), they create a 
racially charged feedback loop wherein a location’s risk 
score continues to increase as more police patrol a 
certain area and stop individuals within that 
community.

However, critics of police technology are not 
limited to those outside the police force. In Sarah 
Brayne’s ethnographic research outlined in Predict and 
Surveil, she encountered pushback regarding 
surveillance tactics from officers in the LAPD. Many 
officers within the police department saw predictive 
algorithms as devaluing their street and professional, 
intuitive knowledge.

Officers additionally found it difficult to trust 
predictive programs due to the opaque, complicated 
nature of algorithms. In terms of technology used to 
surveil the police, like DICVs (Digital In-Car Videos) and 
Automatic Vehicle Locating Systems (AVLs) installed in 
police cars, officers protested, claiming that the 
technologies are “an entrenchment of managerial 
control and a threat to their professional autonomy.”34

These biases are shrouded by data’s impartial 
appearance, and critics warn not only of amplification 
of prejudiced data but also a variety of civil liberty and 
privacy concerns regarding mass surveillance and 
facial recognition technology.33
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35 “A Plan to Reimagine Policing in 
Vermont.” ACLU of Vermont, 30 Nov. 2020, 
www.acluvt.org/en/plan-reimagine-
policing-vermont. 

Current proposals for police reform often feature 
data-based solutions and concerns.

In his book The Rise of Big Data Policing, legal 
scholar Andrew Guthrie Ferguson describes the idea 
of “blue data” – using “Big Data” collection and analysis 
tools, now often used by law enforcement, to ensure 
police accountability. For instance, predictive behavior 
models could be employed to predict police 
misconduct and allow departments to implement 
early interventions for high-risk officers. Organizations 
such as the ACLU advocate for robust data collection 
on police interactions in order to detect and act upon 
patterns.35 


Body-worn cameras are gaining traction, and many 
high-profile incidents in the past decade were able to 
capture national attention because of camera footage. 
Some also see risk assessment algorithms as an 
opportunity to divorce human bias from pre-trial 
detention and sentencing.

POLICE REFORM: 
CURRENT LANDSCAPE

Erik Mclean via Unspalsh.com
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36 Shapiro, Aaron. “Reform Predictive 
Policing.” Nature News, Nature Publishing 
Group, 26 Jan. 2017, www.nature.com/
articles/541458a#citeas. 

37 Lattimore, Pamela K., et al. “A Better 
Path Forward for Criminal Justice: 
Reimagining Pretrial and Sentencing.” 
Brookings, Brookings, 30 Apr. 2021, 
www.brookings.edu/research/a-better-
path-forward-for-criminal-justice-
reimagining-pretrial-and-sentencing/. 

There are also calls to improve the technologies 
that store and analyze data for predictive policing 
models. HunchLab, a U.S. based predictive policing 
suite, is unique in its operation values of officer 
accountability, reducing bias, and improving policing for 
all. Its alternative predictive policing strategy involves 
including only publicly recorded crimes in databases 
and leaving out officer-reported crimes that correlate 
to poverty, such as drunkenness and drug sales. 
Recognizing that predictive programs can lead to over-
policing in minority communities, HunchLab “adds a 
degree of randomness to its algorithm, sending 
officers to medium-risk locations at times.”36

In the same report, the CPD was also found to 
have a culture that inhibited the effectiveness of 
police accountability technology such as cameras and 
audio recordings, because officers tampered with the 
recording devices. Risk assessment algorithms, once 
seen as a way to inject objectivity into a murky 
process with patterns of discrimination, find 
themselves engaged in discriminatory patterns of their 
own.37

At the same time, skeptics note that the same 
problems plaguing Big Data analysis of human 
behavior in general appear in police reform attempts. 
Early intervention systems are ineffective when data is 
not consistently and accurately recorded, as a 
Department of Justice investigation found was the 
case at the Chicago Police Department.

Where trust gaps exist between police and the 
community, digital tools can exacerbate existing 
problems. The scope and power afforded by mass 
surveillance technology raise the stakes for pre-
existing concerns of data corruption, discrimination, 
and opacity.

http://www.nature.com/articles/541458a#citeas
http://www.nature.com/articles/541458a#citeas
http://www.nature.com/articles/541458a#citeas
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38 Shapiro, Aaron. “Reform Predictive 
Policing.” Nature News, Nature Publishing 
Group, 26 Jan. 2017, www.nature.com/
articles/541458a#citeas. 
 
39 Beutin, Lyndsey P. 2017. “Racialization 
as a Way of Seeing: The Limits of Counter-
Surveillance and Police Reform.” 
Surveillance & Society 15(1): 5-20 http://
library.queensu.ca/ojs/index.php/
surveillance-and-society/index

Body-worn cameras for officers can be one way to 
facilitate police reform. But, in order to do so, several 
questions must be considered: Who records the 
footage? Who retains and analyzes it? Who decides if, 
how, and when to share the footage?

ISSUE SPOTLIGHT: 

BODY-WORN CAMERAS

Who records the footage?


The presumption that body-worn cameras enforce 
constant surveillance and accountability of officers 
does not bear out in practice. Research surrounding 
the effectiveness of body-worn cameras have yielded 
mixed results, in large part because police department 
culture has an outsize influence on the significance of 
cameras.38 The Department of Justice has identified 
within multiple U.S. police departments cultures of 
negligence, willful and otherwise, regarding the 
consistent use and uploading of body camera footage. 
Other skeptics have criticized the presumption of 
consent for citizens to be surveilled, disapproving of 
the implicit trading of citizen privacy for police 
accountability.39

Who retains and analyzes the footage?


Even when footage is being recorded, it is only 
meaningful when used to enforce policy and evaluate 
patterns consistently. This is only the case in police 
departments with rigorous investigative procedures 
and cultures of strong follow-through. Where these 
are lacking, the mere existence of the footage does 
not automatically lead to accountability and reform. 
Furthermore, the duration to which footage is retained 
is relevant to both privacy and accountability. An 
excessive retention period may represent a breach of 
privacy, while an overly short retention period may 
impede police accountability and investigative 
effectiveness.

Bernard Hermant via Unspalsh.com

http://www.nature.com/articles/541458a#citeas
http://www.nature.com/articles/541458a#citeas
http://www.nature.com/articles/541458a#citeas
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41 “Body Cams/ Film the Police.” Campaign 
Zero, www.campaignzero.org/film-the-
police. 

 

Who decides if, when, and how to share the 
footage?


Several highly publicized police misconduct 
incidents in the past decade have found police 
departments attempting to minimize public criticism 
by withholding camera footage from the public. On the 
other hand, as body cameras proliferate, there are also 
concerns over the privacy rights of those captured on 
video and their consent to videos being publicized.40 

Current police reform advocates such as Campaign 
Zero also call for departments to prevent officers 
from reviewing footage of an incident before giving 
their own accounts.41

These questions can be asked of many data-driven 
reform proposals and their loci of control. The 
effectiveness of any digital tool is bound by the 
structure of accountability surrounding it. This includes 
both the police department’s culture of upholding 
stated policy as well as citizens’ understanding of their 
own rights regarding the collection, retention, analysis, 
and disclosure of data.

WHO COLLECTS THE DATA?


WHO RETAINS AND ANALYZES IT?


WHO DECIDES IF, HOW, AND 

WHEN TO DISCLOSE IT?
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42 “Data Retention across the EU.” 
European Union Agency for Fundamental 
Rights, 18 June 2021, https://
fra.europa.eu/en/publication/2017/data-
retention-across-eu.
 
43 Fabbrini, Federico. Human Rights in the 
Digital Age . Harvard Human Rights 
Journal, Vol. 28, https://harvardhrj.com/wp-
content/uploads/sites/14/2009/09/
human-rights-in-the-digital-age.pdf.

In 2006, the European Union issued the Data 
Retention Directive. The Directive required that all EU 
member states had to store electronic 
communications data for six months, and up to two 
years, in the name of investigating data for potential 
crimes.42 In April of 2014, however, the Directive was 
struck down in Digital Rights Ireland Ltd vs. Minister for 
Communication et al, and Kärtner Landesregierung by 
the European Court of Justice (ECJ). The decision was 
justified as a violation of human rights and privacy 
under the European Union Charter of Fundamental 
Rights.43

ISSUE SPOTLIGHT: 

DATA RETENTION IN THE 
EUROPEAN UNION

In light of the global debate about government-
sanctioned surveillance, the 2014 ruling about the 
Data Retention Directive has important implications 
for the future of data protection in the EU and 
beyond. Questions regarding the reach of data 
collection efforts by governments and how long data 
can be stored for (and for what purposes) will need to 
be considered as electronic communications continue 
to be monitored.

K8 via Unspalsh.com
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44 Lau, T. “Predictive Policing Explained.” Brennan 
Center for Justice. 2020. DOI: https://
www.brennancenter.org/our-work/research-reports/
predictive-policing-explained
 
45 Perry, W., McInnis, Price, Smith, S. and Hollywood, J. 
“Predictive Policing: The Role of Crime Forecasting in 
Law Enforcement Operations.” RAND Corporation, p.14. 
DOI: https://www.rand.org/content/dam/rand/pubs/
research_reports/RR200/RR233/RAND_RR233.pdf.


46 Murugesan, Ramachandran. “Predictive Policing in 
India: Deterring Crime or Discriminating Minorities?” 
LSE Human Rights. 2021. DOI: https://blogs.lse.ac.uk/
humanrights/2021/04/16/predictive-policing-in-india-
deterring-crime-or-discriminating-minorities/

47 Ibid.


48 Umanadh, J. “Telangana govt denies surveillance 
snooping on citizens.” Deccan Herald. 2019. DOI: https://
www.deccanherald.com/national/south/telangana-govt-
denies-surveillance-snooping-on-citizens-774306.html.

49 Mukherjee, Anindito. “Indian city plans facial 
recognition to spot women in distress.” Aljazeera. 
2020. DOI:https://www.aljazeera.com/news/
2021/1/22/india-experts-warn-over-facial-
recognition-to-spot-harassment

50 Chandran, Rina. “Mass surveillance fears as India 
readies facial recognition systems.” Reuters. 2019. DOI: 
https://www.reuters.com/article/us-india-tech-
facialrecognition-trfn-idUSKBN1XH0S9


51 Mukherjee.

Though this report has focused mostly in 
algorithmic policing in North America and Europe, 
cities in the so-called Global South and Asia are also 
adopting many of these technologies reviewed in this 
report and are beginning to use information and 
communication technologies to adapt to citizen 
expectations by embracing faster service.44 As 
elsewhere, these tools are said to enable not merely 
the prediction of crimes but also of offenders, 
perpetrator identities, potential victims, and locations 
of unrest.45 This section provides two short examples.

In the Indian context, for example, multiple state 
police departments such as Himachal Pradesh, Delhi, 
Telangana, Jharkhand, Tamil Nadu have installed 
thousands of CCTV cameras to form a “CCTV 
surveillance matrix” as the foundation of predictive 
policing in the country. 46

Furthermore, capital Delhi’s CMAPS (Crime 
Mapping Analytics and Predictive System) collects 
data every 3 minutes from the Indian Space Research 
Organization’s satellites to accurately predict and 
identify crime hotspots in the country.47 Some police 
departments have also begun to employ data taken 
from the ‘Integrated People Information Hub’ 
containing family and personal information, bank 
transaction information, and biometric details.48 Facial 
recognition technology is being deployed at airports, 
railway stations and other hotspots across the 
country for purposes of gathering information and 
identifying patterns of crime.49 India is preparing to 
deploy a nationwide facial recognition system in order 
to modernize state police departments and expedite 
criminal investigations.50 Some states such as Uttar 
Pradesh have begun to employ facial recognition 
systems to reduce harassment of women in hotspots, 
and cameras activate when the women’s facial 
expression reveals distress.51

https://www.brennancenter.org/our-work/research-reports/predictive-policing-explained
https://www.brennancenter.org/our-work/research-reports/predictive-policing-explained
https://www.brennancenter.org/our-work/research-reports/predictive-policing-explained
https://www.rand.org/content/dam/rand/pubs/research_reports/RR200/RR233/RAND_RR233.pdf
https://www.rand.org/content/dam/rand/pubs/research_reports/RR200/RR233/RAND_RR233.pdf
https://blogs.lse.ac.uk/humanrights/2021/04/16/predictive-policing-in-india-deterring-crime-or-discriminating-minorities/
https://blogs.lse.ac.uk/humanrights/2021/04/16/predictive-policing-in-india-deterring-crime-or-discriminating-minorities/
https://blogs.lse.ac.uk/humanrights/2021/04/16/predictive-policing-in-india-deterring-crime-or-discriminating-minorities/
https://www.deccanherald.com/national/south/telangana-govt-denies-surveillance-snooping-on-citizens-774306.html
https://www.deccanherald.com/national/south/telangana-govt-denies-surveillance-snooping-on-citizens-774306.html
https://www.deccanherald.com/national/south/telangana-govt-denies-surveillance-snooping-on-citizens-774306.html
https://www.deccanherald.com/national/south/telangana-govt-denies-surveillance-snooping-on-citizens-774306.html
https://www.aljazeera.com/news/2021/1/22/india-experts-warn-over-facial-recognition-to-spot-harassment
https://www.aljazeera.com/news/2021/1/22/india-experts-warn-over-facial-recognition-to-spot-harassment
https://www.aljazeera.com/news/2021/1/22/india-experts-warn-over-facial-recognition-to-spot-harassment
https://www.aljazeera.com/news/2021/1/22/india-experts-warn-over-facial-recognition-to-spot-harassment
https://www.reuters.com/article/us-india-tech-facialrecognition-trfn-idUSKBN1XH0S9
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52 Ibid. 
 
53 Bhatia, Gautam. “India’s Growing 
Surveillance State: New Technologies 
Threaten Freedoms in the World’s Largest 
Democracy.” Foreign Affairs. 2020. DOI: 
https://www.foreignaffairs.com/articles/
india/2020-02-19/indias-growing-
surveillance-state

54 Ibid. 

55 Darapuri, S. “The Police in India Is Both 
Casteist and Communal.” The Wire. 2020. 
DOI: https://thewire.in/caste/police-
casteist-communal. 

56 “Telangana govt denies surveillance = 
Kishore, R. “The many shades of caste 
inequality in India.” mint. 2016. DOI: https://
www.livemint.com/Politics/
ino3tfMYVsd6VVGUdWXB8H/The-many-
shades-of-caste-inequality-in-India.html 

57 Murugesan.

The Indian facial recognition company FaceTagr is 
currently being deployed at major Indian street 
festivals and has enabled law enforcement to identify 
criminals and criminal behavior using 
photographs. Despite the strides that Indian policing 
has made through the use of technological 
applications and algorithmic surveillance, it is unclear 
how the data collected is being employed by law 
enforcement or if it’s being used at all.52 


Nevertheless, civil society organizations have 
stressed their fear that surveillance technologies pose 
significant dangers in a polarized India, particularly for 
marginalized communities. Personal information 
collected can be used to target marginalized 
individuals and communities based on religion, caste, 
and gender.53 Law enforcement’s use of facial 
recognition technology and other surveillance 
applications based on mere suspicion inadvertently 
targets Muslims, transgender communities and 
migrants in India.54


The Indian police also are known to engage in 
casteist and communal bias,55 and lower caste 
communities continue to face discrimination from the 
Hindu nationalist BJP in the country.56 In this context, 
data collection and the deployment of policing 
technologies in democracies such as India may amplify 
the preexisting bias, discrimination, and violence 
against minorities. As Murugesan57 argues, it may be 
that predictive policing technologies are employed to 
keep tabs on citizen and citizen interaction.

JAPAN & SINGAPORE
Predictive policing technologies are slowly making 

their entrance in other governments in Asia as well. 
For instance, Japan, in the wake of recent privacy laws, 
has recently launched and tested a biometric facial 
recognition system, and installed surveillance cameras 
for the police. New policing strategies have also 
created more stringent penalties for offenders. Law 
enforcement critics are worried that policing 
technologies could create a lack of privacy and 
eventually a complete surveillance society. 

https://www.foreignaffairs.com/articles/india/2020-02-19/indias-growing-surveillance-state
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58 Yu, Eileen. “Singapore eyes more 
cameras, technology to boost law 
enforcement.” ZDNET. 2021. DOI: https://
www.zdnet.com/article/singapore-eyes-
more-cameras-technology-to-boost-law-
enforcement/

59 Palma, S. “Singapore’s Data Debacle 
shakes city-state’s ‘smart’ ambitions.” 
Financial Times. 2021 .DOI: https://
www.ft.com/content/
1cc807c9-9e2b-4dfd-9c11-54a990bbd2f
0

54 Ibid. 

Similarly in Singapore, police have installed 9000 
cameras in public locations in an attempt to transform 
law enforcement.58 In addition, police departments 
have launched beacons with CCTV cameras to allow 
for faster investigation. Palma states that Singapore’s 
current policing tools include 80,000 cameras across 
residential areas, robots and drones with cameras and 
sensors.59 


For India, Japan, and Singapore, the COVID-19 
pandemic has amplified surveillance and constant 
monitoring of communities and individuals through 
the use of tracking applications and making decisions 
on data collected for health reasons.

Chuttersnap via Unspalsh.com
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STEPS FORWARD
As technology becomes even more integrated into our 

lives, the surveillant gaze of police departments and 
government will most likely only increase. 


It is and will continue to be important to critically 
examine the surveillance technologies and practices 
integrated into policing to strike a balance between safety 
and privacy. Future strategies for introducing new 
surveillance technologies should include impact 
assessment reports to understand the implications of 
launching new programs, and more public oversight and 
interdisciplinary conversation will be needed to ensure 
that these algorithmic tools preserve democracy while 
keeping our communities safe. 

Ev via Unspalsh.com
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