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Executive Summary

In this theoretical viewpoint article, a novel perspective on urban governance in the

information era is provided. One element of smart city management is technology, while

another is reorganizing collaboration between several stakeholders. ​​As more innovative

tools for open cooperation in the public sphere emerge, the organization of collaborative

activity is rapidly evolving.

Digital governments provide a multitude of advantages, including improved

transparency, quicker and more effective service, and broader access. Government

digital transformation programs are sweeping the globe, and their leaders are trying to

make sure their efforts are successful in achieving that desired result. As a result, these

technologies significantly reduce the transaction costs for large-scale cooperation,

enabling new forms of cooperation that we might refer to as "open governance": new

innovative forms of group action intended to address complex public policy issues,

advance public knowledge, or replace traditional methods of providing public services.

In addition to a large number of digitally linked players, these novel open and

collaborative organizational forms in cities seem to indicate that the involvement of the

government in these arrangements is fundamentally different and more covert. We

contend that the New Public Governance (NPG) paradigm, which has recently come into

prominence (Osborne, 2010), also falls short of capturing the dynamics of open

governance because it fails to recognize the emergent, pop-up nature of the new

collaborations and fails to explain the widespread individual collaboration that occurs in

cities.

In order to compare and contrast the new Open Governance (OG) paradigm with other

governance paradigms, this article attempts to theoretically and empirically analyze the

fundamental components and underlying socio-technical advancements of OG. We will

propose that we need a new paradigm that is better equipped to understand these

emergent creative forms of city governance based on illustrative real-life experiences.

We shall contend that to do this, it is necessary to comprehend government as a

platform that supports an urban ecology.

This paper produces a set of critical empirical and normative questions about city

governance as well as guidelines for urban governance that build upon the rich,

emerging interactions in cities that are made possible by new technologies. It does this

by tying new insights from studies on digital governance to the discussion about

governance paradigms.
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Introduction

Understanding the problems

1. Digitalization and sustainability are two of the most significant megatrends of the

twenty-first century.

2. A major change in how our societies function, survive, and prosper is required in

light of the rising global threats, environmental degradation, and crushing

inequality difficulties in our communities.

3. The relationship between digitization and sustainability offers tremendous

potential for addressing global issues, creating an equitable and sustainable

society, and laying the groundwork for reaching the Sustainable Development

Goals.

Government digital credentials are frequently held to a very different standard than

those in the private sector when it comes to privacy concerns.Rarely or never are the

business decisions that result in the request for personal data clear. This is both

understandable and unsettling because of how different standards and duties exist

amongst countries. Implementing privacy measures is quite difficult since it requires

significant identity authentication and verification using these credentials and user data

must be protected.

Project objective

The objective of this study is to provide a thorough and unbiased overview of the

research on the confluence of these two megatrends and to fill in any gaps in the

existing. Since sustainability is essential for a low-carbon digital transition,

digitalization holds great promise for tackling social challenges and narrowing

development disparities. Environmental issues, social differences, and ethical

considerations can all be impacted by digitization. Future research will concentrate on

how this interaction creates new policy and governance strategies because both

digitalization and sustainability are multifaceted.

Target Audience

Urban governance, as used in this study, refers to the procedures by which public and

private players, as well as individuals, cooperate to make decisions about the

administration and implementation of urban policies and initiatives. According to this

approach, the capacity of the government to marshal the strategic deployment is the

extent of its influence on urban governance.
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Case Studies

Market trends

Urban data infrastructure refers to any set of digital tools, processes, and tools that

facilitate data transportation inside an urban area. Because of digital technologies like

cloud computing, all-purpose algorithms, Wi-Fi, cellphones, and embedded sensors,

urban data infrastructure has reached a new turning point.

While business platforms (such Apple iOS, Android, accommodation platforms, taxi

platforms, auto companies, shipping companies, etc.) contain vital data about the city,

community, or charity, political interest groups have access to more data of many kinds.

Data can be created and accessed by citizens themselves.

Therefore, having access to data can be used to decide who wins a contest for providing

a service or who manages a service, and on a larger scale, affect how transportation is

run in any given city. This makes understanding how algorithms work in urban

environments a novel and potentially "wicked" challenge (Andrews, 2019).

According to Aiello, "The social network's shares rocketed to an all-time intraday high of

$203.64 a share before ending at a new record barely below that price. That made

Facebook's market worth almost $590 billion. Implementing legislation similar to the

EU's GDPR to govern artificial intelligence and privacy-enhancing technologies: The EU

Artificial Intelligence Act81 would impose legal responsibilities on artificial intelligence

systems that are used to make job choices or select who receives access to education.

These guidelines for artificial intelligence systems, which are aimed to reduce mistakes

and prejudice, include data standards, accuracy, non-discrimination, cybersecurity, and
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risk management. Because they believe it is already in place, the workforce in a given

country, such as Ireland, may not take as much responsibility over ensuring compliance,

ethical data usage, or security. It was also discovered from the case studies that it was

essential to involve a sizable coalition of partners and request input from various

communities and learning environments in order to improve buy-in and ensure that the

technology and supporting systems properly satisfy the demands of various users.

Begin the implementation process by researching prominent higher education systems.

This offers the advantage of utilizing previously inaccessible resources while also

kindling political will around the need to adapt to the rising requirement for lifelong

learning and models geared to address the needs of working learners. However, there is

a risk that these initiatives will benefit students who are already wealthy enough to

attend traditional higher education or who already have a degree, which is consistent

with the reality of who is really using digital credentials in practice.

There are no regulations related to biometrics or a federal privacy statute in the United

States. Each state is enacting its own regulations to regulate companies operating within

its boundaries. For instance, in Illinois, the Biometrics Information Privacy Act,

approved in 2008, tackles privacy issues and worries regarding the use of biometrics.

However, the state and municipal governments, as well as their contractors, are not

covered by this Act. Member states may demand various safeguards for biometric data

even in Europe, where the GDPR is in effect. If there is a "national security," "defense,"

or "public security" risk, all of which are ill-defined phrases, there are further wide

constraints that allow EU member states to handle personal data without consent.

This is one of the drawbacks of the EU's regional, multilateral approach to technology

regulation. A persistent emphasis on financial aid, inexpensive device availability,

digital literacy, and connection as a prerequisite for creating equitable education

technology ecosystems. a focus on groups of underrepresented students that are

generally excluded from conventional higher education, utilizing a more overt and

deliberate approach. In each case, it was essential to have the ability to work

collaboratively across traditionally siloed government sectors and to forge public-private

alliances to broaden implementation. Governments must realize that, especially when

the credentials they provide are used in the private sector, the public cannot always

detect if a firm is asking for a modest amount.

Governments have to consider revising existing consumer protection laws so that

anybody with a stake can verify that the data that companies ask for complies with

recognized privacy framework requirements. As a result, participants in modern

governance processes, such as information technology (IT) corporations, have a bigger

impact (via data ownership and access, as well as algorithms).
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Synthesis

Gaps and Risks

Despite the best efforts of legislation and technical improvements, it is impossible to

limit the risks to privacy posed by the mixing of digital and real-world identities. When

it comes to regulation, the challenge is finding a balance between competing operational

needs, human nature, and technological limitations. It is challenging for the technical

standards community to define in technology what are essentially moral and ethical

choices without resorting to blatant racial or cultural bias. Problems are made more

difficult by each person's expectations about when and how they should utilize their

credentials.

Although there is room for both sides to develop, doing so requires a knowledge of how

to make the most of one another's advantages in order to overcome constraints imposed

by their separate domains of influence. This section examines some of the gaps caused

by competing objectives as well as the realistic boundaries of what technology and

regulation can really do in order to promote privacy while employing

government-issued digital identities.

Looking at government-issued digital credentials from a global perspective, we must

recognize that while the goal for digital transformation is the same, the underlying

causes are extremely different. This has the effect of giving each component a different

weight when it is considered before forming a service. In developing countries, people

are typically considered as needing digital identification and high levels of identity

assurance in order to engage in economic opportunities.

In more developed economies, where the breadth and depth of infrastructure

supporting citizens have been sufficient to stand alone without the need for significant

technological advancements (though, of course, some improvements have been needed

to advance), digital identity is frequently seen as more of a convenience. Due to the

proliferation of mobile devices, the rise of identity-related fraud, and the increase in

cybercrime, the boundary between "online" and "offline" is blurring more and more in

the modern world.

This change is being prompted by a world in which the border separating "online" and

"offline" is blurring. Diverse motivations are important because they will influence how

each attempt is made to address risks and gaps in the system. For instance, if monetary

gain is the primary driver, resolving the privacy issue must be presented as a financial

benefit. If convenience is the primary driver, then each user's expectations will

determine the experience and demand.



8

Recommendations

Interoperability at the service provider level is necessary to provide easy integration

with the systems and procedures of service providers. Users can purchase a personalized

public transit ticket while concurrently establishing a business with a local government.

Compliance with these criteria expands the range of applications in sectors such as

travel, tourism, and immigration.

Creating a legislative framework that allows a wide range of use cases across the public

and commercial sectors is difficult for lawmakers since it is necessary for widespread

adoption by users and service providers. Governments should thus think about

establishing the required regulations to facilitate use cases. Avoiding undermining these

fundamental equivalencies should be a top goal when developing legislation.

Laws controlling the provision of particular services frequently have the consequence of

reducing use. The necessity to deliver authentic papers that cannot be transferred

online, such as a visa or college graduation, or specific in-person requirements are

common instances. Governments must also resolve any obstacles that may result from

unintended consequences of the ID system's requirements and supranational

legislation.

Governments must act to establish broad equivalence and amend legislation that can

obstruct or limit use cases in both the public and private sectors. Governments should

focus on adding desired private-sector use cases early on and make an effort to include

as many public-sector use cases as they can. A smart place to start is with the

transactions that the customer finds to be the most common or difficult, including

tickets for transportation and immigration processes at airports and train stations.

For more complex use cases, additional features, such electronic signatures or digital

vaults for confidential digital documents, may be required. To entice service providers in

the private sector to utilize their offerings, governments might consider offering

incentives. Companies providing financial services are particularly alluring because of

how frequently people use them.

The provision of an accessible authentication technique is something that governments

can work on. For low-security services, this entails offering workable authentication

methods. Governments have to take into account establishing a unified appearance and

feel for the authentication procedure among various service providers. This will promote

reuse and assist consumers grow used to the procedure.
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Conclusion

Overall, this study has given a foundation for further discussion of the important and

complementary implications of current and emerging digital technologies, especially the

types of functionality, planning, and development needed for future social, economic,

and environmental sustainability practices. If governments can routinely issue digital ID

and create a fundamental need among customers and service providers, they may begin

a positive feedback cycle of acceptance and participation.

Given the many benefits that the technology offers, governments may move ahead of the

curve by acting quickly to realize the promise of digital ID. The context of digital

identities for official credentials includes a number of aspects of society and technical

trust. Governments cannot establish a robust, private online environment on their own.

They must work with engineers and citizens who are conscious of privacy concerns and

technological possibilities.

With new technology come new worries, and digital identification credentials are no

exception. Increased reliance on them opens up a new front for attack in digital warfare.

Several recommendations are offered. To begin, we advocate for security and privacy

improvements to the systems involved in the issuance, storage, verification, and use of

government-issued digital credentials. Managing the fundamentals, on the other hand,

falls into the "necessary but insufficient" category. There must also be an awareness of

recurring concerns about monitoring, issues of diversity, justice, and inclusion, legal

gray areas, and the durability of legislative safeguards in the face of changing

administrations.

They must, of course, work in conjunction with their residents and occupants to satisfy

their needs and expectations with regard to the privacy implications of a society that is

relying on technology more and more. The uncertainty, inconsistency, and folly of the

practical application and enormous knowledge explosion provide issues, though.

Additionally, new apps, data analytic capabilities, and user-friendly services will be part

of the growing and future digitalization.

Governments, technologists, and members of civil society must always bear in mind

what may actually be expected of the people involved in this ecosystem. People must be

given options, but those options must also be understandable, doable, and simple, with

maintaining the privacy of their data being the simplest decision. As a result, they may

significantly contribute to societal advancement and quality of life by constantly

evaluating and foreseeing how they can contribute to sustainable development, as well

as by simplifying the process of sustainable development.



10

References

Aiello C (2018) What data scandal? Facebook’s stock notches an all time high, shrugging off user

privacy woes.

https://www.cnbc.com/2018/07/06/facebook-hits-all-time-high-marking-full-recovery-from-d

ata-scandal.html, Accessed 25 May 2021

Alamillo-Domingo I (2020) SSI eIDAS legal report: how eIDAS can legally support digital

identity and trustworthy DLT-based transactions in the digital single market.

https://joinup.ec.europa.eu/collection/ssi-eidas-bridge/document/ssi-eidas-legal-report,

Accessed 25 May 2021

Allen C (2016) The path to self-sovereign identity.

http://www.lifewithalacrity.com/2016/04/the-path-to-self-soverereign-identity.html, Accessed

25 May 2021

Andrade-Walz A (2019) Evernym founded. https://www.evernym.com/blog/timeline/timeline/,

Accessed 25 May 2021

Wagner K, Vila Pueyo X, Vandy N, Bachenheimer D, Beron D (2020) Decentralised identity:

What’s at stake?

https://inatba.org/wp-content/uploads/2020/11/2020-11-INATBA-Decentralised-Identity-001.

pdf, Accessed 25 May 2021

Welling W (2018) Digital identity: a misunderstood building block of our society.

https://policylab.waag.org/article/digital-identity-a-misunderstood-building-block-of-our-socie

ty/, Accessed 25 May 2021

Williams B, Hummelbrunner R (2010) Soft systems methodology. In: Systems concepts in

action, Stanford University Press, pp. 241–261

Windley P (2020) Cogito, ergo sum.

https://www.windley.com/archives/2020/08/cogito_ergo_sum.shtml, 25 May 2021

https://www.cnbc.com/2018/07/06/facebook-hits-all-time-high-marking-full-recovery-from-data-scandal.html
https://www.cnbc.com/2018/07/06/facebook-hits-all-time-high-marking-full-recovery-from-data-scandal.html
https://joinup.ec.europa.eu/collection/ssi-eidas-bridge/document/ssi-eidas-legal-report
http://www.lifewithalacrity.com/2016/04/the-path-to-self-soverereign-identity.html
https://www.evernym.com/blog/timeline/timeline/
https://inatba.org/wp-content/uploads/2020/11/2020-11-INATBA-Decentralised-Identity-001.pdf
https://inatba.org/wp-content/uploads/2020/11/2020-11-INATBA-Decentralised-Identity-001.pdf
https://policylab.waag.org/article/digital-identity-a-misunderstood-building-block-of-our-society/
https://policylab.waag.org/article/digital-identity-a-misunderstood-building-block-of-our-society/
https://www.windley.com/archives/2020/08/cogito_ergo_sum.shtml

