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EXECUTIVE SUMMARY

Digital technologies play an increasingly
important role in the day-to-day operations

of Texas public schools. For years, Texas
schools have served as testing grounds for
various surveillance technologies such as Al-
powered surveillance cameras, student activity
monitoring software, and environmental sensors
like vape detectors and "aggression" analyzers.
While these technologies are often promoted
as ways to improve the safety and operational
efficiency of schools, our research reveals

that they frequently foster punitive learning
environments that disproportionately impact
marginalized students, including LGBTQ+ and
disabled youth, as well as students of color.

The Houston Diagnostic Report presents

four case studies demonstrating how digital
surveillance technologies intersect with other
longstanding and emerging crises regarding
gun violence, teen vaping, classroom curriculum
standards, and widespread teacher shortages.
We describe the ways that devices such as
vape detectors push kids out of the classroom
and into the criminal legal system, especially
when implemented alongside a recent Texas
law which mandates automatic placement in a
Disciplinary Alternative Education Program for
any student who is found with a vaping device.
Similarly, the installation of ShotSpotter
gunshot detection sensors in or around 65

Houston schools extends police surveillance
in already over-policed neighborhoods

and contributes to a sense of constant
suspicion and scrutiny. These technologies
are not neutral; their impact is shaped by the
context in which they are deployed and often
exacerbate existing racial and socioeconomic
inequalities in Texas schools.


https://www.houstonchronicle.com/news/houston-texas/education/article/texas-law-punishes-hundreds-houston-area-students-18568376.php
https://www.houstonchronicle.com/news/houston-texas/education/article/texas-law-punishes-hundreds-houston-area-students-18568376.php

The report also explores how the adoption of
digital technologies intersects with broader
cultural and political issues. As public schools
become focal points in America’s culture

wars, the expanded use of student activity
monitoring tools, such as content filters,
threatens to limit open discussions on critical
social topics. Moreover, schools' reliance on
these tools can diminish mental health support
and educational opportunities for students,
reinforcing already existing barriers for
marginalized youth, including LGBTQ+, disabled,
and students of color, all while enabling
corporations to gain a larger stake in the
management and control of public schools.

Moreover, as Texas schools grapple with
widespread teacher shortages, virtual teaching
platforms are being adopted as a cost-

saving measure, undermining the traditional
teaching profession and weakening the sense
of community within schools. Rather than
addressing structural challenges like funding
shortages and overburdened teachers, these
solutions often worsen working conditions for
students and staff alike.

None of these trends are inevitable. By
elevating the issues outlined above, our

goal is to spark more inclusive and critical
conversations regarding the role of technology
in supporting the well-being and development
of young people in Houston-area schools. To
that end, we highlight not only the potential
risks of specific technologies, but also the
important and inspirational work that people
are already doing on the ground to challenge
and re-imagine the role of technology in our
public schools. Our hope is that this report
will contribute to more robust conversations
regarding the ways that youth surveillance is
reshaping the social contract between public
schools and the communities they serve, by
examining the ways such practices intersect
with other key contextual factors which drive
their adoption and use.



INTRODUCTION

In March 2023, the Texas Education Agency (TEA)
seized control of the Houston Independent School
District (HISD), replacing locally elected leaders with
state-appointed officials.* A few months into the
takeover, TEA appointed Mike Miles, the CEO of a large
charter school network, to manage the district with a
goal of achieving, what he calls, “wholesale, systemic
reform”. 2 Over the 2023-2024 school year, Miles
implemented a number of controversial policies which
sparked protests from community members and led
to a massive turnover in teaching and administrative
staff. The state takeover of HISD is emblematic of

the long simmering fight over public education in
Texas as elected officials, community leaders, parents,
students, and educators struggle annually over issues
related to public funding, curriculum standards, and
disciplinary practices. These issues are renewed with
every crisis that emerges in Texas schools, whether it
be a mass shooting on campus, controversial school
performance ratings, or extreme budget cuts.

In recent years, technology has played an
increasingly important role in these ongoing battles
over public education as a public good. School
administrators have rapidly adopted a variety

of corporate digital technologies in the name of
improving school safety and operational efficiency.
These technologies include learning management
systems, Al-powered cameras, student activity
monitoring software, and environmental sensors (e.g.
vape detectors and "aggression" analyzers). While
officials often acquire these technologies with the
intention of improving how public schools function
and operate, our research has shown that most of
these corporate technologies are inadequate for
addressing the durable problems within Texas public
schools and often exacerbate underlying structural
and systemic problems. This report outlines four case
studies that illustrate how the adoption of digital
technologies have made Houston-area schools

more punitive for students and teachers, undermine
teaching as a profession, and make schools more
hostile to LGBTQ+, disabled, and students of color, all
while enabling corporations to gain a larger stake in
the management and control of public schools.



These issues are complex and multi-faceted.
On the one hand, there is growing demand for
a sense of safety and security in Texas public
schools, especially in the aftermath of high-
profile school shootings. There is also a growing
market for tools which support students and
educators, who are routinely asked to do more
but with less resources amid statewide budget
cuts. However, to date, there is little evidence
to demonstrate that these technologies are
actually effective at enhancing school security
and student well being, or robustly improving

educational outcomes*. And there is growing
concern that such technologies exacerbate
longstanding inequalities in the classroom

and create environments that make it hard

for students to thrive>®. Such work raises
important questions regarding what constitutes
a safe environment in the public school system,
especially for students from vulnerable and
historically marginalized backgrounds. The idea
of “safety” itself is a highly contested topic

in this context, one which we'll explore from
various angles throughout this report.

No technology is inherently good or evil.
Rather, their impact depends heavily on the
context in which they are introduced and the
policies which shape their implementation. In
this report, we explore the ways that youth
surveillance is reshaping the social contract
between public schools and the communities
they serve by examining the ways such
practices intersect with other key contextual
factors which drive their adoption and use.

The key issues explored in this report include:



1. PROTECTION AT WHAT COST? SECURITY
AGAINST A BACKDROP OF PUNISHMENT IN
TEXAS SCHOOLS

According to official reports, no state has more
contracts with digital surveillance companies than
Texas. State lawmakers and local school authorities
have invested millions of dollars in data-intensive “smart
tools” that they hope will help them to proactively
identify and deter or prevent threats to student well-
being. We present two case studies that illustrate the
ways youth surveillance widens the net of suspicion
and punishment in schools, as well as interact with
longstanding histories of racial exclusion and racially
disproportionate school discipline practices.

e VAPEDETECTION: In recent years, Houston-area
districts have spent hundreds of thousands of
dollars on vape detection sensors.” We explore
the ways such devices fuel punitive policies that
push kids out of the classroom and into the
criminal legal system, especially when implemented
alongside a recent Texas law which mandates
automatic placement in a Disciplinary Alternative
Education Program (DAEP)® for any student who is
found with a vaping device near campus.®

e SHOTSPOTTER: In 2022, the Houston City Council
signed a five year, multi-million dollar contract for
ShotSpotter, a technology that uses audio sensors
to detect gunshots. Earlier this year, it was revealed
that the Houston Police Department installed
ShotSpotter microphones on or near 65 schools in
Spring Branch ISD, Aldine ISD, and Houston ISD.*° We
look at the ways the placement of ShotSpotter in or
around schools creates a web of police surveillance
that is used to justify ongoing police presence in
hyper-policed locales.

2.SAFE SPACES, FOR WHOM? SCHOOLS AS A SITE
OF AMERICA'S CULTURE WARS

Across the United States, public schools have become a
focal point of activity for reactionary political movements
which seek to limit the introduction of inclusive values
and histories into classroom curriculum. In this report,
we explore how certain kinds of student surveillance
have taken on new political significance amid these
larger ideological struggles. Expanded youth surveillance
through technologies like web filters and student activity
monitoring present a number of challenges for kids
including diminished support for student mental health,
involuntary ‘outing’ of LGBTQ+ students, and diminished
access to educational materials and experiences.

“For example, Humble ISD’s School
Board approved a $327,000 contract
to acquire vape detectors in 2021.

8Since adoption of the Texas Safe
Schools Act in 1995, all Texas public
school districts have been required

to provide disciplinary alternative
education programs (DAEPs). DAEPs
serve as alternative education settings
for students temporarily removed for
disciplinary purposes from their regular
instructional settings.

°Such laws have significantly increased
the number of students placed in
DAEP and other forms of alternative
education in Houston area schools.

In the first half of the 2023-2024
academic year alone, Houston ISD
reported disciplining and placing 640
students in DAEP for vaping infractions,
which is more than double the number
of students sent in the entire 2022-
2023 academic year for substance
infractions. In Fort Bend ISD, 179
students were punished for vaping,
Other Houston-area districts, such

as Friendswood and Alvin ISDs, have
expanded their DAEP facilities in order
to house the students who have been
caught vaping on campus. (Roddy and
Carter 2024)

100f these 65 school campuses, 17
schools have ShotSpotter devices on
campus grounds, 10 schools have Shot-
Spotter devices within 1 miles of cam-
pus, and 38 schools have a ShotSpotter
device within a .5 mile of campus.



3.NO TEACHER? NO PROBLEM.
TRANSFORMING EDUCATORS INTO
CONTINGENTLABOR.

As school districts contend with widespread
teacher shortages, virtual teaching services
have become a rapidly growing industry.
Rather than alleviate the structural problems
causing teacher shortages, virtual teaching
services make it hard to foster a strong sense
of community within schools and chip away
at the value of public education as a public
good. In this case study, we explore how virtual
teaching platforms and other precarious
staffing models in schools are likely to become
more widespread in Texas, as the struggle to
privatize public schools escalates. Drawing
from interviews with teachers, parents, and
students in the Houston Independent School
District, we explore the ways that heightened
surveillance and punitive classroom policies
have created what many describe as a prison-
like environment in HISD, as well as create the
conditions necessary for the rapid expansion
of new corporate technologies like virtual
teaching platforms.

None of these trends are inevitable. By elevating
the issues outlined above, our goal is to spark
more inclusive and critical conversations
regarding the role of technology in supporting
the well-being and development of young
people in Houston-area schools. To that end,

we highlight not only the potential risks of
specific technologies, but also the important and
inspirational work that people are already doing
on the ground to challenge and re-imagine the
role of technology in our public schools.



AN INTRODUCTION
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THE BASICS

Houston is the largest city in Texas and the fourth-largest city in the
United States, with a population of around 2.3 million residents. The
Houston Metropolitan Area is also home to some of the largest and
most diverse public school districts in the country. Houston public
schools are governed through “independent school districts” or ISDs,
which operate separately from the municipal and county government.
Independent school districts have their own taxing authority and are
only subject to oversight from the state government, through the
Texas Education Agency (TEA).

Within the nine-county greater Houston metropolitan area, there
are more than 60 school districts, ranging from small peri urban
districts like Hitchcock ISD (student population: 1715) to some of
the largest urban school districts in the country, such as Houston
ISD (student population: 193,727), Cypress-Fairbanks ISD (student
population: 116,913), and Katy ISD (student population: 88,165).
Each of these districts is run by a locally elected school board, which
makes consequential decisions about what technologies the district
procures and how they are used.
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Image 1. School districts in the Houston Metropolitan area.




BIG DISTRICTS, HIGH STAKES: THE INFLUENTIAL
ROLE THATTEXAS PLAYS IN LARGER EDUCATION
POLICY DEBATES

Because of its size, Houston area schools, and
Texas schools in general, play an outsized

role in shaping educational standards and
policies nationwide. For example, Texas is one
of the largest purchasers of textbooks in the
country. As a result, textbook publishers often
align their content to accommodate Texas
state standards, which means that students in
other states are often impacted by decisions
made by Texas policymakers*’.

Texas plays a similarly influential role in
conversations regarding school security. For
example, a recent state law requires that every
public school in Texas have an armed guard

on campus*?. As a result, Texas is now viewed
as a "booming market” for such services, one
which companies across the country have

positioned themselves to serve®®. Texas-based
school officials and security entrepreneurs have
also assumed influential roles in industry-led
lobbying groups, such as Zero Now, which touts
surveillance technology as a key aspect of their
innovative school safety framework.

According to official reports, no state has more
contracts with digital surveillance companies
than Texas*®. In the wake of high profile school
shootings in the state, such as in Santa Fe

and Uvalde, Texas legislators have drafted a
number of bills which increase funding for

law enforcement and “school hardening”
efforts. In response to growing concerns about
cyberbullying, teen suicide, and mass school
shootings, US. lawmakers and local school
authorities have invested millions of dollars in
data-intensive “smart tools” that they hope will

help them to proactively identify and prevent
threats to student well-being?. As a result,
the landscape of school security is changing
rapidly in Texas, in ways that have ripple
effects across the entire country.

In spite of the increasingly prominent role

of surveillance in Texas public schools, there
is still relatively low public awareness about
the use and impacts of such practices.

New digital technologies tend to be more
behind-the-scenes than prior school security
interventions. There remain few opportunities
for students and parents to grapple with the
implications and tradeoffs of such policies,
or to engage in meaningful conversations
regarding the ways that expanded digital
surveillance is changing the social contract
between communities and their schools.



Texas has also become the focal point of heated
debates regarding the role of the state and private
interests in governing local educational institutions.
For decades, conservative Christians have lobbied
for the adoption of “school choice” initiatives, a
term proponents use to describe programs that
operate outside of the traditional public school
system, including private or religious schools. In
recent years, the school choice agenda has gained
traction across the country, with 29 states passing
school voucher policies which allow students to
divert public funds away from the public education
system in order to attend a private school.

When school vouchers are implemented, then
districts are often forced to cut essential programs
such as dual language education, wrap-around
support programs, and STEM initiatives'’. Research
has shown that the negative effects of school
vouchers is equivalent to a student missing 68 days
of school, or one third of the classroom instruction
time in an academic year. This negative impact is
significantly greater than other factors that are
known to adversely impact student achievement,
such as violence at school, feeling unsafe, teacher
turnover, and teacher absenteeism 8

Texas is the last major GOP state that has not
adopted such a voucher program. This is due

largely to the fact that school vouchers are widely
unpopular amongst rural Republicans in the state®.
Nevertheless, Texas Governor Abbott has made
school vouchers?® one of his top legislative priorities,
using the full weight of his office to push lawmakers
towards his agenda. For example, Abbott has vowed
to veto any public education funding bill that does
not include school vouchers. As a result, many school
districts have been forced into deficit budgets to
keep up with rising costs, in spite of the fact that
Texas has a record $33 billion surplus in state
funds?t. Other districts have had to close facilities, cut
extracurricular activities, and lower teacher salaries
in order to remain financially solvent?. This pattern

is not exclusive to Texas, as school districts in other
states are contending with policy decisions that are
impacting public school enrollment and leading to
major structural changes, like school closures. %

The school voucher debate has also fed the flames
of larger struggles regarding statewide curriculum
standards in Texas. For example, in 2021, state
lawmakers passed two laws, House Bill 3979 and
Senate Bill 3, which aimed to curtail the discussion of
current events and decrease access to inclusive and
anti-racist curriculum in public schools.



Amid widespread backlash against these laws,
conservative lobbyists framed “school choice”
as a possible alternative solution, arguing
that parents should have the right to use
state funds to place their children in private
institutions if their public schools are not
aligned with their values®.

As the struggle over school privatization
intensifies, so has the focus on Houston area
schools. In March 2023, the Texas Education
Agency (TEA) seized control of the Houston
Independent School District (HISD). HISD

is the largest school district in Texas and
about 80% of its students are economically
disadvantaged?®. As part of the takeover, TEA
replaced locally elected leaders with state-
appointed officials. A few months later, the
agency appointed Mike Miles, the CEO of a
large charter school network, to manage the
district under his “New Education System”
or NES model which he plans to implement
over multiple academic years. Over the 2023-
2024 school year, Miles introduced a number
of controversial policies which have sparked
protests from community members and

led to a massive turnover?’ in teaching and
administrative staff.

At the core of this takeover is a political
disagreement regarding how to address the
durable social problems that influence student
and overall school performance. State leaders
claim that the HISD takeover was motivated
by a desire to improve performance in the
district's schools. However, critics have claimed
that the takeover is part of a larger attempt
to erode popular confidence in the public
education system. They argue that state
officials intentionally moved the goalposts for
maintaining compliance with state standards
in order to point to a large “failed” public
education system as justification for vouchers
and privatization?®. Regardless of the reasons
for the takeover, Miles’ plans have begun to
incubate the conditions necessary for the
introduction of corporate technologies that
are likely to exacerbate the political and social
problems already impacting schools, students,
and educators every day.
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TECH AS A BATTLEGROUND FOR
LARGER SOCIAL STRUGGLES

Against this backdrop, digital technologies

are transforming how Houston-area schools
operate and education is delivered, as more
and more tools quietly creep into every aspect
of students’ teachers’ and administrators'
lives. Whether a technology is adopted in the
name of student safety or improved classroom
instruction, digital tools are creating more
punitive conditions for students and teachers
and enabling corporate EdTech vendors to
have more power and control over how schools
and classrooms operate. To date, there is

little evidence to demonstrate that student
surveillance is actually effective in enhancing
school safety and student well-being?>2°. At
the same time, there is growing public concern
around the potential for such technologies to
perpetuate longstanding inequalities in the
classroom and create environments that make
it hard for students to thrive.

New digital technologies tend to be more
behind-the-scenes than prior school security or
curricular interventions. District and government
leaders often make decisions regarding how
technologies are implemented with little or no
input from students, parents, or teachers. Those
who have to bear the consequences of tech's
impact on public education often have little
power to determine the role of technology in
their education. This undermines the quality of
public education and erodes democratic values
of local governance and oversight.

This report intends to raise critical questions
about this growing trend and support students,
their families, and teachers who are resisting
and challenging the harms of tech in their
schools. By elevating these issues, our goal is to
build relationships and power towards restoring
democratic practices and the right to a quality
public education in Houston and beyond.




SECURITY AGAINST A
BACKDROP OF PUNISHMENT
INTEXAS SCHOOLS




CASE STUDY 1:

VAPE DETECTION




According to a recent survey by the FDA, vaping among preteens and teenagers has become a public health crisis in the United
States3. In response, school officials have begun to install specialized sensors that detect when a person is vaping on campus.
While these sensors are often marketed as a non-intrusive means of addressing an important public health issue, there are growing
concerns that such technology will fuel punitive policies that push kids out of school, rather than address underlying factors that

drive their substance use.

WHAT IS VAPE
DETECTION?

Vape detectors use sensors to detect
particulates, carbon dioxide, and other
chemicals emitted when students use a vaping
device. These sensors are usually installed in
bathrooms, locker rooms and hallways and
they send alerts to school officials whenever
the sensors detect vaping activity. These alerts
then trigger an investigation, which often
includes a school resource officer, to identify
who might be engaging in this activity. We have
been unable to find any research that indicates
how accurate vape sensors are in detecting
instances of actual vape use.

WHO USES VAPE DETECTION AND WHY
ISITBEING ADOPTED?

As concerns about teen vaping mount, some school officials have opted to install vape detectors
on their campuses. One of the most popular vape detection devices is the Halo IOT Smart
Sensor, which markets itself as an “internet of things” technology that can detect a wide range
of dangerous activities such as vaping, gunshots, and other “aggressive behavior” Although Halo
Sensors have been framed as a multi-purpose safety tool, vape detection appears to be the
primary use case that Houston-area school administrators are interested in when they adopt
these devices.>?

There are currently at least three Houston-area school districts which have opted to install

vape detectors: Montgomery ISD, Pearland ISD and Humble ISD. Officials in these districts have
emphasized that “deterrence, rather than detection, is the primary goal” of these technologies®.
We have found no evidence suggesting that vape detection sensors act as an effective deterrent
to students vaping on school grounds, or vaping in general.



WHAT RISKS DO VAPE DETECTORS POSE?

WIDENING THE NET OF PUNISHMENT

While vape detectors are often marketed

as a non-intrusive means of addressing an
important public health issue, there is mounting
concern that such technology will fuel punitive
policies that push kids out of the classroom
and into the criminal legal system. This is
particularly true in Texas, where lawmakers
recently passed a bill which mandates that
any student found in possession of vapes,
e-cigarettes, or similar devices within 300 feet
of a school will be immediately punished and
placed in a Disciplinary Alternative Education
Program (DAEP) .24

Such laws have the potential to significantly
increase the number of students placed in
DAEP and other forms of alternative education
in Houston area schools. In the first half of the
2023-2024 academic year alone, Houston ISD
reported disciplining and placing 640 students
in DAEP for vaping infractions, which is more

than double the number of students sent

in the entire 2022-2023 academic year for
substance infractions®®. In Fort Bend ISD, 179
students were punished for vaping®’. Other
Houston-area districts, such as Friendswood
and Alvin ISDs, have expanded their DAEP
facilities in order to house the students
who have been caught vaping on campus®.
Research has shown that the dropout

rate for students placed in DAEP is five
times greater than students in mainstream
classrooms®. As concern about the negative
impacts of this stringent zero-tolerance
policy grows, some districts are using their
status as a “District of Innovation"° to
apply for exemptions to the new law, giving
educators more room for discretion when
they catch a student vaping on campus®.

There has also been a significant uptick in
arrests of children who have been jailed on
felony charges for potentially vaping THC
products. In Texas, marijuana flower possession
of up to 2 ounces is classified as a misdemeanor.

However, the possession of vape pens that
contain any THC is classified as a felony. In
many cases, school-based law enforcement is
unable to verify if a child’s vape pen contains
tobacco or THC. In these ambiguous situations,
there are a growing number of reports of
officers opting to arrest and charge children
with the harsher felony offense.*?

Vape detection sensors will likely exacerbate
these trends, by casting a net of suspicion over
anyone who uses school facilities where a vape
alert goes off. Since sensors cannot determine
who exactly was vaping in a specific location,
all students in the vicinity of an alert are
treated as potential suspects. Vape detection
sensors grant the authority to school police
and officials to stop and interrogate students
who they suspect of vaping. This can create
needless hostile interactions between students
and school resource officers or other school
personnel and can also lead to the increased
punishment of students.



This pattern of criminalizing the use of drugs

by young people is a continuation of the logics
underpinning the “War on Drugs,” a failed policy
framework which resulted in Black and Latino
children being disproportionately subjected to
militarized police tactics and zero tolerance
policies in schools**#4. Such policies are part

of a long and well documented history of the
“school-to-prison pipeline” and the phenomenon
of “school pushout” of Black and brown students
who experience disproportionate levels of
punishment in schools nationally, including in
Texas and the Houston area*“.

Such trends may be further exacerbated by the
fact that vape detectors are often combined with
other sensor technology that companies claim
can detect shouting, aggression, bullying or other
anomalous sounds in locations where cameras
cannot be placed*’. These audio detection
features have not been proven to be accurate
and can potentially introduce additional racial
bias in monitoring student behaviors, as the
mannerisms of Black students are often perceived
and classified as more aggressive than other
students*4°, Such race-based discrepancies in
accuracy and outcome may constitute a violation
of federal anti-discrimination law, including Title VI
of the American Civil Rights Act*°

SIPHONING RESOURCES FROM
PREVENTION-ORIENTED
INTERVENTIONS

In light of the risks outlined above, there are
growing concerns about the ways vape detectors
are being used to address a serious public

health crisis. Vape detectors are reactive in
nature and designed only to monitor behaviors,
not address the underlying reasons for why

a student chooses to vape in the first place.
Moreover, there is a robust body of research
which reveals that punishment-based approaches
to managing substance abuse are ineffective and
often counterproductive>1>2°3. Yet, Houston-area
districts have spent hundreds of thousands of
dollars on vape detection sensors. For example,
Humble ISD’s School Board approved a $327,000
contract to acquire vape detectors in 20214
This raises important questions about how public
resources might be better spent on programs
which can proactively address the underlying
reasons why students vape.

Rather than punish kids who are struggling with
vape addiction, school districts should follow the
guidelines outlined by the Center for Disease
Control, which emphasize the importance of

leveraging healthy peer relationships and
support from trusted educators to reduce
teen vaping=°. For example, some Texas
school districts have implemented prevention-
oriented efforts such as Say What!, a statewide
program which equips teen ambassadors to
lead conversations about the harms of vaping
in their local communities®®>’. Research has
shown that peer-to-peer interventions that
integrate mentorship and science-informed
campaigns can potentially reduce vape
acceptability and use among youth®®. Yet

such programs often lack sufficient funding to
address the scale of the crisis. Vape detectors
siphon away valuable resources that could be
invested in more effective, prevention-oriented
strategies like this.



HOW ARE PEOPLE ADDRESSING

THESE CHALLENGES?

As awareness grows about the ways punitive
surveillance is fueling the criminalization

of young people, so have efforts to reverse
these trends and propose alternative
approaches to reducing youth vaping. One
group at the forefront of these efforts is
Finish the 5, a youth-led campaign dedicated
to disrupting cycles of youth criminalization
in the state of Texas. Finish the 5 is a
coalition of youth organizers, activists,
advocates, formerly incarcerated individuals,
and their allies who have collaboratively
worked on a multi-year campaign to close
Texas' five state-secure juvenile detention
facilities and invest in community-based
alternatives to incarceration®°.

Finish the 5 is currently preparing to
advocate for a slate of legislation during
the Texas 2025 legislative session that is
geared towards disrupting cycles of youth
criminalization more broadly®®. One of the
campaign’s legislative priorities is to combat
the Texas laws that criminalize vaping. Much
of these advocacy efforts are occurring in
conjunction with the push for other policies
to decriminalize youth and prevent juvenile
incarceration overall.






In 2022, the Houston City Council signed a five-year, multi-million dollar contract for ShotSpotter, a technology that uses
audio sensors to detect gunshots. A recent data leak revealed that many of these devices are placed on or near public school
campuses in the Houston area®'. The presence of ShotSpotter creates a web of police surveillance that is used to justify
ongoing police presence in low income communities of color by creating a large number of false alerts for potential gun
activity. Such alerts perpetuate an environment where the threat of gun violence looms large, both inside police departments
and externally, in the communities where police are continuously being dispatched under the pretext of responding to a violent
crime®2, What is ShotSpotter?

ShotSpotter is a gunshot surveillance product sold by a company called SoundThinking. Despite the company’s claims of using
sophisticated artificial intelligence to identify gunshots in real-time, ShotSpotter is not a complicated technology. It uses a series
of microphones designed to detect loud sounds, which are then processed through the company’s machine-learning algorithm to
determine if the sound is a gunshot. If the algorithm designates the sound as a gunshot, then it is sent to a human reviewer for
verification. If the reviewer deems the sound to be a gunshot, then the company alerts the local agency and police are dispatched.
This happens a lot. ShotSpotter trains its review staff to, when in doubt, designate a sound as a gunshot. Police are then sent to the
location of the supposed gunfire, under the expectation that they will find an active shooter or evidence of a gun crime.

82ShotSpotter can significantly increase police dispatch and time spent in criminalized communities. Research from the NYC Comptroller found that in June 2023 alone, NYPD officers spent 426.9 hours investigating alerts that were not
confirmed as shootings (Comptrollernyc.gov, June 20, 2024)
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WHO USES SHOTSPOTTER AND
WHY IS ITBEING ADOPTED?

In order for Shotspotter to work, it must install devices
on public and private infrastructure across the city.
This means that public schools are often impacted by
the adoption of ShotSpotter, even if their district does
not enter into a contract directly with the company.
For example, in early 2024, it was revealed that the
Houston Police Department installed ShotSpotter
microphones on or near 65 schools in Spring Branch
ISD, Aldine ISD, and Houston ISD.%3

830f these 65 school campuses, 17 schools have ShotSpotter devices on
school grounds, 10 schools have ShotSpotter devices within .1 miles of
campus, and 38 schools have a ShotSpotter device within .5 miles of campus.

Image 2: Map of schools which have ShotSpotter devices on or near school property.




The Spring Branch ISD Police Department
also contracted directly with SoundThinking
to install three ShotSpotter devices on
school property in 20225 The district
reportedly switched from ShotSpotter to

another vendor called Flock Safety in 2024

Flock’s sensors are similarly designed to
detect loud sounds that might be gunshots
and trigger nearby cameras and law
enforcement for additional surveillance.

The Houston Police Department and Harris
County Sheriff's office have characterized
ShotSpotter as a solution for overcoming a
lack of community engagement with police
investigations regarding gun violence, due

to low levels of trust in law enforcement

and challenges with English proficiency,
especially in communities with large Hispanic
populations®®®’. In Spring Branch ISD, the
district police chief emphasized the importance
of gunshot detection technology as a means
of rapidly responding to gun violence on school
campuses, arguing that such technology “gives
parents and students peace of mind that, if a
shooting does occur, we'll have a head start”®,
In some cities, ShotSpotter has attempted to
gain greater support from school districts, gun
violence offices, public health offices, and other

non-law enforcement agencies by granting free
access to the jurisdiction’s ShotSpotter alert
map, claiming that this is part of a broader
intelligence sharing effort for public safety.%®

These rationales are consistent with
SoundThinking’s marketing materials, which
claim that ShotSpotter improves police
response times to gunshots, saves lives, and
increases evidence recovery at scenes of
shootings’®"172. None of these claims have
been independently or conclusively validated
and, in fact, there is mounting evidence

that suggests ShotSpotter is actually
counterproductive to these stated goals. The
vast majority of ShotSpotters alerts are false
positives, meaning that there is no evidence
that a gun was fired at the location flagged in
the system.”

One study in Houston shows that ShotSpotter
sends police on thousands of dead-end
deployments annually. Less than 20% of
ShotSpotter-initiated deployments in Houston
resulted in police completing an incident report
which is a document that records details

about an event that caused bodily harm or
property damage. That is about half the rate

)

of incident reports generated from traditional
deployments (i.e. as a result of 911 calls)™.
These findings are consistent with research
from other municipalities, which has shown
that law enforcement agencies who use
ShotSpotter have less resources to respond
to legitimate emergencies, because their
staff are so busy responding to inconclusive
ShotSpotter alerts’7¢. Consistent with
national trends, a recent study revealed that
ShotSpotter’s introduction to southeast
Houston coincided with longer police response
times and resulted in thousands of dead-end
police deployments annually.””"®

Amid ongoing debates about ShotSpotter’s
effectiveness, Houston police officials continue
to argue that ShotSpotter is an indispensable
tool for police investigations.” Their arguments
echo the sentiments of police agencies

across the country, which have lobbied for the
ongoing use of ShotSpotter, even in the face of
mounting evidence that the technology does
not work. The lead researcher on the most
comprehensive study of ShotSpotter’s efficacy
to date said that, “ShotSpotter did not reduce
the occurrence of shots-fired calls for service,
fatal shootings, non-fatal shootings or other
violent felonies committed with firearms.”&°



This raises an important question: If ShotSpotter
doesn't actually work in service of official stated
goals, why do law enforcement officials continue
to push for its adoption? What might we glean
about the unstated purpose and desirability of
ShotSpotter, based on how it actually works?

At its core, ShotSpotter acts as a suspicion
generator, creating a large number of alerts for
potential gun activity that results in heightened
police presence. Although the vast majority of
such alerts do not contribute to investigations
or lead to the arrest of people who commit
violent acts, police officers point to this steady
stream of alerts as evidence of heightened
levels of gun violence®. ShotSpotter alerts
have subsequently been used to justify

the ongoing need for police, particularly in
low-income, racialized communities where
ShotSpotter devices are disproportionately
placed. We compared the median household
income by Census Block Group in Houston and
found that neighborhoods with ShotSpotter
devices on or near school campuses have a
median income that is, on average, $29,294
lower than those with no devices installed.
Schools with ShotSpotter devices are located
in neighborhoods where inhabitants are, on
average, 12.3% Black® and 66% Hispanic®

Our results are consistent with other
investigative reports, which have found that the
average household income of neighborhoods
with Shotspotter devices across the country
was approximately $30,000 lower than the
average household income across the country®*

Image 3: Neighborhoods with ShotSpotter devices on or near school campuses have a median income that is, on average,

$29,294 lower than those with no devices installed.



We might understand ShotSpotter as an
example of what Jackie Wang calls “police
science,” or the process of using internally
generated data and statistics to revitalize
demand for law enforcement services,
particularly during times when public support
for police is waning®. In recent years, a
growing body of scholarship and activist
thought has documented the unprecedented
scale and impact of discriminatory policing
practices and racialized mass incarceration in
the United States®878889 As public concern
about these trends grows, high-profile social
movements have emerged, calling for the
wholesale elimination of punitive practices
that fuel detention and limit the life chances
of people of color2091929394

In response to these demands, law
enforcement agencies and policy makers have
embraced data-driven tools, often branded

as Al as a way of rendering policing and
courtroom practices more fair and efficient.
For example, the Houston Police Department
and Harris County Sheriff’s office first piloted
ShotSpotter in December 2020, a year in
which large numbers of people in Houston and
nationwide participated in protests, calling for

an end to police violence and a divestment
of resources from law enforcement
agencies. In Houston, these protests
included student groups such as the Fort
Bend ISD Equity Coalition, which pointed out
the various ways that school-based police
made students feel less safe on campus.®

Against this backdrop, the Houston

Police Department, Harris County

Sheriff's Department, and local school
police departments chose to adopt
ShotSpotter. While the explicit goal of
ShotSpotter may not have been to justify
the ongoing presence and expansion of
law enforcement, it may have ended up
serving that goal, both internally, as well as
externally in the communities where the
legitimacy of police has been called into
question in recent years. We explore this in
greater depth in the following section.




WHAT RISKS DOES SHOTSPOTTER POSE?

SHOTSPOTTER INTENSIFIES RACIST
POLICE PRACTICES.

A recent report highlighted that ShotSpotter
microphones are primarily placed in
predominantly Black and brown neighborhoods
in Houston and Harris County®. When asked,
the company states that the coverage

area of the microphones is determined

by the Houston police and historical gun

crime data. The company then determines
where exactly to install the microphones

in order to most accurately detect sounds.

By relying on historical gun crime data, the

use of ShotSpotter reinforces patterns of
racist policing. The history of crime data is a
reflection of who is policed, not necessarily
who is commiting crimes.®” Research illustrates
that police have historically monitored and
arrested Black and brown communities at
disproportionately higher rates than white
communities. This means that historical crime
data, including gun crime data, is a reflection of
racist policing practices.

By using these datasets to determine
ShotSpotter’s coverage area, the Houston police
use the veneer of objective data to continue
policing of Black and brown communities.

Such practices increase police presence in
communities that are already saturated with
police, leading to increased police interactions
with Black and brown community members and
the heightened potential for police violence.
Data from Houston shows that “Black residents
make up 22 percent of Houston's population,
but they account for 72 percent of people who
suffered serious bodily injuries at the hands

of police and 63 percent of people who died

as a result of police use of force since the
beginning of 2020"%%. The best way to prevent
police violence against Black and brown
residents is to reduce police contact with these
communities. When ShotSpotter devices are
placed on school infrastructure, it specifically
puts Black and brown youth at risk.

SHOTSPOTTER DOES NOT MAKE
COMMUNITIES SAFER.

Whether it is physical violence, coverups,
or collusion, ShotSpotter enables different
types of police violence, all of which make
communities less safe.®®

ShotSpotter creates an expectation that
dispatched police will encounter someone
with a gun. This elevates the possibility for
police violence, as officers then enter a scene
on heightened alert. In other locales, this has
proven deadly.®

9’For decades, communities of color have been arrested at higher
rates than their white counterparts, even for crimes that these racial
groups engage in at comparable rates. For example, African-Americans
are 83% more likely to be arrested for marijuana compared to whites
at age 22 and 235% more likely to be arrested at age 27, in spite of
similar marijuana usage rates across racial groups.



1%Here are a few examples of the ways Shotspotter
has sparked police violence against Black and brown
communities in other US cities:

e |n 2021, Chicago police shot and killed 13-year old
Adam Toledo on a ShotSpotter-initiated deployment.
(Kalven 2021)

Chicago Police nearly did the same in January

2024 when an officer shot at but missed hitting a
14-year-old child after the officer responded to a
ShotSpotter alert that was caused by a firework that
the child lit. (Schwartz 2024)

In 2020, the Chicago Police Department asked
ShotSpotter to change the location of an alert

in order to frame 65-year-old Michael Williams

for murder. When the prosecutor learned that

a ShotSpotter alert was the only evidence, the
prosecutor’s office dropped the charges. This was
after Mr. Williams spent 11 months in jail, contracting
COVID-19 twice during the height of the pandemic in
2020. (Burke et al. 2022)

In 2016, Silvon Simmons was chased and shot in
the back by Rochester, NY police who then used
a ShotSpotter review to claim that Simmons fired
first, even though ShotSpotter initially classified
the sounds from the chase as a helicopter and
reclassified the sounds “per the customer’s
instruction” (Levinson and Girion 2020)

In 2021, Danny Ortiz was stopped and frisked by
Chicago police responding to a ShotSpotter alert after
washing his family’s clothes at a laundromat. While
there was no gunshot, the police arrested Mr. Ortiz for
drug charges even though Mr. Ortiz possessed legally
prescribed drugs and a legal amount of marijuana.
(Williams, Parsons Labs, and Ortiz 2022)

Due to this history of police violence and lack
of community trust in police, Black and brown
communities are building new models for

crisis intervention and demanding non-police
emergency response teams for mental health
crises, among other emergencies'®. Rather than
police, these programs deploy trained social
workers, behavioral health specialists, or other

experts to respond to people who need support.

The goal is to intervene in the crisis moment,
building trust, but also to connect those
experiencing the crisis to long-term supportive
services in order to prevent future crises.

These programs represent a paradigm shift
where care is prioritized in order to solve

the immediate issue but also focus on the

root causes which caused the crisis. This

is something that ShotSpotter cannot do.
ShotSpotter is a reactive technology and is not
designed to proactively prevent or mitigate the
causes of gun violence. Even if ShotSpotter
was 100% accurate in detecting gunshots, it is
not equipped to make communities safer since
it only reacts to gun violence and it can incite
moments of police violence.

EVEN IF A CONTRACTIS CANCELED,
SHOTSPOTTER SURVEILLANCE MAY
CONTINUE.

ShotSpotter may be on its way out, as Mayor
Whitmire recently called the technology a
“gimmick” and vowed to end its use in Houston.
However, even if Houston ends its contract,
Shotspotter may continue collecting data in
the area where the company’s devices are
installed. This has been the case in other
jurisdictions, such as Chicago, where the
Chicago Police Department continues to use
Shotspotter microphones related to an expired
Illinois State Police contract for over a year
since the contract ended in 20232 Similarl
Chicago recently ended its contract with the
company, but it is unclear if the city has the
authority to uninstall the many ShotSpotter
devices that are placed on private property,
such as apartment buildings, businesses and
billboards'®. Generally speaking, it does not
appear that Shotspotter includes a clear
sundown policy for dismantling its system
when a contract is terminated. This means
that the company can continue to collect data
on local citizens, even if they have no formal
agreement with the city.

)



HOW ARE PEOPLE ADDRESSING

THESE CHALLENGES?

Over multiple years, the Houston Abolitionist
Collective and Rise Houston built successful
campaigns which made the harms of
ShotSpotter more widely known and
increased public support to cancel the
Houston contract. Both groups effectively
used community events to raise concerns
regarding the negative effects of ShotSpotter.
For example, members of the Houston
Abolitionist Collective coordinated a Spy Hunt
in Sunnyside to identify and map ShotSpotter
microphones and speak with residents

about safety concerns and potential risks.
Residents expressed that, while surveillance
was concerning, emergency response times
for Sunnyside were too high for health and
other safety emergencies, and they hoped the
ShotSpotter devices would help. The Houston
Abolitionist Collective and Pure Justice then
teamed up with Civil Rights Corps and the
Texas Civil Rights Project to provide teach-ins

about the ineffectiveness and predatory
risks of surveillance. These community
events elevated concerns about ShotSpotter,
enabling community members to pressure
elected officials regarding ShotSpotter’s
presence in Houston.

In July 2023, the Houston Chronicle published
a damning investigation showing that
ShotSpotter had actually increased emergency
response times, rather than reduce them°
Building off these revelations, community
groups successfully built local power and
discredited ShotSpotter as a legitimate public
safety technology. Pure Justice mobilized
concerned citizens to reach out to local officials
via a letter writing campaign which resulted

in Houston’s Mayor John Whitmire formally
announcing that the city would terminate their
$3.5M contract for ShotSpotter.1%



SCHOOLS AS A SITE OF
AMERICA'’S CULTURE WARS




CASE STUDY 3:

WEB FILTERS & STUDENT
ACTIVITY MONITORING
PROGRAMS




Web filters are used in most US public schools as a means of complying with federal regulation regarding the protection of children
from harmful content and predatory behavior online. However, research has shown that web filters are both technically flawed

and prone to manipulation by school officials and policymakers. Moreover, in recent years, web filters have become increasingly
integrated with other student activity monitoring software, is often connected to an alerts system which sends messages to
teachers, administrators, and sometimes law enforcement if a student types in a keyword that triggers a red flag in the system?°s,
These developments increase the potential impact and political significance of web filters, especially as U.S. public schools have
become embroiled in intense cultural debates regarding which values and ideas should be taught in the classroom. In this case
study, we explore how web filters have become entangled in these larger struggles, in ways that can negatively impact the mental
and physical well-being of young people, as well as diminish student access to important learning materials online.

WHAT ARE WEB FILTERS?

Web filters (also known as content filters) are should be granted access. Web filters have emails and homework assignments®’). This
tools that regulate access to certain websites been around for over two decades, and, trend has opened up a new set of issues with
or applications online. Filters often work by until recently, they were typically sold by regard to the impacts that web filters, and
creating a list of forbidden sites. This list is themselves. However, today, these tools student activity monitoring more generally,
developed with the help of software that are increasingly packaged alongside other have on students' lives.

scans through the content and context of a monitoring software which tracks a much

web page in order to determine if students broader set of student activities (i.e. student



WHO USES WEB FILTERS AND WHY
ARE THEY BEING ADOPTED?

Web filters can be found in most K-12 settings, thanks to a federal law called the Children’s Internet
Protection Act (CIPA). According to CIPA, any public school or library which receives federal subsidies
for Internet connection must take proactive measures to prevent children from accessing harmful or
obscene content online. Web filters are the tools that most schools use to comply with this regulation.

The use of such filters is often more complicated than it seems at first glance. CIPA does not provide
clear guidelines on what constitutes unsafe or inappropriate content and research has shown that
such determinations are often politically charged and discriminatory. For example, non-sexual LGBTQ-
affirming websites, such as the Trevor Project, are frequently blacklisted alongside pornographic
material under the filter of “sexuality” while church sites that promote anti-LGBTQ+ hate speech are
permitted under the label of “religion”®81%° As a result, civil society organizations have challenged
the legality of CIPA and content filters, arguing that they are “viewpoint discriminatory” and violate
students’ First Amendment rights to protection from government censorship.1011




WHAT RISKS DO WEB FILTERS POSE?

Web filters present a number of challenges
and risks regarding kids' well-being and the
quality of their education.

DIMINISHED SUPPORT FOR STUDENT
MENTAL HEALTH AND WELL-BEING

Audits of web filters have found that such
tools often block access to essential student
support resources, such as information about
reproductive health, suicide prevention, and
LGBTQ+-affirming material**?. As a result,
students have less resources at their disposal
to manage challenging situations and maintain
their physical and mental well-being. Low-
income students are disproportionately
impacted by such tools, as they are more likely
to depend on school-issued devices for access
to the Internet. Similarly, LGBTQ+ students

are more likely to be adversely impacted by
such policies. Research has shown that queer
youth frequently rely on online communities

to solidify a strong sense of identity and self-
acceptance®314 Web filters disrupt such
processes, in ways that perpetuate a culture
of fear and isolation for queer youth.

INCREASED RISK OF PUNISHMENT AND
EXPOSURE TO LAW ENFORCEMENT

Web filters are increasingly packaged with other
student monitoring software which uses an
alerts system to inform educators and school
administrators when a student has browsed
the internet for something that sets off a red
flag in the system. These alerts systems are
marketed as a means of identifying kids in
crisis, so that administrators can connect them
with the support they need. However, a national
survey of teachers found that such software is
more often used to pursue disciplinary action
against students, rather than connect them

with resources, such as a referral to a school
counselor or social worker. In some districts, the

data generated from student activity monitoring
is shared with law enforcement, which can lead
to additional tracking and profiling. Research has
also shown that certain groups of young people,
such as students with learning differences,
LGBTQ+ youth and Black and Latino students,
are disproportionately targeted for disciplinary
action as a result of their activities on school
issued devices and networks*>.

INVOLUNTARY “OUTING" OF
LGBTQ+ STUDENTS

One of the side effects of web filters and
student activity monitoring is that they can be
used to identify a student’s sexual orientation
and/or gender identity based on their web
browsing history.



Such capabilities take on increased significance
in Houston-area districts like Katy ISD, where
school officials recently passed a policy requiring
school staff to report to parents if their child
identifies as transgender or uses pronouns that
are different from the pronouns assigned to
them at birth**®. The policy also mandates that
teachers refer to students by the pronouns
which correspond to the sex indicated on their
birth certificate, unless the student obtains
written parental consent to do otherwise.

When combined with such policies, web filters
and student activity monitoring increase the risk
of LGBTQ+ youth being involuntarily “outed” to
adults who do not support them. It also makes
it harder for trusted adults, such as teachers
and guidance counselors, to affirm the identities
and choices of queer youth. As a result, it
becomes more difficult for LGBTQ+ youth to
carve out spaces where they can safely express
themselves and develop a strong sense of
belonging at school and beyond.

= DIMINISHED ACCESS TO EDUCATIONAL
MATERIALS AND EXPERIENCES.

Web filters have been criticized for limiting
students’ access to essential educational
resources, such as news sites discussing
current events (ie. pro-democracy protests
in Hong Kong, women's rights in Iran) and
historical resources (i.e. landmark rulings by
the US. Supreme Court)*’. In many cases,
the censorship of such material is the result
of a technical flaw in the system — a filter
mis-identifies certain pages as inappropriate
due to a key word that has been coded as a
red flag''®. However, increasingly web filters
have become entangled in larger ideological
debates about what kinds of topics students
should be taught at school.

For example, school districts across the
Houston area have recently banned books
that touch on controversial topics, such as
LGBTQ+ issues, the history of race and racism
in America, and the Holocaust®®. At the state
level, Texas lawmakers recently passed a law
which prohibits educators from assigning the
1619 Project, a Pulitzer-prize winning series
of essays about race in America, as required

reading, and removed key civil rights leaders,
such as Cesar Chavez, from the compulsory
curriculum?©. These developments are
representative of broader national trends. In
recent years, lawmakers in forty-four states
have taken measures to limit how public
school teachers discuss racism, sexism, and
systemic inequality in the classroom*?t. Web
filters increase the potential impact and reach
of such policies, by making it possible for
administrators to deny access to websites
which touch on these topics.

As old school web filters are integrated with
other surveillance and alerts systems, it
increases the enforceability of new laws which
seek to limit discussion of certain “divisive
concepts” in the classroom, opening up the
possibility for both students and educators to
be tracked and punished for what they write
and say at school. The significance of such
technologies has only grown in recent years, as
a greater proportion of student learning takes
place online and through digital devices.

118For example, a student was recently denied access to Stanford
Medicine article about the correlation between handgun ownership and
suicide. This was probably due to the fact that the words “suicide” and
“sun” were included in the body of the text. (Feathers and Mehrotra 2023)



HOW ARE PEOPLE ADDRESSING

THESE CHALLENGES?

In Katy ISD, a non-binary student named
Cameron Samuels realized that their school's
web filter was blocking LGBTQ+ affinity
websites and resources, such as the Trevor
Project and Advocate.com. They submitted

a few official requests to the district's IT
department to unblock these sites, but they
never heard back and no action was taken
by the district. At first, Cameron did not feel
confident about speaking publicly about this
issue. However, after the COVID-19 pandemic
they mustered the courage to speak about
their experiences with content filters at a
school board meeting®?2,

)

Cameron’s efforts inspired other students to
speak out and advocate for LGBTQ+ support
resources to be unblocked from their school
computers. The ACLU also helped Cameron file
an official complaint of discrimination against

Katy ISD. As a result, the district eventually
made LGBTQ+-affirming sites like the Trevor
Project available to all students*?

Cameron has since founded a student
organization called Students Engaged in
Advancing Texas (SEAT), which supports
youth in advocating for their rights on
topics like this. In August 2024, SEAT filed a
lawsuit challenging a recent law dubbed the
“Securing Children Online through Parental
Empowerment” (SCOPE) Act. Proponents of
the bill argue that the goal of the new law
is to prevent minors from accessing harmful
content, and to give parents tools to manage
their child’s use of the service'?* However,
advocates at SEAT argue that the law uses
an ambiguous notion of “harmful content”
that deprives young people access to
essential resources they need to overcome

adverse personal experiences!?®. For
example, the law bars youth from content
by creators like Bipolar Gay Guy, a fellow
plaintiff, who aims to help people “feel less
alone” and encourages them to seek care
for their mental health??¢. SEAT and their
co-plaintiffs are challenging the SCOPE Act
as part of a larger effort to preserve young
people’s ability to develop into healthy and
responsible digital citizens through a robust
engagement with online content.



TRANSFORMING EDUCATORS
INTO CONTINGENTLABOR







As school districts contend with widespread teacher shortages, virtual teaching services have become a rapidly growing industry.

The rise of virtual teaching services represents a structural shift in how educators are recruited and employed, as well the ways they
relate to the communities where they work. Rather than alleviate the structural problems causing teacher shortages, virtual teaching
services perpetuate punitive working environments for students and teachers and erode the power of educators to advocate for
decent working conditions and fair pay. They make it hard to foster a strong sense of community within schools and chip away at the

value of public education as a public good.

WHAT ARE VIRTUAL TEACHING SERVICES?

Virtual teaching services are available to classrooms usually deploy cameras in order to
school districts through third-party contracts allow the virtual teacher a full perspective on
which provide remote instructors to teach the room and, sometimes, the virtual teacher
curriculum 100% virtually to classrooms has the support of in-classroom teaching

of students who are physically together or assistants or aids. Virtual teachers are often

to students who are all remote. Physical able to access students’ school-issued devices

in order to monitor progress and focus. These
educators are often certified but are employed
by companies as contractors rather than full
employees of the district.



WHO USES VIRTUAL TEACHING SERVICES
AND WHY IS ITBEING ADOPTED?

In recent years, Texas districts have begun

to hire large numbers of remote instructors
through learning platforms like Proximity
Learning, an Austin-based company which
contracts with school districts in order to
provide virtual teaching services. Companies

like Proximity have been around since the mid-
2000's, but they gained widespread adoption
during the pandemic, when many schools were
looking for alternatives to in-person instruction.
In the years since the height of the pandemic,
the demand for virtual education services has
only increased. For example, Proximity's annual
revenues have nearly quadrupled in recent years,
from $6.3 million in 2020 to $21 million in
2023, A large part of this growth has come from
Texas schools — at least forty school districts in
Texas have contracted with Proximity for virtual
teaching support since 20212/

Districts are turning to virtual teaching services
to address widespread teacher shortages,
especially for math, science, and special
education teachers, who are always in high
demand. In Texas, districts across the state
have long struggled to find enough qualified
teachers to lead their classrooms. And they
have increasingly turned to an uncertified and
precarious workforce to fill vacant positions.
For example, nearly every district in Texas
today has become a “District of Innovation,”

a designation that allows schools to apply

for exemption from a wide range of state
regulations. Many districts use their District of
Innovation status to obtain exemptions to laws
requiring that teachers, librarians, and school
counselors be certified or licensed*?® As a
result, roughly one in three new teachers hired
in the state are now uncertified**°.

The widespread teacher shortages in Texas stem
from a number of systemic issues. In spite of
their passion for education, many Texas teachers
have been pushed out of the profession due to
low salaries and heavy workloads®°. Teacher
salaries in Texas lag behind the national average
and Texas ranks as one of the worst states

in the nation for teacher retirement™1432, A
major reason for low teacher salaries stems
from chronic underfunding of the public school
system, which can be tied back to the larger
struggle over school vouchers.



For example, in spite of a record $33 billion
surplus in state funds, Governor Abbot vowed
to veto any public education funding bill that
does not include school vouchers®3. As a
result, legislators have failed to increase school
funding during recent legislative sessions and
teacher salaries have stagnated, in spite of
rising costs of living and mounting work loads.
A growing number of dedicated educators
have chosen to leave the profession in search
of higher pay, better benefits, and a healthier
work-life balance ***

The strain on school budgets and subsequent
teacher shortages have created the conditions
for mass adoption of virtual teaching services
and, along with them, the procurement of
instructional technologies that have the
capacity to track students and educators. This
pattern of corporate technology adoption
further fuels privatization of public schools,

as digital tools are often treated as a stopgap
but quickly become durable infrastructure that
school districts rely upon, giving corporate
vendors growing influence over how schools
and districts operate.

WHATRISKS DO VIRTUAL
TEACHING SERVICES POSE?

The development of a private marketplace

for virtual teaching services represents a
structural shift in how educators are identified
and employed, as well the ways they relate to
the communities where they work. Rather than
alleviate the structural problems that cause
teacher shortages, virtual teaching services
exacerbate existing tensions between educators
and teacher unions and district officials
regarding pay, layoffs, and working conditions.



UNDERMINES TEACHING

AS A PROFESSION

Virtual teaching platforms erode the power

of educators. While choosing to be a virtual
teacher may afford an individual personal
benefits, this choice challenges hard won
victories that teacher unions have fought for
and won throughout the country, including pay,
benefits, and other demands that support the
common good. Part-time virtual teachers are
often hourly workers without benefits. They are
paid only for online class time, earning $20 -
S50/hour depending on the subject.

Some full-time virtual teachers are salaried. For
example, Proximity Learning reports offering
S40,000 annually to full-time instructors in
2022135 However, this rate is well below the
national average for teacher salaries, which was
$68,469 for the 2022-2023 academic year.'*
Virtual teachers do not have the protections

of being in a union and operate as independent
contractors, employed by the company who
pays them, not for the school district where

they teach®®’. As a result, these educators
lack union protections and are subject to

the business decisions of Proximity Learning,
Elevate K-12, or any of the other vendors
providing virtual teaching services to districts.
As the percentage of virtual instructors
grows, this contractor model of employment
may undermine the ability of teachers to
advocate for their interests.

= FORCES STUDENTS ONTO
CORPORATE EDTECH

The daily classroom experience for Houston-
area students is already heavily mediated by
digital technologies and this only intensifies
with the use of virtual teaching. Virtual
teachers often rely on digital corporate
EdTech products for curriculum delivery,
which requires students to use a variety of
digital tools to complete assignments and
assessments. During our research, we spoke

to a number of parents who described feeling
a sense of inevitability when it comes to

their kids' growing reliance on such tools. The
lack of non-digital alternatives undermines
students’ ability to give meaningful consent to
using the EdTech approved by the district.

Such trends have also opened up the possibility
for EdTech vendors to extract vast amounts of
student data for proprietary gain. For example,
in May 2024, a class action lawsuit was filed

in California against a major EdTech vendor,
claiming that the vendor collects student data
and uses it for non-educational commercial
purposes, without obtaining the consent of
students®® As the use of virtual teaching
services grows, issues of consent and data
extraction will become all the more relevant,
raising important questions about the hidden
costs of sending one’s kids to public school.



= IMPOSSIBLE TO REPLICATE COMMUNITY
AND FOSTER TRUST

Teaching as a profession is about more than
simply delivering lessons. At its best, being

an educator involves building relationships
with students, their families, and the broader
community where a school is situated. Virtual
teachers often beam into classrooms from
distant locales, which makes it difficult for
them to build meaningful relationships with
the communities where their students live.
This has important implications for the state of
school safety in Texas schools. Research has
consistently shown that fostering high levels
of trust and open communication between
students and teachers is a critical aspect of
fostering a safe environment at school. Trust
enables young people to seek out support
when they are facing a crisis at home or in their
personal lives. Information sharing between
teachers and students also ensures that adults
can take action in the face of potential threats
to student safety, such as school shootings

or other acts of violence on campus**.
Students are more likely to come forward with
information that will prevent acts of violence

if they feel supported and valued'“°. However,

strong student-teacher relationships are hard
to maintain in high-surveillance environments
with significant rates of teacher turnover.

Virtual teaching platforms commodify teaching
as a job, which undermines the role that
educators play in building strong communities
rooted in democratic practices and values. The
creation of a private market for selling virtual
teaching services can meet the immediate
needs of a district managing a structural
teacher shortage crisis. However, long-term,
this marketplace makes it hard to foster a
strong sense of community and it chips away at
the value of public education as a public good.



HISD TAKEOVER:

A BLUEPRINT FOR
TRANSFORMING CLASSROOM
INSTRUCTION AT SCALE




Virtual teaching platforms and other forms of precarious staffing models are likely to become more widespread in Texas, as the struggle to
privatize public schools continues to escalate. Nowhere is this more apparent than in the case of the Texas Education Agency’s (TEA) takeover
of Houston ISD. In March 2023, the TEA seized control of the Houston Independent School District (HISD), replacing locally elected leaders
with state-appointed officials. A few months later, TEA appointed Mike Miles, the CEO of a large charter school network, to manage the district

under his “New Education System” (NES) model.

Over the 2023-2024 school year, Miles implemented a number of controversial policies which have created the conditions for a new kind
of staffing model in HISD, one which couples heightened surveillance with punitive classroom policies and relies increasingly on uncertified

teachers to deliver instructional guidance.

ARE WE TEACHERS OR ROBOTS?
THE NES APPROACH TO INSTRUCTION

A central aspect of Miles's reform agenda

has been "high quality instruction,” a phrase

he has used frequently to justify a number

of controversial classroom policies that limit
teachers’ autonomy and creativity in the
classroom***. For example, during the 2023-
2024 school year, teachers were expected to
implement a standardized curriculum that was
produced by HISD's central office. In theory, this
curriculum was designed to provide a uniform
format for teaching that would reduce teachers'
workloads and provide a baseline standard

of education across the district. However,
teachers reported that the lessons were rife
with errors and appeared to have been prepared
hastily, sometimes with the help of generative
Al tools like ChatGPT**2. Teachers expressed
concerns that the lessons didn't align with state
standards and included sexually explicit or
racially charged content that was inappropriate
for the classroom*#3. As a result, many teachers
reported having to spend extra time outside of
school hours revising the curriculum in order to
make it suitable for their students.

Moreover, teachers were required to deliver
their lessons at a stringent, fast-paced tempo
that made it difficult to connect with students
or cater to individual learning needs**. If
teachers strayed from the prescribed pacing
and format, they could be penalized on
evaluations that were used to determine
their employment status and level of pay.
These evaluations were performed by outside
observers, who sometimes visited the same
classroom multiple times in a day to carry
out “spot checks” on teacher performance.



In order to work around these constraints,
teachers developed creative strategies for
meeting NES standards, while also carving out
space to connect with students and support
differentiated learning needs. As one educator
explained to us, “Teachers will go out of their
way to try to make things work. We're used

to getting all these demands and all these
changes... and so we will try our best to adapt
so that things can run smoothly” For example,
some teachers began to pre-record their
lessons and project them at the front of the
room. This gave them time to walk around

the classroom, observing and interacting with
individual students as their scripted lectures
played on the screen.

In spite of these creative work-arounds, many
teachers found the NES instructional model

to be “so regimented, so chore-like” that it set
them up for failure, by limiting their ability to
respond to students’ needs**>. Moreover, the
frequent surveillance of classroom activities
increased the pressure teachers felt to remove
students from the classroom who might
disrupt the rigid pacing of their lessons. In order
to house students who were sent out of class,
Miles transformed many school libraries into

“team centers,” where students were expected
to tune back into their lessons remotely via
zoom. In place of librarians, the district hired
uncertified “learning coaches” to stand by and
keep students on task.

Virtual learning was made possible with the

help of cameras, which were installed in most
classrooms to broadcast lessons in real time.

In theory, this set-up was supposed to make it
easier for administrators to monitor classroom
activities and remove disruptive students so that
teachers could prioritize classroom learning,

During our research, we heard mixed reports
on the extent to which these cameras were
actually used. Some teachers said that

they refused to turn the cameras on out of
concern for student privacy, while others
kept their cameras active at all times, out

of fear that they would lose points on their
teacher evaluations if they turned them off.
Generally speaking, educators said that the
presence of such devices created a culture
of surveillance that stifled the creativity and
free expression of students and teachers alike.
As one teacher explained, "Our students are
forced to be silent at all times unless they're

answering your question and then they're
expected to give the right answer in the right
terms, instead of, you know, their own correct
answer in their own terms” If students did not
abide by this strict code of conduct, teachers
were expected to call an administrator in to
discipline the child, rather than stop their
lessons to deal with the issue themselves.



ISTHIS ASCHOOL OR A PRISON? THE PUNITIVE
ENVIRONMENT CREATED AT NES SCHOOLS

Such policies have perpetuated a zero-tolerance
environment in HISD that many teachers,
parents, and students have likened to a prison.
As one teacher explained to us, "By taking away
discipline management from the teacher and
removing the child from the classroom for any
infraction, it suddenly elevates everything to
severe. And the only place where that really

is used as a consistent method is prison,

where any infraction is treated like the worst
infraction” These comments raise important
questions about how the combination of
frequent surveillance and a punitive classroom
culture might lead to increased “school push-
out” a term used to describe the punitive
discipline practices schools use, which exclude
students from class and often push them out of
school altogether®é. This is especially a concern
for high-needs students, such as those enrolled
in special education programs, as well as Black
and brown students, who have historically

been subjected to higher levels of exclusionary
discipline for minor behavioral issues.

During our interviews, teachers relayed numerous stories of kids
who had either transferred to other districts or dropped out of
school altogether, because they could not handle the rigid learning
environment in HISD. These anecdotes are consistent with data that
the district recently released, which shows a 10% decline in student
enrollment for the 2024-2025 school year*#’

Moving forward, it may prove difficult for the public to fully grasp the
ripple effects of new policies like Miles's “zoom rooms.” Unlike other
forms of school discipline, such as in-school suspension (ISS), there are
no reporting requirements around the use of these virtual disciplinary
centers. A student could be sent to a “zoom room” multiple times in

a week, without any data being recorded or shared with parents and
others in the district. As a result, critics have raised concerns that

the use of these new “zoom rooms” will make it hard to connect the
dots between the district's zero-tolerance approach to classroom
management and longstanding issues such as school pushout.*4®

147FThe Houston Independent School District contains 274 schools. HISD officially launched the “New Education
System” at 28 campuses in the 2023-2024 academic year. Another 57 schools were designated as NES-aligned
schools, meaning they are subjected to the same teacher evaluation policies and curriculum requirements, but
are not given additional resources for things like increased teacher pay, which the NES schools were given. In the
2024-2025 school year, HISD will not have a distinction between NES and NES-A schools.



THE BIG PICTURE: WHAT CAN HISD TEACH US ABOUT SURVEILLANCE,

DIGITAL LEARNING, AND THE FUTURE OF EDUCATION?

Over the past year and a half, Miles has created
working conditions within HISD which make

it seem necessary, or even inevitable, for the
district to hire an inexperienced and lower
skilled workforce in the place of passionate
and well-qualified teachers. Since the takeover,
Houston ISD has lost an unprecedented
number of teachers — about 4,700 of HISD's
roughly 11,000 teachers left the district
during the 2023-24 school yeart4910151 These
numbers are unsurprising, given the high-stress
conditions under which teachers are expected
to operate. Multiple teachers we spoke with
said that the NES approach left them feeling
like there was no room for their passion, skills,
and experience to show up in their lessons. As
a result, many teachers have chosen to leave
the district in order to find more humane and
fulfilling working conditions. As Jackie Anderson,
the president of the Houston Federation of
Teachers, explained to the Houston Chronicle,
"You don't spend all those years preparing to
be an educator just to be treated like a robot.

That's not why people teach”*? For the first time
in at least a decade, HISD has sought waivers
from the TEA so that they can hire uncertified
teachers to fill vacant teaching positions®>3.
According to recent reports, 2,097 of HISD's
10,618 teachers, approximately 20% of the
teaching staff, are now uncertified*>.

Amid concerns about the growing number of
uncertified teachers in the district, Miles has
repeatedly asserted that having a teacher in the
classroom is better than having no teacher at
all**>. Such statements presuppose high rates
of teacher turnover and then frame a “lowest
common denominator” approach to teaching as
the best way forward. As one veteran teacher
explained to us, “[Miles] created a curriculum
where a third year teacher is no different than a
twenty year veteran, and that's what frustrates
me. Because | have people coming in here telling
me how to run my class, how to teach my class,
and if | follow their directions, | am no different
than a third year teacher”

155For example, at a school board
meeting on August 8, 2024, Miles
challenged district officials to move
beyond the mentality that only
certified teachers can be effective,
arguing "Yes, more likely than not [a
certified teacher] will be more effective
than a teacher without a certification...
But... the most important thing is..

can a student have an effective
teacher every day?" This sentiment is
echoed in public presentations Miles
has given on the NES model, where
he outlines a vision for a “different
staffing model,” one which “provides
students with high quality instruction
every day (regardless of the person
providing it)..on the first day of school
and every day of the year regardless
of adult absences or human resource
challenges” ("DESTINATION 2035 - AN
ACTION PLAN FOR HISD” 2023)



This approach makes it easy for teachers

to come and go, because it prioritizes
standardization over pedagogical creativity or
teacher autonomy.

Although HISD does not yet have a significant
contract for virtual teaching services in place,
it could be on the horizon. In other Third Future
Schools, Miles has used classroom cameras

to beam lessons from one room into other
classes when teachers were in short supply.*>®
He has touted this “one-classroom-two-
locations” model as an example of the ways
Third Future uses technology to overcome
chronic teacher shortages. If teacher turnover
rates continue to rise dramatically in HISD, then
similar approaches to virtual teaching could be
portrayed as a practical and necessary option
for meeting the district’s instructional needs.

Miles' NES policies exacerbate existing systemic
issues such as widespread teacher shortages
within HISD, in ways that create the conditions
for the rapid introduction of new corporate
technologies like virtual teaching platforms.
Rather than create more opportunities for
students, parents, and educators to participate
in developing long-term solutions that address

the root causes of existing challenges, the

NES model consolidates power in corporate
actors and minimizes the participation of
community members and educators in

shaping how public schools operate through
democratic processes and practices. This has
direct implications for the way technologies
are adopted and implemented in the district.
As new technologies are introduced into the
classroom, it is essential that we develop and
protect existing local governance structures
that provide transparency and accountability
for how they are used. Privatized school
management models are beginning to scale
across the state, as pressures mount for
struggling schools to adopt policies and
procedures which demonstrate that they

are taking proactive steps to meet state
performance mandates. The controversial
takeover of HISD serves as a powerful example
of what the TEA can do if a district fails to
meet state standards. According to state law,
the Texas Education Agency can legally take
over any district that has a single school
campus which fails to meet state accountability
ratings for two consecutive years'®’. As a result,
a growing number of school officials have
opted into voluntary contracts with companies
like Third Future Schools, handing over the

management of their struggling campuses in
order to avoid a takeover of their entire district.
In this way, Mike Miles’ “New Education System”
acts as a blueprint for elected officials who

are concerned with managing performance
standards with limited resources.*>®

TEA's ability to take control of a local district
and dictate the terms it must meet in order
to regain its independence is a violation of the
social contract that public education is built
upon. Public schools in the US. have long been
sites of robust local governance and control.
Yet, TEA now has the authority to unilaterally
replace locally elected leaders with state-
appointed officials. In doing so, they undermine
the ability for students, parents, teachers, and
community members to determine how to
spend public resources and implement policies
to meet local needs.



What is happening in HISD should offer a broad
lesson regarding the fight for democracy and
public education as a public good. While the
HISD takeover is only in its second year and
the district’s transformation is still in process,
none of the changes underway are inevitable.
There are a number of local groups who are
fighting back. For example, the Community
\Voices for Public Education (CVPE) is a coalition
of parents, educators, students, and community
members of all identities who have come
together to advocate for strong and equitable
public schools in Houston.

CVPE has been around for more than a decade
and has led campaigns on a variety of topics,
including high-stakes testing, curriculum
development, teacher salaries, and safety
protocols during the COVID-19 pandemic.
Since the takeover of HISD, CVPE has been

a leading voice of grassroots opposition to
Mike Miles's policies. They organize events and
community outreach activities to keep people
informed of new policies being rolled out in
the district, as well as opportunities to engage
in public conversations regarding the direction
the district is heading.

They also partner with local teachers unions
in order to support educators who are
navigating the NES system. These kinds of
efforts are crucial for increasing community
participation in the struggle for governance
and control of local schools.

YOU CAN LEARN MORE ABOUT

CVPE’'S WORK HERE



http://houstoncvpe.org/

CONCLUSION

In this report, we raise critical questions about

the role of corporate surveillance technology in

the Houston public school system. The challenges
resulting from the expanded use of digital
technologies in schools can feel unprecedented. Yet
in reality, these technologies do not introduce new
problems into Houston area public schools so much
as exacerbate structural inequalities and ideological
struggles that already exist. School districts across
Texas, especially in Houston, have long patterns

of racially disproportionate school discipline
practices, deep-seated battles over “culture war”
issues including the rights of LGBTQ+ communities,
and persistent struggles over the funding and
governance of public schools. Over time, these issues
have made Houston-area schools less hospitable to
students, their families, and educators. The issues
outlined in this report are primarily the result of this
broader context, rather than innate characteristics
of any given technology.

No technology is inherently good or evil. Rather, their
impact depends heavily on the context in which they
are introduced and the policies which shape their
implementation. In this report, we have outlined the
ways that youth surveillance impacts the educational
experience of students in Houston-area public schools
by examining the ways such practices intersect with
other longstanding and emerging crises regarding gun
violence, teen vaping, classroom curriculum standards,
and widespread teacher shortages.

Often, technologies like the ones outlined in this
report are adopted as an attempt to address these
crises. But technologies cannot remediate social and
political challenges unless they are accompanied

by substantive policy changes or grassroots
movements that push for interventions to address
the root structural causes of inequality and injustice.
Rather than attempt the politically difficult work of
addressing deeply rooted structural harms, elected
officials, district administrators, school boards, EdTech
vendors, and others with power have opted for band-
aid technological solutions. These decisions are made
with little to no transparency or oversight from the
communities which bear the brunt of their impact.



Such trends represent a significant shift in
the social contract between schools and their
communities. The public school system in the
United States has historically been a hyper-
local institution, with governance structures
that enable community members to have
significant influence over the policies that
impact their kids' lives. Yet the power of local
communities to govern their local districts

is steadily eroding as EdTech vendors take
on a larger role in the day-to-day operations
of schools. These kinds of public-private
partnerships are largely behind-the-scenes.
Such trends are exacerbated by the larger
struggle to increase the influence and reach
of private charter school networks in Texas
public schools. The Texas Education Agency
has regularly made use of district takeovers
to take control of school districts that fail to
meet performance standards or in response
to accusations of abuse or corruption®*°.
Rather than create the conditions that

allow for students, parents, teachers, and
community members to collectively address
local challenges, state takeovers serve an
anti-democratic mechanism that allows state
officials to assert a vision of success from
Austin into districts across Texas.

What is transpiring in the Houston Independent
School District illustrates this pattern. The
HISD takeover should serve as a warning

to other districts regarding TEA's ability to
unilaterally assume control of a district and
enact sweeping changes without democratic
oversight from local residents. The NES

model has created the conditions for a new
kind of staffing model in HISD schools, one
which couples digitized learning with punitive
classroom policies and relies increasingly on
uncertified teachers to deliver instructional
guidance. If these local policies scale to other
parts of the state, then we can expect EdTech
and privatized educational models to continue
to transform the classroom experience for
students and teachers, in ways that will have
ripple effects for years to come.

Similarly, if digital surveillance technology
continues to play a prominent role in
conversations regarding school safety

and student health and well-being, then
technologies like ShotSpotter and vape
detectors will likely widen the net of suspicion
and punishment in schools, in ways that
exacerbate long standing patterns of racially
disproportionate school discipline practices.



Texas prides itself on its “law and order” culture
— kids as young as ten can be charged as
criminals in Texas' juvenile legal system. Zero
tolerance approaches to school discipline are
part and parcel of school culture in Texas,
particularly Black and brown students. And

it has only intensified over the last thirty
years as state and local officials have adopted
policies and technologies which prioritize
school security and law enforcement as a core
function of schools.

EdTech also plays an important role in larger
debates regarding what constitutes a “safe
space” for students at school. In this report,
we outlined the ways that old school web
filters are now being packaged alongside
other surveillance and alerts systems which
track what students do on their school issued
devices. Such trends increase the enforceability
of new laws which seek to limit discussion of
certain “divisive concepts” in the classroom,
opening up the possibility for both students
and educators to be tracked and punished for
what they write and say at school.

None of these trends are inevitable. By
elevating these issues, our goal is to build
relationships and power towards restoring
democratic practices and the right to a
quality public education in Houston and
beyond. Students, parents, and educators
have the power to change the future of
digital technologies in schools. Groups like
SEAT and Community Voices for Public
Education have demonstrated how district
leaders will change policies and practices
when the community is organized and
unified. These groups have organized and
effectively demonstrated that technologies
are tools that should help us alleviate rather
than perpetuate injustice. In order to ensure
that digital technologies are implemented in
ways that improve public education, we must
hold our decision-makers accountable and
we must press them to do better. In order
to do that, we need to organize. Join us as
we advocate for democracy and for public
education as right for all.
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