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INTRODUCTION

Cities are increasingly turning to technological
innovations to solve some of their most pressing
challenges. Smart city technologies and Artificial
Intelligence (Al) are being used more and more to
process large amounts of data, identify patterns
and in general make the work of municipal
entities more efficient. And yet, whilst national and
regional governance frameworks for Al advance
slowly, some cities have taken a leading role in
developing and implementing policies for Al in
ways that are faster, more direct and that better
take into account their implementation context.
This is what is known as Al Localism (Marcucci,

et. al, n.d)), a term coined by Stefaan Verhulst
and Mona Sloane to describe how often cities

are at the forefront of technological regulation.
Examples of Al Localism (Marcucdi, et. al, n.d)
include the municipal ordinances on surveillance
technology enacted by New York and the city

of Oakland, as well as the high-speed internet
(Ars Technica, 2015) and wireless connection
projects in cities such as Hong Kong, Perth, Seoul
etc. However, largely missing from the global
conversation and less studied are the approaches
to Al governance in cities from developing countries.

)

The Edgelands Institute is a pop-up institute
that investigates how the digitalization of urban
security is changing the urban social contract —
the often-unseen rules that govern our cities.

It reflects on the benefits and challenges of the
way that digital tools are being used by individuals
City governments, and private organizations

for security purposes. In this report, we seek

to understand how Al Localism plays out in the
context of security technologies, and we use
Medellin, Colombia, as a case study.

)

Medellin is an interesting case study of how

a city in the Global South approaches Al and
security technology governance. We particularly
look into its public procurement of security
technologies to understand the challenges and
limitations to smart city technologies in the
absence of comprehensive municipal or national
policy instruments dealing specifically with
security technologies. We chose Medellin as a
case study for its position as a regional leader in
fostering technology and innovation in many of
its processes and investments, including urban
security operations. Moreover, the city's approach
to technology governance could provide similar
cities in the Global South with lessons when
implementing security technologies.
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STRUCTURE OF THIS REPORT

The report delves into the incentives, institutional
synergies and limitations at play when a city like
Medellin seeks to acquire and deploy surveillance
technologies. Through a series of interviews

with city officials and systematic reviews of
national and municipal policy instruments (city
development plan, security strategies, etc.) we
lay out and analyze the regulatory and policy
ecosystem where the city's governance over
security technology unfolds.

This report is divided into five sections. In the

first section we introduce the debates around

the issue of governance of security technologies
and the questions and considerations cities

face in the realm of technology for security and
surveillance. We also discuss the concept of Al
Localism and frame the Medellin case-study under
Al Localism. In the second section we discuss in
general terms the challenges associated with
surveillance technologies and security in cities..
We then focus on Medellin and characterize the
institutions and actions involved in the introduction
of technological tools in security operations.

The third section focuses on facial recognition
technologies, their governance challenges,
institutional ecosystem, and a discussion about the
current state of affairs of the implementation of
the technology in Medellin.

The fifth section discusses the contribution of
our case study to the Al Localism discussion and
offers some conclusions and recommendations.

Photo: Al Localism
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CITIES LEAD THE WAY IN SURVEILLANCE
TECH GOVERNANCE AND Al

In 2023, more than half of the world's population
-approximately 4.4 billion people- will reside in
urban areas. This number is projected to increase
significantly, with the urban population anticipated
to exceed twice its current size by 2050. By then,
approximately 70% of the global population is
estimated to live in cities (World Bank, 2023). Faced
with issues stemming from urbanization, such as
the provision of services, housing availability, healthy
environments, public health and security, national
and city governments are increasingly relying on
technologies to help solve these challenges.

Advancements in digitization, data science and

Al have led cities to adopt these technologies

for a myriad of applications, from city services to
automation and decision making. Scholars often use
the term “smart city technologies” to refer to the
data-driven, algorithmically- intermediated systems
used by municipal governments to deliver city
services. Such technologies rely on smartphones,
sensors, and high-speed communication networks,
to translate data into alerts, patterns, and
information for government entities and end-
users. The primary goal of smart city technologies

is to enhance efficiency, provide insights, and ease
City services provision for both citizens and city
governments. They encompass a broad spectrum
of tools and systems, ranging from waste and
utility management to public transportation apps,
street lights, bike-sharing networks, security
cameras, command and control centers, and early
alert systems. By using these tools, municipal
governments can optimize resources, improve
municipal services, and improve safety and security
measures (Botero, 2022).

The promise of these technologies to transform
cities merits questions on their governance,
especially of those with higher risks of harm,

such as Al by itself but even more so if applied

to surveillance systems. In this sense, cities are
increasingly leading the way in designing technology
governance practices that better serve their
communities. The bottom line is: Al's impacts will be
shaped by the governance approaches stakeholders
and communities build and agree upon. Scholars see
the current moment as a window of opportunity to
craft laws and regulations that harness Al's benefit
and reduce its harms.
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National governments and international
organizations have, however, been slower to
adopt binding regulatory frameworks - the Al Act
in the European Union will be approved later in
2023 or early 2024, but it will be the first binding
regulation of its kind. For its part, the OECD has
since at least 2019 identified and documented
ethical issues of Al and the OECD Principles on
Artificial Intelligence (OECD, 2019) which are
international standards agreed by governments
for the responsible stewardship of trustworthy Al.

And yet Al is importantly being adopted in the
public and private sector around the world. In
this context, cities have taken a leading role in
testing and implementing policies, regulations
and other systems of governance of Al on a wide
array of applications. This includes bans on facial
recognition systems, transparency mechanisms
for surveillance technologies and frameworks of
data governance and sharing.

In the space of Al for security and surveillance,
cities are faced with questions and decisions
when implementing security and surveillance
technologies: On the other hand, and specially
when misused, they can give governments

more power over the population and affect
fundamental rights such as privacy and freedom
of expression, altering the balance of power

and the social contracts in cities. The use of

surveillance technology presents complicated
guestions about how to balance and guarantee
public safety, privacy and civil liberties. While
there is no one-size-fits-all approach to govern
surveillance technology, policies governing the
use of technology should address principles,
fundamental rights and human-centered
approaches to data management (Crump, 2016).

In the realm of surveillance systems and
technologies that make use of Al programs, such
applications for security have extended their scope
from individual tracking to include, among other-
intelligent video surveillance. Al systems have
demonstrated the capacity to enhance existing
surveillance, potentially affect fundamental rights
and freedoms, and enhance different forms of
discrimination, raising concerns about potential
misuses and enhanced risks which call for the
adoption of new regulatory tools. Addressing and
considering these issues at the local level is urgent,
not only because cities are widely adopting these
tools, but because city governments' proximity and
knowledge of the communities being impacted
positions them in a privileged place to address and
mitigate risks and harms.
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WHY MEDELLIN? A LEADER IN SECURITY
AND SURVEILLANCE TECHNOLOGIES IN

LATIN AMERICA

Once notorious as the world's most violent city
in the 1990s, Medellin has successfully reduced
its homicide rates to levels on par with other
cities in the region. Furthermore, the city's
tourism industry is thriving. According to a report
from the Hotel and Tourism Association, Medellin
welcomed 1.4 million visitors in 2022, marking

a historic high in tourist arrivals. This figure
surpasses other cities in Colombia and positions
Medellin as one of the most visited destinations
in the Americas.

Despite Medellin’s drastic transformation,
complex social dynamics persist that directly
affect the security of its citizens (see: Lasso-
Harrier, et al, 2021) and although the city

is widely known worldwide for the drastic
improvement in its security indicators and for
the strong social movements that led to great
transformations and public policies (LabGov,
2017), it continues to have a critical position

amidst international drug trafficking networks,
along with a notable and sustained increase in
organized crime dynamics at the local level.

Moreover, combos, illegal groups linked to global
organized crime dynamics and, at the same
time, to local situations of extortion and drug
trafficking are the heirs of the legacy of drug
trafficking as it was known and experienced in
the 1990s. They are major contributors to the
violence in the city and operate illegal economies
within it. In many cases, they also perform
functions similar to those of the State, which is
why they are known as an informal State or a
second State. They are responsible for exercising
authority, providing security, and maintaining
order in neighborhoods (especially marginalized
ones), often through the use of violence. This is
related to a widespread sense of distrust in the
State, which is even greater in neighborhoods
where the combos have a stronger presence.
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Other challenges concern it in terms of
security: a great economic inequality and high
percentages of extreme monetary poverty
(27.6% in 2021), problems of coexistence,

the reception of population displaced by the
armed conflict, and more recently the increase
in migration mainly from Venezuela (148.714
venezuelan migrants now live in the Medellin
Metropolitan Area (OCHA, 2021)). In response
to the security challenges that Medellin has
faced, one prominent approach adopted by
recent governments to enhance safety in the
city has been the substantial investment in
security technologies. This strategic allocation
of resources, encompassing economic

funding, training initiatives, and infrastructure
development, has established Medellin as

a pioneering hub in the realm of security
technology (Agencia de Cooperacion Mellin,
2020). It is a commonly acknowledged fact that
whenever a security innovation is introduced to
any Colombian city, it has often undergone initial
testing and implementation in Medellin. This
leadership role extends beyond national borders,
placing Medellin at the vanguard of security
technologies in Latin America.

The mayor's office, through its Medellin Future
Development Plan 2020-2023, set itself the goal

of working to respond to the challenges that the
fourth industrial revolution is producing. In the
plan it establishes:

We want to turn our city into a Software
Valley, with technology companies capable
of generating wealth and jobs. The entire
science and technology ecosystem will be
strengthened with strategies that unleash
the potential so that innovation and
entrepreneurship are put at the service of
increasing productivity and solving the great
challenges of the city, especially in social and
environmental matters. (p.28)

Following this innovative trend that the city

has had in the implementation of security
technologies, authorities in Medellin have publicly
declared their intentions to be the first city

in Colombia to widely use facial recognition
technology. Facial recognition is a very attractive
trend in security for the city, as publicly
expressed by the Mayor and other figures.

On August 11, 2021, then mayor Quintero
announced (Quintero, 2021) the first “robot
police unit” declaring that “(its) cameras will allow
us to deploy in places where we have growing
problems. If eventually in a neighborhood we find
that there is a security problem, we can deploy 40
or 50 of these and be able to permanently control



Z
=
L
(o]
Ll
b3
v
U
Z
<
<
o)
(-
(o)
—d
<
Y,
Q

that space and recover the territory. In the city
center this is a very powerful tool because it also
allows us mobility in spaces where there are no
video surveillance cameras..the mobile unit has a
set of cameras which allows any place in the city
to be monitored in real time, with facial recognition
and plates" (El Tiempo, 2021).

Although Medellin has it among its priorities
and has invested heavily on its implementation,
there have been some challenges related to the
databases that allow its operation and with the
regulatory support as will be explored below.

In the following section, we will explore the
global governance panorama of urban security
technologies and the local regulation ecosystem
in Medellin, describing the landscape where facial
recognition (as an application of Al) is to grow if
implemented in the city.
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AN OVERVIEW OF SECURITY
TECHNOLOGY GOVERNANCE

GLOBAL PANORAMA

CHALLENGES ASSOCIATED WITH
SURVEILLANCE AND SECURITY
TECHNOLOGIES

In recent years, the use of Al for security purposes
has enhanced policing systems, including video
surveillance and facial recognition. Al-powered
surveillance tools, such as computer vision
systems capable of identifying people, vehicles,
and objects, have been integrated into platforms
for smart cities and smart policing. However,
whilst necessary tools for combating insecurity,
they raise concerns about privacy and human
rights violations.

Al systems exponentially enhance existing
surveillance practices. Moreover, due to
technological advancements outpacing
regulatory measures, monitoring and evaluating
the actual impacts to communities by these
systems is challenging. Those challenges

are in addition to the substantial resistance
that governments typically exhibit towards

monitoring and evaluation(lack of funds,
perverse incentives to avoid or cover any
"negative" findings, etc.). This creates a situation
where Al surveillance tools can easily pave the
way for harmful practices like unauthorized
biometric data collection, manipulation of citizen
behavior, and the oppression of opposition or
marginalized groups.

Moreover, the use of Al for security purposes
has become widespread in surveillance tools
used by cities. Technologies such as license
plate recognition, remote sensing and others
continuously collect data and measurements
from people in the city. Al technology enhances
and improves existing surveillance practices.
However, these technological advances present
significant challenges as they can easily lead to
practices that are harmful to privacy and human
rights (UN Habitat, 2022).
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ALGORITHMIC ACCOUNTABILITY AND Al
LOCALISM

Recent academic research has drawn attention
to the potential harms from algorithmic
systems -including discrimination and bias-,
prompting calls for greater accountability and
regulation in this area. Scholars, activists, and
policy-makers all seem to pursue the aim of
making algorithmic systems more accountable
through technical and regulatory interventions.
Simultaneously, concerns about surveillance
practices have resulted in regulation addressing
some surveillance technologies, many of which
incorporate algorithmic systems.

The need for algorithmic accountability is
made more urgent considering the potential
discriminatory impacts of surveillance and
certain policing practices. In some cases
surveillance technology magnifies structural
inequalities. Faced with this urgency, and given
their proximity and better understanding of
their social context and communities, cities have
emerged as better positioned to enact policy
and governance systems aimed at addressing
the risks of surveillance technologies placing
transparency and accountability as a central
concern in the governance over security and
surveillance technology.

In some cases cities can enact ordinances or
algorithmic registries intended as governance
tools that internalize the potential risks, manage
and redress harms and foster transparency and
accountability for the communities. Yet in some
cases, cities are not well positioned or lack the
institutional capacity to foster the accountability
and governance systems to address those
harms. On the other hand, city governments can
influence and foster accountability measures
through their procurement practices: by requiring
software and technology vendors to include
accountability, transparency and explainability
measures or include accountability clauses in
contracts, cities indirectly shape the governance
over these technologies by procurement. In this
report we question if Medellin’s investment and
procurement of surveillance technology includes
any such provisions or amounts to governance
by procurement.

These questions led us to consider the role of
other institutions (law enforcement, judicial,
National Registrar) in the governance systems
and policy making process for technology by or
for cities like Medellin where there are limits to
its political and economic autonomy.
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SECURITY TECHNOLOGY
GOVERNANCE IN MEDELLIN

In Medellin, as well as in Colombia as a whole, there is
no significant development regarding the regulation
of the design, implementation or use of IA in security
technologies. However, this research found some
instruments that show how the institutional design,
financing mechanisms and regulatory frameworks of
the city and the country are laid out around security
operations and technologies, as well as Al in general.
These existing frameworks, described in what follows
can potentially serve as foundational elements for
future regulatory developments in this domain.

)

LOCAL INSTITUTIONAL ECOSYSTEM

Given national and constitutional arrangements, cities
in Colombia are limited in their jurisdiction and capacity
to make autonomous decisions on security and
surveillance technology. A highly-centralized form of
government and Nation-wide Police Department limits
the autonomy of the Medellin government to craft
security policy and decide on budget expenditure for
security technology.

In addition to constraints inherited from national
institutional architectures, a diverse number of
entities in the city of Medellin must be involved in
the decision-making process of designing, acquiring
and implementing the use of security technologies.
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The following are the main actors in the
governance landscape of security in Medellin:

e The mayor holds the highest position of

authority in the municipality®. Their primary
responsibility is to uphold and safeguard
public order within the city. Nevertheless,

it's essential to note that in Colombia, the
Police is a national institution operating
under a distinct institutional chain of
command, directly tied to the Ministry of
National Defense. This hierarchical structure
means that the mayor lacks the authority to
intervene in, modify, or influence the planning
and execution of operational processes.
Consequently, in numerous instances, national
security entities assume the pivotal role

in overseeing security operations within

the region, including the procurement,
deployment and operationalization of the
majority of security technologies.

The Secretariat of Security and Coexistence,
an integral branch of the mayor's office, is led
by a secretary appointed by the mayor. This
essential department is tasked with guiding,
developing, and orchestrating efforts aimed
at confronting the multifaceted challenges of
security and coexistence in the city. Its tasks
include: "taking actions to prevent and reduce

insecurity, supporting technological innovation
for citizen security, and strengthening justice
close to citizens by bringing the institution to
the community" (taken from website)

The Secretariat of Security and Coexistence,
through its Operational Undersecretariat and
in coordination with the National Police and
other Emergency organisms, manages the
Integrated Emergency and Security System
of Medellin, SIES-M. This system is a center
for emergency and security management
where most surveillance actions take place
locally and where technological tools are
commanded. Currently, the system has a
"multi-screen display that offers a panoramic
view of the city, where qualified personnel
monitor and oversee cameras distributed in
different districts and rural areas of the city"
(taken from website).

The SIES-M is a system of "technological

and logistical integration composed of twelve
agencies responsible for addressing security and
Citizen coexistence events, medical emergencies,
prevention and disaster response, mobility,
domestic violence, children services, and
women's services". (Security Secretariat, 2020)

This document refers
to Medellin as a city
or municipality. Since
2021 Medellin has
changed its nature
from Municipality

to that of a
Technology District.
The implications of
this are potentially
huge but until 2023
they have not been
made clear to the
public. Edgelands is
advancing research
on this.
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e The technologies for security and surveillance

implemented in the city are operated and
coordinated from SIES-M.

The Integrated System for Security and
Coexistence (SISC) works within the
Secretariat. It was designed for "planned
management of security and coexistence,
strategically prioritizing interventions in the city,
going beyond the current situation and ensuring
co-responsibility and coordination among
security and justice agencies, the Municipal
Administration, as well as academia and civil
society in terms of knowledge generation"
(Security Secretariat, 2020).

The Police is the authority in charge of
maintaining public order, citizen security

and law enforcement. Its functions include
patrolling, control, surveillance, and the use of
prevention technologies, criminal investigation
and intelligence.

The Municipal Council is responsible for
political oversight and budget allocation
processes in Medellin. In this context, oversight
of surveillance and security technologies is
carried out through monitoring the objectives
or goals of the City's Development Plan (see_

section on Local Level Regulations below).

In Colombia, there are regulatory bodies
tasked with supervising public projects; these
can either be government-affiliated entities
or collaborative efforts led by committed
citizens. The former type of control was
exerted when a citizen watchdog called Social
Control of Public Management in Colombia
PLC made a complaint to the Procurator
General's Office (El Colombiano, 2023) for a
possible irregularity in the contracting of a
facial recognition technology (see more in the
section “"Facial Recognition in Medellin”).

The Urban Security and Solutions Company
(ESU) is a state-owned? industrial and
commercial company known for being the
technological partner of security entities in the
city. It is responsible for developing or acquiring
new technologies that complement the current
integrated security system and help to fulfill
the strategies outlined by the Secretariat of
Security and Coexistence in Medellin. The ESU
also contributes its own resources to finance
technological tools for security.

FINANCING MECHANISMS

Financing mechanisms have the potential to regulate

technological tools from procurement protocols.

“Due to its nature
as a state company,
it allows more agile
contracting statutes,
less bureaucracy.



Z
=
L
(o]
Ll
b3
v
U
Z
<
<
o)
(-
(o)
—d
<
Y,
Q

According to Decree 399 of 2011, there are
two special funds in Colombia that allocate
resources to security and coexistence projects
in the country:

e At the country level, the National Fund for
Security and Coexistence (FONSECON) is
administered by the Ministry of the Interior.
Its objective is to collect and channel funds
to meet the expectations of national security
policy and strategy. FONSECON plays a
crucial role in financing initiatives and projects
related to security and coexistence.

e At the departmental® and municipal levels,
Colombia has consolidated the figure of
Territorial Funds for Security and Coexistence
(FONSET), which aim to collect 5% of the
value of public works investment contracts
and distribute them to security and
coexistence projects and programs. Each
city has a committee that is responsible for
allocating the resources of this fund*

REGULATORY FRAMEWORK AND
POLICY-MAKING PROCESS IN MEDELLIN

There are two types of laws that rule security
policies, the use of personal information and
digital technologies in Medellin:

e Regulations such as CONPES® and laws issued
at the central level (National Government and
Congress of the Republic).

e Municipal plans that serve as the action roadmap
at the municipal level, in this case in Medellin.

Some of these instruments could potentially host,
allow or enhance regulations surrounding the use
of Al for security technologies in Medellin. In other
words, the instruments described below may be
related to such types of implementation, but they
do not directly regulate them at this moment.

NATIONAL-LEVEL REGULATIONS

e Law 1581 of 2012 establishes the general
principles for the handling or processing of
data in Colombia. These principles include
legality, purpose, freedom, quality or accuracy,
security, confidentiality, restricted access and
circulation, and transparency. The development
of this law was prompted by cases and
concerns related to the use of personal data in
the industrial and commercial sectors.

e Regarding regulations or frameworks that may
be related to the use of Al for security, the
CONPES 3437 of 2006 establishes a general
reference framework for the implementation
of Integrated Emergency and Security

3Departments

in Colombia are
regional entities that
subdivide the country.
Each has their own
democratically-elected
government, although
they lack the autonomy
that, for example, US
States have, because
Colombia has a
centralized form of
government.

“Integrated by the
Commander of the
Military Garrison, the
Police Commander,

the Sectional Director
of the Technical
Investigation Corps
(CTI) of the Attorney
General's Office, the
sectional director of
Migration Colombia, the
sectional director of
the National Protection
Unit, the Municipal
Mayor or his delegate

°CONPES are policy
documents issued

by the main aavisory
body of the National
Government in all
aspects related to the
economic and social
development of the
country, the National
Council for Economic
and Social Policy. They
reflect public policy
decisions and in this
sense constitute one
of the main tools for
their formulation and
implementation
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Systems (SIES) in some municipalities of the
country (including Medellin’s SIES-M). These
systems are defined as emergency response
and security management centers for the
community, with the aim of investigating and
detecting crime, and for the apprehension
and criminal processing of individuals. They
rely on the use of audio and video signals,

as well as other data. Although this CONPES
does not directly regulate the use of Al'in
SIES, it shows that the institutional design has
considered and implemented a type of system
that encompasses the management and use
of technological tools for security, including
those with the potential to use Al albeit not
explicitly stated.

In the same vein, the CONPES 4064 of 2021
emphasizes the importance given by the
national government to the modernization
and improvement of technological tools in
the country. This could include the use of

Al in SIES to enhance the capabilities for
preventing, addressing, and prosecuting crime
and behaviors contrary to social harmony.

Law 1801 of 2016, by which the National Code
of Security and Citizen Coexistence is issued,
determines the power and functions of the

Police to maintain the necessary conditions of
security and coexistence in Colombia. This law,
according to some interviewees, could be the
legal basis for Medellin to be the first city in the
country to implement facial recognition in its
security operations, as will be explained in the
following section.

e Through interviews we learned the Police

creates protocols for all procedures related

to uses of technological tools. Although these
guidelines are not public, it can be inferred that
they could somehow regulate, guide, or delimit
the use of Al-based security technologies by
the National Police.

Since 2019, Colombia has had a National
Policy for Digital Transformation and Al
through the CONPES 3975, which "seeks to
create enabling conditions to promote investment
and the development of digital technologies and
digital transformation." This CONPES establishes
14 principles for the development of Al

in the country, including the consolidation

of evidence to support the need for state
intervention in regulating the development

of Al the promotion of a comprehensive

data infrastructure that enables successful
implementation of Al, and addressing the
ethical challenges posed by Al.
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LOCAL LEVEL REGULATIONS:
MUNICIPAL PLANS

At the beginning of each administration, the
mayor and their team create a Development
Plan, a planning instrument that outlines and
prioritizes projects and programs for the four
years of their term based on the objectives of
the administration.

The Medellin Futuro 2020-2023 Development
Plan, includes the Strategic Plan for Technologies
for Security: Intelligence, Technology, and
Infrastructure for Security and Coexistence
(Security Secretariat, 2020). This plan has

two objectives: 1) to articulate Al and other
technological tools for crime deterrence and
prevention, and 2) to improve the physical and
technological infrastructure of the security
ecosystem in the city. However, the specific
actions or goals to achieve these objectives are
not clear in this document.

The Comprehensive Plan for Security and

Citizen Coexistence (PISCC) contained in the
Development Plan as one of the main instruments
of public policy in this area. It contains strategies
agreed upon jointly with the authorities involved
in the security and coexistence space, including
those already mentioned, the national army and
judicial police authorities.

The PISCC is implemented through the funds
established by the FONSET (see Financing
Mechanisms). In its 2020-2023 version,

the word "technology" is mentioned twice,
and a specific action plan regarding the
implementation of technological tools or the
use of Al is not clearly established.

In summary, national regulations regarding
general privacy and data use are lagged and
do not comprehensively account for new
technologies, much less for the potential uses
or misuses of security technologies. None of
the public regulations around the organisms in
charge of using security technologies provide
clear guidelines (that we know of). There is
one broad set of guidelines for the use of

Al technologies in the country but it is not
binding and does not focus on the use of such
technologies by the government, not even

for security purposes. There are a lot of local-
level administrative plans that could work as
regulations or guidelines but are not articulated
or coordinated among municipalities.
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FACIAL RECOGNITION TECHNOLOGY

GLOBAL CONTEXT AND TRENDS

Facial recognition technologies consist of software
and computer systems that map, analyze, and then
confirm the identity of a person based on their face
as recorded in a photograph or video. In its most
basic form, this type of technology involves three
main stages: detection, analysis, and recognition.
Detection identifies the presence of a face in an
image, often seen in cameras that draw boxes
around faces for auto-focus. Analysis measures
facial features and converts them into numerical
data (faceprint), which are used to uniquely identify
a face. Recognition aims to confirm a person's
identity in a photo based on databases composed
of faceprint databases. Many detection and
recognition methods use Al algorithms.

Facial recognition technology is used by law
enforcement for identifying suspects by analyzing
facial features. This has been mostly documented
in the United States. On the one hand, those who
advocate for it use argue that it offers numerous
benefits, including identifying suspects, monitoring
criminals, and aiding in identifying child abuse
victims (Hill, 2021). It can enhance security at
events, airports, and borders by comparing real-

time or stored images against government-
controlled databases. Additionally, facial recognition
has various applications in everyday life, securing
devices, assisting visually impaired individuals, and
improving convenience in various settings like
businesses and event registration.

On the other hand, opponents raise concerns about
the privacy risks associated with widespread use

of facial recognition. Often, images are collected
without consent or knowledge by the public

and the systems are not without issues. In some
instances the technology has trouble accurately
recognizing minorities, and is less reliable at
identifying people of color, thus potentially
contributing to bias in the criminal justice system.
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FACIAL RECOGNITION IN MEDELLIN

In 2023, Medellin intends to be the first Colombian
city to implement facial recognition technologies,
honoring its title as the city at the forefront of
security and surveillance technologies in Colombia
and Latin America. But attempting to implement
facial recognition is not a novelty in the country.
Colombian cities have bought surveillance cameras
for years, and Medellin is one of them with its
gradual acquisition since 2001 of video cameras
connected via CCTV. Despite this, the technology
has not been implemented.

Many of the recently-acquired cameras include
facial recognition features but the technology
has not been operationalized, which is why in
2017 1.1 thousand million Colombian pesos
(USD $3,680,000 in 2017) were invested
(Colombia Licita, 2017) by the National Police
to acquire the system that would allow the
implementation of facial recognition in the
country. This system is called ABIS (Automatic
Biometric Identification System), and it is intended
to be used for facial, palm, and fingerprint
recognition (Fundacion Karisma, 2021). Karisma
demonstrated that this system was acquired
without access to the faceprint databases that
would allow citizens to be identified from facial
features as captured by cameras.

This database is owned by the national Registrar’s

Office, who denied the Police’s attempt to access
it, as they believed that extending the database
uses would be an application outside of the
Registrar’s role of civil identification.

An implementation of facial recognition by

the authorities in Medellin would help identify
individuals with outstanding judicial cases using
"negative records" (i.e., of persons with pending
legal proceedings) from the Dijin (Colombia’s
Directorate of Criminal Investigation and
Interpol) and the National Registrar's Office
faceprints database, to which access was
refused. The legal basis for this would be that,
through the application of this technology, only
individuals with pending criminal cases would

be identified® in security cameras, ensuring a
selective identification process. Such practice
would be an extension of the current application
of Law 1801 of 2016, which currently allows
the Police to search for judicial pending cases
through Personal Digital Assistants (PDA) (Policia
Nacional de Colombia, 2023) where the national
ID of a person detained at a Police checkpoint is
searched within the Dijin’s database of pending
judicial cases. Facial recognition would, in practice
entail the same contrasting of negative records
that is already done through PDAs.

)

Not all people are
identified in the sense
of assigning a name
and identification
number to each given
face (ie, establishing
the legal identity of
each person); they are
identified in that the
technology has the
ability to distinguish
different faces and
to indicate when it
recognizes a face it
has already recorded
in the past.



LOCAL ORDINANCES MEDELLIN

In 2021, the mayor's office of Medellin acquired a
system called Robocop through ESU. Each Robocop is

a mobile device powered by solar energy, connected
through cellular networks, and part of the CCTV video
surveillance system. Robocops are equipped with audio
components that can emit sound wherever they are
located. Their video cameras have features such as
360-degree vision, PTZ (pan-tilt-zoom), the potential for
facial recognition, and license plate detection (Licence
Plate Reader), including color, make, and model of cars.

The mayor's office argues that the benefits of Robocops,
of which there are currently 10 in the city, lie in their
mobility, as they can be deployed as support in disaster
areas, emergencies, or mass events, as well as their
ability to operate on a day-to-day basis in important

but not necessarily fixed areas of the city.

In addition to their mobility, it is not clear what the
strategic advantages of Robocops are compared to the
surveillance cameras already in operation in Medellin
(many of which already have capabilities such as facial
recognition, PTZ, and LPR). Furthermore, the machines
are large and visible, so it is unclear whether the trade-
off between their dynamism and high visibility is worth
it in terms of crime deterrence. At times, the mayor's
office refers to these tools as automated, but it seems
that they are operated by humans. Media outlets and
political oversight are raising questions about the
effectiveness of Robocops and their recent uses, such
as monitoring improper waste disposal.

Limitations to implement facial recognition in the
country have impacted Medellin’s ability to do

the same. Despite the lack of national or local
regulations in the realm of security technologies
and Al, Medellin has followed a sort of regulation-
by-procurement approach whereby contracting
efforts take place and regulation may or may

not follow. In January 2023, a controversy

(EL Colombiano, 2023) erupted over the non-
competitive contracting of facial recognition
software for an approximate value of $840,000 US
dollars. The government of Medellin argued that
the lack of bidding was due to the fact that only
one of the companies in the market offered the
possibility of integrating the software with the ABIS
system. Even though this case has not reached a
conclusion, it is clear that one possibility of local
regulations is to orchestrate contracting protocols
and procurement transparency; cases like this
could be covered by such regulations if they were
to exist in the future.

Although widespread use of facial recognition is

yet to be implemented in Medellin, since 2015 its
Atanasio Girardot football stadium has 166 cameras
with facial recognition capabilities being used to
detect the presence of individuals who had been
previously identified, faceprinted and registered as
problematic or potentially problematic.
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On April 16, 2023, there were riots at the
stadium, and no precautionary measures could
be obtained for the suspected vandals due

to lack of evidence. This can be attributed, at
least in part, to the destruction of 17 cameras
and the apparent fact that there were only 30
cameras (those at the entrance) with working
facial recognition capabilities on the day of the
disturbances. Government officials said that most
facial recognition cameras were not working due
to the city's transition in software and databases
for facial recognition.

Despite the new contracts and the transition in
which its technological inventory seems to be in,
it is not clear if Medellin is in fact succeeding in
the process of implementing facial recognition

in a generalized manner, or if it even has all the
inputs to do so. According to the 2022 Indicative
Plan Follow-up to the 2020-2023 Municipal
Development Plan of the Strategic Plan (see
section on Local Level Regulations), the following
achievements stand out:

The licensing for the Facial Recognition

System was expedited, and the update and
delivery of the servers for the local and

central nodes were accomplished, with the
integration into ABIS still pending (2%).
Additionally, the XDR cybersecurity solution was
implemented in endpoint components, firewall,

and administration console. Furthermore,

the strengthening of the Emergency Call
Geolocation Platform - Carbyne was completed.
Moreover, the backlog from 2021 was
successfully cleared. (P221)

This puts in evidence that, despite a lot of effort,
facial recognition is not yet a widespread reality in
the public operations of security in Medellin.

Besides the complications with legal grounds and
database matching, as well as software compatibility,
the public has no clear understanding of what is
going on; the national regulations on the use of
facial recognition are obscure to citizens (perhaps in
part due to the vertical and enclosed nature of the
National Police) and the mayor's office claims about
Medellin being a leader in Al technologies do not
translate into actual policies. Even in the absence of
regulations, transparency should be discussed.

We learned through interviews that the Police is
developing a procedure guide for facial recognition
technologies, acknowledging the challenges of
facial recognition (as described in the section on
Global Context and Trends). We were told that

the guide, exclusive for internal operations of the
institution, takes into account possible errors that
may arise from the use of such technology in order
to minimize its potential negative impacts. This guide
is not open to the public and it was not revealed to
the researchers in this project.



AlGOVERNANCE LESSONS FOR CITIES
INNON GLOBAL CITIES AND CITIES IN
THE GLOBAL SOUTH

As mentioned in the opening paragraphs of this
report, cities are playing a leading role in crafting
and implementing Al policies and governance
systems in the absence of national legislation
and regulation. Yet, with few exceptions, cities

in the Global South have been largely absent
from the conversation nor are they leading in
crafting Al surveillance technology governance.
Medellin provides an interesting case study of

a city’s efforts at procuring and implementing
an Al-based surveillance technology (facial
recognition) under the absence of direct
regulations, and the governance challenges arising
among stakeholders such as legal frameworks,
jurisdiction and data governance.
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The following are some key reflections about the
Medellin case that some other cities, especially in
the Global South, may learn from:

Police as key actor

Medellin’s urban security policy is constrained
by the low autonomy of Colombian cities in
relation to the national government. Likewise,
the Colombian Police has a highly centralized
and hierarchized national organization that
limits decision-making, transparency and
governance over the surveillance tools and
technologies deployed at the local level. The
close synergy and collaboration required
between the Metropolitan Police in Medellin
and the civilian-led Security Secretariat is by
itself a governance challenge. Our research
suggested that, in many instances, the Police
sways decisions over the technologies to be
procured and deployed.

The Police manages and controls most of

the technologies used for security in the city,
making it a key player in the innovation agenda
of urban security in Medellin. This institution

is the actor that assesses at first hand the
usefulness of the tools and the needs that
may arise. The Police is also in charge of
approving all initiatives or technologies for

security that are conceived by the local
government, which makes its governance
position a very decisive one.

Role of the Urban Security Corporation (ESU)

ESU, being the technological ally of the
Secretariat and other security institutions,

has the objective of positioning Medellin for
its innovation in security technologies, but

its work is not limited to this positioning. Due
to the legal nature of the ESU as a social
enterprise of the State, it has the obligation to
be financially sustainable, which implies that
the entire budget required for its maintenance
and operation is not covered 100% by the
Security Secretariat so that the ESU must
seek its own means of financing.

For this reason, the ESU is interested in and
working to turn Medellin into a hub and center
for discussions on innovation in urban security
(an example of this was the organization by
the ESU of the first meeting of the "Colombia
World Security Summit 2023"). The city is
portrayed as a success story in improving
security through technological innovations and
artificial intelligence. This success supports the
suitability of implementing technological tools
to solve insecurity problems in cities, which



<
=
i
(o]
L
b3
i
V
4
=
<
(a]
o
(@)
-
g
9
Q

makes ESU attractive to be an exporter of the
technologies implemented in Medellin to other
cities in Colombia and the world.

Due to the relationship and knowledge that the
ESU has with the city's technologies, in some
cases it can play an important role when the
City is contracting new technologies, since they
would have a technical concept that would
allow them to see the compatibility between
technologies. We do not know how expandible
or reproducible this model can be, and until
the date of publishing of this report (2023), we
are not sure we understand exactly how this
organism is funded, or how it plays within the
governance structure of security technologies,
but we think the ESU needs to be considered
when studying the Medellin case study.

Office of the National Registrar

The National Registrar's Office has played

a very important role in the process and
limitations of implementing facial recognition
in the city and in the country. Its role can be
considered as check and balance, because as
previously mentioned, it has refused to share
with the Police the database containing the
facial templates of individuals. This refusal has
been explained because the data would be
used beyond its purpose of civil identification.

Interoperability constraints

In January 2023, a controversy erupted over
the non-competitive contracting of facial
recognition software for an approximate
value of $840,000 US dollars (El Colombiano,
2023). The Mayor's office argued that the lack
of bidding was due to the fact that only one
of the companies in the market offered the
possibility of integrating the software with the
ABIS system.

Although no conclusions have been reached
regarding this case, what is clear is that one
possibility of local regulations is to guide
contracting protocols and transparency in this
regard, so that cases like this could be covered by
such regulations if they were to exist in the future.
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POLICY CONSIDERATIONS

FOR MEDELLIN

One of the reasons for the lack of regulation
on the matter of Al for security technologies
in Medellin is because, in practice, there are
not many security technologies actually using
Al. This comes in stark contrast with Medellin's
narrative that presents it as a city at the
forefront of Al and security technologies.

The absence of local or national mechanisms
regulating the use of Al for security
operations may be exacerbated by the need
to refine the language to facilitate effective

public discourse and debate on these matters.

There is little clarity in the public debate
regarding what Al is and what it is not, its
possibilities, limitations, challenges, and its
uses and applications in urban security.
Another limitation is the significant lag,
possibly spanning decades, in the regulatory
framework governing technology and data
usage in Colombia. The law struggles to keep
pace with technological advancements.

e The use of Al in security operations

should not only aim to facilitate Police or
surveillance tasks; governments should
always prioritize respect for human rights.

An example of the risk associated with

Al in security -in the absence of effective
regulation- is the potential for technologies
such as facial recognition to be used in the
context of political protests. What guarantees
exist to prevent the misuse of technology

in political persecution? The social protests

in Colombia in 2019 and 2021 present as
examples of this being a close risk (DeJusticia
& Fundacion Karisma, 2022).

The increase in technological capacity for
security should be matched by the Police’s
ability to respond to a potentially greater
number of demands, the implementation of
technologies leading to a potential increase
in the number of requirements must be
supported by appropriate Police response
strategies in order to avoid the compromising
of the Police force in its ability to respond
effectively to requests.
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It is important not to wait for problems to
arise before Medellin and Colombia reflect
on the future of using Al for urban security
operations. For this reflection to take place,
it is essential to have transparency from the
local government and the National Police
regarding the technologies and policies being
developed and implemented.

It is fundamental to carry out impact
evaluations’ and cost-benefit analyses in
order to understand the role surveillance
technologies play in public policy.

There should be coordinated regulation among
sectors that are developing Al and data-related
topics: there has been significant progress

in the financial and commercial sectors in
Colombia, but those do not evidently translate
or extend to urban security matters.

FOR CITIES, ESPECIALLY THOSE IN THE
GLOBAL SOUTH

Establish clear and public guidelines on how to
adopt and use surveillance technologies and
the data that are collected.

Incorporate participatory mechanisms that
are truly inclusive and build trust between
citizens and authorities, especially young
people -focus groups, etc- to feed into
decision-making processes regarding the
governance of surveillance technologies and
security policy in the city.

It should be a priority to foster evidence-
based decision making through data and
analysis of information collected through
technological tools in order to contribute to
the generation of preventive and not merely
reactive solutions.

People and their safety first, technology

second. Emphasize people's real needs and
adopt surveillance technologies when they
really help the authorities to address them.

The implementation of intelligence
technologies, such as facial recognition can
bring some vulnerabilities to the human

rights of citizens. It is necessary to have clear
measures of necessity and proportionality,
since it can easily be used to limit the rights of
citizens in political contexts, such as protests.

‘It is also fundamental
to value the
importance of “failure”
in impact evaluations
for governments not
to discard practices

or technologies

earlier than they
should: failure is a
fundamental part of
learning.
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CONCLUSION

This report was an attempt to systematize the
existing governance systems that allow a city

like Medellin to obtain and implement technology
for security and the synergy and collaboration
between city institutions to enable its governance.
Medellin, with its announced intentions to

become the “software valley” of Colombia is a
regional leader in creating the enabling conditions
for digital innovation including procurement

of technologies and a friendly regulatory
environment. Moreover, security in the city
constantly ranks high as an issue that concerns
Citizens the most. The combination of these two
issues translates in the right political conditions to
adopt technologies for surveillance and security,
including those enabled by algorithms and Al such
as facial recognition. The report highlights that
policy and discourse are important elements of
governance systems for cities using technology
for security.

Finally, the report delved into analyzing Medellin’s
capacity to implement facial recognition
technology for surveillance and its position to
enact a governance system over facial recognition
technology. Whereas some proponents of local Al
governance argue that cities are better positioned
to craft and foster governance systems due to
their understanding of the context and their

immediacy to the technology, the case of Medellin
highlights some shortcomings. The report led us
to understand the challenges for a city navigating
a highly-centralized national government, limited
political and fiscal autonomy, the absence/lack of
a legal and regulatory framework for Al and data
governance schemes can result in limitations for a
city to establish governance systems over Al. The
identification of these elements could contribute
to the discussion over Al policy and the challenges
faced by municipal governance.
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