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EXECUTIVE SUMMARY

With the digitalization of everyday life, the world has undergone some
of the greatest technological changes in history and data is at the
heart of it. While digitalization has not halted at the border to rural
areas, cities are nevertheless at the center of the digital transforma-
tion. Digital technologies have not only become a part of everyday
life for citizens, but are also important tools for the government and
private sector to provide security services. However, the use of digital
security technologies in urban spaces, especially surveillance, can be
endorsed by some actors (e.g. the municipal government) while being
rejected by other actors (e.g. civil society). At the same time, surveil-
lance technology can be regulated/influenced by actors at various
levels of government (e.g. national, regional or local).

In this context of complicated dynamics with many actors, under-
standing the power that city governments have to influence the
deployment of surveillance technologies within their city is an impor-
tant element to comprehend the role that local governments have

in the constant (re)negotiation of the urban social contract - the
often unseen rules that govern urban life - and the provision of urban
security services through surveillance. Thus, in this report, we answer
the question “What forms of power have city governments mobilized
to influence the deployment of surveillance technologies within their
city during the last 10 years?”.

We answer this question by studying the deployment of a particular
surveillance technology in three different case cities - London, Beirut,

and Singapore - during the timeframe from 2012 to 2022. The study
builds on a combination of the theories of local autonomy and mul-
ti-level governance, and uses an adapted typology of power in global
governance to categorize the different types of power. By using an
innovative method of analysis, this report provides a new avenue for
the Edgelands Institute and other researchers to study power in urban
security governance. The method allows to compare categories which
are broken down into indicators formulated as statements that can be
responded to with a simple yes or no. The resulting checklist of indica-
tors serves to measure the relative importance of each category.

We compare five categories of power, based on the above-mentioned
typology: economic, structural, expert, moral, and discursive power.
We find that in each case, the relative importance of the particular
types of power was different. Thus, London appears to have mostly
relied on structural power in its deployment of Live Facial Recognition
(LFR) technology, while economic power only played a minor role in
this particular case. Singapore on the other hand got high scores for
almost every category, except for expert power. This represents the
fact that Singapore, as a city-state, is less affected by power dynamics
between different tiers of government. Beirut’s municipal government
on the other hand achieved relatively low scores in all categories,
except for expert power. This translates to its formal institutional
dependence on the national ministry of the interior in many aspects
of urban security governance.
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In sum, our research shows that different cities were able to rely on dif-
ferent forms of power to varying degrees in order to influence the de-
ployment of surveillance technology within their territory. However, our
research also shows that the results are highly contextualized. Thus,

in our analysis, the same score in a particular category of power for
different cities might not mean the same thing. Drawing generalizable
conclusions is therefore a challenge, and further research is required.

KEY TAKEAWAYS:

The autonomy of municipal governments in urban security
governance has two components:

- Vertical autonomy, referring to the autonomy vis-a-vis other
tiers of government

- Horizontal autonomy;, referring to the autonomy vis-a-vis other
urban actors (e.g. civil society)

Different cities were able to rely on different forms of power to
varying degrees in order to influence the deployment of surveil-
lance technology within their territory

- The city-state of Singapore could fully rely on almost all differ-
ent types of power

- London presents itself as an intermediate case, relying espe-
cially on structural power

- Beirut's municipal government seems to have had the least
power in influencing the deployment of its urban surveillance
dispositive

Municipal government autonomy in urban digitalized security
governance is highly contextualized and drawing comparative,
generalizable conclusions is a challenge

Our innovative method of analysis proved useful, and presents
potential to be further developed in future research
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INTRODUCTION

With the digitalization of everyday life, the world has undergone some
of the greatest technological changes in history and data is at the
heart of it. While digitalization has not halted at the border to rural
areas, cities are nevertheless at the center of the digital transforma-
tion. The majority of the world’s population now lives in urban areas,
and the advent of digital technology has made cities a data-rich
environment.

Digital technologies have not only become a part of everyday life for
citizens, but are also important tools for the government and private
sector to provide security services. This transformation of urban secu-
rity provision will impact the core elements of urban social contracts
- the often-unseen rules that govern our cities. The urban social con-
tract is a framework of authority between the citizens, other urban
actors, and the city government (Vargas et al, 2022). The urban space
- where a myriad of different actors cohabit - is a contested space and
the urban social contract must be constantly renegotiated. The use
of digital security technologies, especially surveillance, can therefore
be endorsed by some actors (e.g. the city government) while being
rejected by other actors (e.g. civil society). At the same time, the use
of surveillance technology can be regulated and influenced by actors
at various levels of government (e.g. national, regional, or local) and
by non-state actors.

In this complicated context, understanding the power that city gov-
ernments have to influence the deployment of surveillance technol-

ogies within their city is central to our understanding of the role that
local governments have in the provision of urban security services
through surveillance.

Research Objectives and Question

Currently, the research teams of the Edgelands Institute remain pre-
dominantly focused on their specific cities of operation. This report
will seek to fill their knowledge gap regarding the global picture of
the role of local city governments in the digitalization of urban securi-
ty and in surveillance more specifically. It provides an opportunity for
Edgelands teams to situate findings from their case cities in relation
to broader patterns of power and governance.

In addition to contributing to the Edgelands Institute’s activities, this
report will also fill a gap in academic literature regarding the agency
and power of city governments in deploying surveillance technologies
within their cities. By applying an innovative method of analysis, we
hope to contribute to the understanding of what different forms of
power city governments have. The method should however be further
developed in future research.

This project will hone in on the cases of three different cities of
interest to the Edgelands Institute: London, Singapore, and Beirut.
The objective will be to understand how city governments have tried
to influence the use of digital surveillance technologies within their
cities, with consideration for the specific context of local governance
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and local autonomy and relations between the most salient actors
within that particular urban space. The report will be guided by the
following research question:

What forms of power have city governments
mobilized to influence the deployment of surveillance
technologies within their city during the last 10
years?

The timeframe of the last 10 years (ie. 2012 to 2022) was chosen
for different reasons. First, we didn't want to go too far back in time,
as we wished to look at a timeframe when surveillance and digitalized
security were already an established phenomenon. Second, 2012 was
the year when ISIS started to re-emerge and posed a threat to many
cities through its terrorist attacks (Glenn et al, 2019). This renewed
saliency of terrorism as an urban security threat increased the cities’
use of surveillance of urban spaces (Awan et al, 2019). At the same
time, Chinese CCTV camera manufacturers began to export their
products to other markets around the world around the year 2012,
which had a significant impact on the cost of surveillance dispositives.
With more demand for surveillance and dropping prices of surveil-
lance cameras, the year 2012 makes for an interesting starting point.

The term ‘deployment’ needs further discussion, as it can have
various temporal meanings. The military use of the term (i.e. de-
ployment of troops) would include the planning and approval of the
use of troops and the actual engagement of troops until the end
of their mission. However, given the time and resource constraints
of this project, we will not be able to focus on the continued use

of surveillance technologies and how this use developed over time.
Instead, for this report, deployment will only refer to the time of
planning and approval of the use of surveillance technology up until
the moment of its operationalization.

The report will begin with an overview of the relevant literature, fol-
lowed by the definition of the most important concepts. After a descrip-
tion of our theoretical framework and our methodology, we will present
studies of our three cases. London, Singapore, and Beirut. These case
studies will be followed by a cross-case analysis and a conclusion.
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LITERATURE REVIEW

Our literature review is structured along four themes, grouped to-
gether in two blocks. The first block explores the themes of digitaliza-
tion and urbanization of public security. The second block then dives
into academic and policy considerations of local government autono-
my in urban governance generally, and their role and autonomy when
it comes to addressing security issues specifically.

The Digitalization and Urbanization of Security

The Digitalization of Security

If we want to understand “urban digital security” we have to un-
derstand how security has become more digitalized over the last
decades. We begin with a definitional issue; namely, the difference
between digitalization and digitization. Digitization refers to the idea
of converting non-digital data into a digital format (Brennen & Kreiss,
2016), for example by scanning a physical document. Digitalization is
a broader concept, referring to changing entire processes by integrat-
ing digital technologies along with all steps of that process (Brennen
& Kreiss, 2016). Hence, the digitalization of security includes the
digitization of older data but moves beyond that by also requiring an
adaptation of how security processes are organized.

The digitalization of security is a two-fold process. First, the digitali-
zation of society has created new areas or sectors where security is
needed. Hence, new security practices are implemented to address
these new needs (e.g. cybersecurity). Second, previously existing se-

curity practices have been digitalized, meaning that these processes
have been transformed and reorganized by digital technologies. Given
our interest in surveillance technology, we will focus on this second
development in our report.

The digitalization of previously existing security practices started in
the military sector. Military innovation embraced digitalization not
only for weaponry but also for intelligence gathering, decision-making,
and other processes. The goal of doing so was to ‘informatize’ warfare,
thus creating the capabilities to overpower enemies with superior
speed and computerized long-distance killing through precision tar-
geting weaponry (Wilson, 2014).

Many digital innovations from the military domains were dual-use
technologies and soon, manufacturers recognized the potential of
civilian markets (Wilson, 2014). The ensuing introduction of militarized
digital security technologies to civilian sectors was accompanied by
the adoption of military pre-emptive logics by law enforcement and
other security agencies. Preemption should not be confused with pre-
vention. Prevention refers to the neutralization of a concrete threat
that has materialized and where the pattern of how this threat will
play out is more or less clear (Nishiyama, 2018). Preemption on the
other hand “[..] operates in the present on a future threat [which] has
not yet even emerged.” (Massumi, 2007). This means that preemptive
acts don't try “[..] to prevent the playing out of a particular course of
events on the basis of past data tracked forward into probable fu-
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tures but to [pre-empt] an unfolding and emergent event in relation
to an array of possible projected futures” (Amoore, 2013, p. 9).

Because of its military origins, the digitalization of urban security was
accompanied by a process of militarization. The military ideals of track-
ing, identifying, and targeting have long been implemented into urban
security frameworks (Ellis, 2020) and represent “[...] attempts to trans-
late longstanding military dreams of high-tech omniscience and ration-
ality into the governance of urban civil society” (Graham, 2013, p. 11).
We could therefore talk of the militarization of urban citizen’s everyday
life (Ellis, 2020; Kaplan et al,, 201.3). This militarization of digitalized
urban security is oftentimes accompanied by increasing privatization of
urban law enforcement and criminal justice (Byrne & Marx, 2011).

The increased reliance on digital technologies in urban security is
mostly due to the paradigm change in urban law enforcement to-
wards predictive policing. Such strategies of “smart policing” have
been introduced since the 1990s (Albrecht, 2020) and build on infor-
mation systems that analyze large sets of data in order to make “[..]
accurate predictions as to where, when, by whom (and against whom)
crimes are committed” (Albrecht, 2020, p. 8). Hence, policing in many
cities has become a data-driven endeavor that adopts the above-dis-
cussed military ideals of pre-emptive action. However, the successful
implementation of digitally augmented predictive policing strategies
does not only rely on accurate predictions but also on an effective
translation of these predictions into concrete interventions (Albrecht,
2020). We share the literature’s distrust towards techno-optimist
analyses of predictive policing while being aware that such technolo-
gies can have operational advantages for police forces.

Technologies used for urban security fall into two categories: hard and
soft technologies (see: Byrne & Marx, 2011). Hard technologies refer
to hardware and materials (e.g CCTV cameras), while soft technologies
refer to computer software and information systems (e.g. Al-enabled
Live Facial Recognition (LFR)). It is usually the interplay of these two
categories that produce digitalized urban security strategies.

For soft technologies in urban security strategies and predictive polic-
ing, the first subcategory is crime prevention. Software preventing on-
line identity theft would be an example here. A second subcategory of
soft technologies is risk assessment, which builds on the idea that “[..]
“a majority of the serious crimes are committed by a small fraction of
people, in a small number of crime-ridden neighborhoods [..]" (Byrne,
2009, p. 1). Hence, risk assessment tools attempt “[...] to identify this
subgroup of offenders accurately, allowing corrections systems to tar-
get resources and supervision/surveillance on high risk, people, times,
and places” (Byrne & Marx, 2011, p. 23). The third subcategory of soft
technologies employed in urban settings is threat assessment. Here,
crowd behavior analysis can serve as an example; a technology that
allows to monitor of entire crowds, detect abnormal crowd behavior,
and therefore quickly localize real-time potential threats (Nishiyama,
2018). Finally, a fourth subcategory of soft technologies would be the
monitoring and surveillance of individuals. This subcategory mostly
serves the intelligence aspect of modern police work. This can include
the surveillance of social media, particularly of suspects or individuals
who are defined as risk factors (Byrne & Marx, 2011, Feldstein, 2019).
However, the key digital technology in this subcategory would be
(Al-augmented) surveillance which will be discussed further below.



>
[
o
=]
(9]
e}
7]
Q
T}
N
=
2
o)
o
s
o
3
=]
T8
o
d
3
=
<
£
oz
3
o
o
>
=
(V)

One should not forget that many of these soft technologies only
work in association with hard technologies (e.g, LFR needs both cam-
eras and software). Hence, these categories should not be understood
as being strictly separated from each other. Rather, these different
systems increasingly work in a networked manner, producing collabo-
rative outcomes (Haggerty & Ericson, 2000; Meijer & Thaens, 2018).

Surveillance is a prime example of urban digitalized security in gen-
eral and also for predictive policing more specifically. Surveillance
systems have the purpose of monitoring and tracking citizens and are
increasingly augmented by Al (Feldstein, 2019). Thus, CCTV cameras
are now not only enabling the surveillance of citizens by human se-
curity personnel but can in some cases feed directly into automated
facial recognition systems (Ellis, 2020).

Sometimes, such surveillance practices may be contradictory to the
privacy or human rights of urban citizens, if the proportionality and
necessity of the practice are not respected. However, much of the liter-
ature formulating this critique has a somewhat ‘activist’ approach. More
often than not surveillance practices are not against any law. Even

if particular surveillance practices are contradictory to privacy laws,
there is a surprisingly little backlash against them. As Meijer and Thaens
(2018) put it, most citizens seem to happily sacrifice their privacy for
more security. This is not only the case for autocratic states but also
for liberal democracies, many of which are major users of surveillance
technigues (Feldstein, 2019). However, Ellis (2020) argues that citizens
don't simply accept the butchering of their privacy rights but are rather
applying what he terms ‘surveillance-apatheid’ referring to the stoic
concept of accepting facts that lie outside one’s own control.

It must be mentioned that the literature about the militarization and
digitalization of urban security or law enforcement suffers from heavy
euro- or western-centrism. Other criticisms are however not directed
at the academic study of the phenomenon but rather at the digital-
ized security practices as such. First, the introduction of surveillance
and other digital security technologies does for example not always
solve problems of crime; it can simply displace criminal activities to

a new area in the city where these technologies are not yet imple-
mented (Byrne & Marx, 2011; Priks, 2015; Waples et al., 2009; Wilson,
2014). Second, the implementation of new digital technologies often-
times falls victim to the ‘fallacy of novelty’ This refers to the fact that
everything that is new, particularly in technology, is seen as being
inherently ‘better’ than the already existing system (Byrne & Marx,
2011). However, this is not necessarily the case.

The Urbanization of Security

Urban security has become so important because of the rapid urban-
ization in the last decades (Agbu & Akpati Nzeribe, 2020). The more
people live in cities, the more people are affected by distinctly urban
security challenges (e.g. terrorism). Urban security refers to cities
and defining what a city is is more complex than might be apparent
to the reader (Lauermann, 2018). Many urban agglomerations ex-
ceed the administrative boundaries of individual municipalities. Some
cities incorporate areas with different characteristics - from industrial
areas to parks, from shopping centers to landfills - and material and
immaterial communication channels connect distant places, leading
to widespread development of the city dimension and urbanization
of social life. The process of place identification, however, maintains
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its spatial structure, albeit in flux, characterized by the concentration
of people and the built environment, the proximity of heterogeneous
humanity, and the presence of networks and flows that cross and
connect them internally and externally (Giansanti, 2019).

Urbanization is most impressive when expressed in numbers. In 1950,
30% of the global population lived in cities, but only one out of every
hundred lived in an urban agglomeration of more than one million
inhabitants; a figure that had increased tenfold by 2000 when almost
half of the world’s population resided in an urban context (Ritchie &
Roser, 2018). Currently, about 4 billion people (55% of the world's
population) are living in urban areas (World Bank, 2020). Urban
centers will absorb significant rural-to-urban migration and the bulk
of population growth over the next decades. Hence, this proportion is
expected to increase to 68% by 2050 (United Nations. Department
of Economic and Social Affairs, 2018). This phenomenon of urbaniza-
tion worldwide has been intensified by rapid population growth.

Cities face a range of problems. This could go from local security
issues (e.g. pickpocketing) and global security issues (e.g. terrorism) to
environmental issues (e.g. pollution in urban spaces) or the provision
of essential services such as health and education (Agbu & Akpati
Nzeribe, 2020). Coming to our core topic (ie. security), urbanization
has led to a broader understanding of urban security than tradi-
tional concepts such as ‘national security’ or even ‘public security’
would have it (Agbu & Akpati Nzeribe, 2020). The effects of threats
on people’s social, economic, and cultural well-being are oftentimes
also included in definitions of urban security. Hence, depending on the
social, cultural, and environmental context, the perception of these
threats can differ. Our understanding of ‘security’ has to be broadened

when it comes to urban contexts. Some cities consider certain topics
as security-related (e.g. food security) while other cities from other
regions do not consider them to be security issues. What is and what
isn’t part of urban security is dependent on regional and local factors.

Ultimately, globalization, coupled with the rapid and continual devel-
opment of ICT technologies, has led cities to become nodes in global
networks (Graham, 1999), not least because this has become the
scale on which relationships that previously took place on a regional
or national scale are nowadays articulated. This change in scale has
favored metropolises, from a polycentric perspective. Another impact
of ICT technology has been the emergence of ‘smart city’ strategies,
which have become an increasingly popular idea in recent years (Al-
bino et al, 2015). The implementation of smart city technology has
been hailed by many as the solution to many urban challenges such
as transportation, waste management, and environmental protection
(Alawadhi et al, 2012). While these urban challenges are the focus of
a growing literature, aspects of security and crime prevention are less
often discussed in academic research.

Local Autonomy and the Governance of Urban Security

The following sections are an exploration of the literature that helps
shed light on who shapes security strategies and makes decisions in
matters of digitalized urban security governance. Given the Edgelands
Institute’s interest in the role of municipal governments, this review is
primarily focused on them.
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The Role and Autonomy of City Governments in Urban
Governance

The very concept of ‘autonomy’ is intrinsically tied to cities. Etymo-
logically, the term is a compound of two Greek words meaning ‘self’
(auto) and ‘law’ (nomos) that was coined to describe the ancient

Hellenic city-states (Miller, 2018). In fact, beyond Ancient Greece,

independent local governments have been a historically consistent
and salient form of political organization, and local government has
indeed been a cornerstone in the institutionalization of democracy

worldwide (Sellers & Lidstrom, 2007).

Yet, in modern history, the territorial (nation-)state reigns supreme, with
the autonomy of cities and other local entities largely either framed by,
dependent on, or subordinate to the sovereign authority of the state. It
comes, then, as almost a poetic twist of historical correction that schol-
ars in recent decades have argued both the evolving and increasingly
central role of cities in global (and ‘glocal’) governance, as well as seized
on growing phenomena of decentralization and local autonomy.

Just as scholars in the late 20th century pioneered an expansive and
theoretically sophisticated study of the political decentering of the
central state in favor of trans-national and supra-national levels, so
have scholars in the 21st century cast increasing attention onto a
parallel rise in the centrality of sub-national levels (Jouve & Lefevre,
1999). These two forces, the rise of the supranational and of the
subnational, are concomitant: the interaction and interconnection

of people, knowledge, and capital that is globalization is not evenly
occurring across earth's territories, rather it is concentrated in urban
agglomerations, particularly the major ‘global cities' Just as transna-

tional or global governance becomes necessary or even self-evident
to national governments, so does urban governance.

As economic and cultural powerhouses, and home to a growing
majority of the world population, a number of scholars argue that
cities are quickly emerging as the focal point of policymaking around
global issues such as climate change, human rights, democracy, and
security (Blank, 2010; Bulkeley et al,, 2018; Peters & Pierre, 2001,
Sellers, 2005). This development has been accompanied by influen-
tial scholarly literature on the role of cities in the global economy
and international relations, particularly that of major “global cities,” a
term popularized by sociologist Saskia Sassen’s popular and ground-
breaking monograph (Sassen, 2001 original publication in 1991). The
phenomenon of ‘city diplomacy’ is now a prominent, highly media-
tized disruption to the notion of the national government'’s exclusive
purview over international affairs (Beauregard & Pierre, 2000; Tavares,
2016). The salience of cities as actors of global governance is not
simply a matter of transnational exchanges, it also involves cities
taking local actions and positions of global relevance—-action at the
so-called ‘glocal’ level.

Separately from the globalization-induced rise of local government
actors in major cities, scholars also note a growing worldwide trend
towards local government autonomy for its own sake, on the premise
that it ensures more efficient and just governance. It is this thinking
that seems to underpin a movement of national governments that
enact a wide range of policies aimed at varying forms of decentraliza-
tion, but also the increasing claims and demands of local represent-
atives for greater autonomy—including those of ‘global city’ councils
and mayors (Keuffer, 2016). By illustration of these trends, there are
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now perhaps more countries in the world with constitutional provi-
sions for local (municipal) governments than there are with federal
provisions for subnational states or provinces (Sellers & Lidstrom,
2007). In many ways, this is a reflection of a broader and deeper
trend in the refashioning of state governance, from a model of central
‘command and control’ to one in which the state ‘enables’ a variety of
actors and stakeholders at different levels through the provision of
guidelines and resources (Peters & Pierre, 2001, p. 131).

Yet if we consider the role of local governments in matters of ur-

ban governance, it is crucial to note that local urban autonomy is
wide-ranging in its manifestations and arrangements. For one, auton-
omy can depend a lot on legal arrangements: a state that recognizes
local governments and sets provisions for its power in its constitution
may have greater autonomy than one where there is scant legisla-
tion (Kaufmann, 2020). Surprisingly perhaps, a federal state does not
necessarily confer greater autonomy to cities than a unitary one. The
principle of federalism dictates a constitution that formally recogniz-
es only the sovereignty of the constituent states or provinces, leaving
the status of local governments for them to decide through their
own constitutions and legislation (Blank, 2010). Though many federal
states today have since amended their original constitutions to recog-
nize the powers of local governments (e.g. Switzerland) others remain
silent or ambiguous (e.g. United States) (Kaufmann, 2020). Meanwhile,
some unitary states like the United Kingdom have had long traditions
of local government autonomy (Bulkeley et al, 2018).

The autonomous status or capacity of cities can also vary widely ac-
cording to their role or relative importance within a country or region,
for example, their political significance as a capital city (Kaufmann,

2020) or their economic weight as a global city (Lu, 2019). Similarly,
the political culture of a certain country, region, or even governing
party can affect the degree of autonomy (Tulumello, 2018). And per-
haps most significantly, the nature of a city’s autonomy over various
policy areas may be greatly defined by its capacity to set and levy its
own taxes or otherwise be self-funded, in other words by its level of
fiscal autonomy (Kaufmann, 2020; Slack, 2017).

City Governments’' Approaches to Urban Security

It is striking to note that most of the scholarly and policy literature
on the autonomy of city government actors remains rather silent on
issues of urban security. Indeed, much of the city governments’ prom-
inence on issues of urban governance is overwhelmingly concerned
with issues of ‘sustainability’. This appears in large part due to security
provision remaining, despite trends towards city autonomy and de-
centralization, a key prerogative of the central state, indeed a defining
element of its (Weberian) sovereign power, which it is less inclined to
devolve. Slack’s (2017) analysis of the key functions of eight major
city governments shows security provision as conspicuously absent
among a patchwork of schooling, environmental and sanitation, and
urban development responsibilities.

And vet, in light of the trends in the urbanization of security discussed
above, cities must contend with countless possible ‘threats’ ranging
from petty street crimes to riots and terrorism (Agostini et al, 2010;
Moser, 2004). The ill-effects of globalization post-1980s show how
irregular migration, unplanned development, unequal distribution of
wealth, lack of economic opportunities, and terrorism have become
new security concerns for cities that affect the lives of ordinary citizens
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residing in urban areas, as well as local governments' ability to deliver
services for effective functioning of their cities (Bugliarello, 2003; Ed-
wards & Hughes, 2013; Lemieux, 2016). Moreover, these problems are
deeply correlated with the political goal of the local authorities, which
has an influence on relations and conflicts within various social groups
that make up the urban space (Taylor, 1995).

In this way, city governments are far from ambivalent or silent on
matters of urban security, which cut directly at their ability to exe-
cute their non-security functions. Indeed, scholars have also shown
how governments must define their urban governance strategies

S0 as to ensure compliance by residents and gain their trust too, for
which they compete not just with other government actors but with
informal actors (e.g. cartels) as well.

City governments must strike a difficult balance between responding
to current threats and equipping themselves to protect from future
threats while upholding the rights of their citizens (Bugliarello, 2003).
For this, cities rely on social prevention and situational prevention. So-
cial prevention considers social justice and well-being vital for prevent-
ing crime. In contrast, situational prevention focuses on self-responsi-
bility and looks for opportunities to reduce committing of the crime
(Tulumello, 2017). The choice of these approaches can depend on a
number of local factors of demographic and geographical context.

Thus, the extant literature shows that despite security provision not
typically being a core function of local government power, but one
that instead remains squarely under the purview of the central au-
thorities, city governments can hardly be said to be inactive on mat-
ters of urban security. These actors can also act in collaboration with
central authorities, as the Edgelands Institute’s work in Medellin (Las-

so-Harrier et al, 2021) has shown, as well as strategically positioning
themselves within the limits of their scope of authority. This can give
rise to complex interactions between local security forces and their
national counterparts.
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ANALYTICAL FRAMEWORK

Theories: Local Autonomy and Multi-Level
Governance (MLG)

From the literature presented above, two broad theoretical lenses,
which are related, emerge as relevant to our research: that of ‘local
autonomy’ and ‘multi-level governance’ (MLG). The theory of local
autonomy was pioneered by Clark (1984), whose analysis of local
autonomy is centered on legal and institutional aspects and is defined
in relation to higher tiers of state government. Clark (1984) viewed
local autonomy as made of two components: the ‘power of initiation’
which is the ability to act within the bounds of prior rights granted by
higher authorities; and the ‘power of immunity’ which refers to a city’s
ability to “[..] act however they wish within the limits imposed by their
initiative powers [..]" without fear of the oversight authority of higher
tiers of the state (Clark, 1984, p. 198).

Scholars have continued to build upon Clark’s theoretical framework
and typology, with the most prominent critique that it is too legalis-
tic and focused on a top-down devolution of power from the central
government. Goldsmith (1995) first expanded considerations of local
autonomy to include the nature and range of functions assigned

to local authorities, financial autonomy, and the ability to influence
higher powers of government. Seizing on this complexification,
Pratchett (2004) described autonomy as in flux and the result of (re-)
negotiation, influence, and collaboration with different levels of gov-
ernment. Similarly, Blank (2010) argued that local autonomy should
be approached through the lens of ‘subsidiarity’ seeing central and

local powers not as “operating at the expense of one another;” but as
overlapping and often in cooperation. Pratchett (2004) also makes
the case that autonomy should involve the extent to which local au-
thorities reflect local identity. This view usefully introduces a horizon-
tal corollary to the vertical dynamics of central and local government.

From here, Bulkeley et al. (2018) have argued that ‘urban autono-
my’ should be viewed as ‘relational’ instead of something that is just
granted to or stripped from cities, and it operates both horizontally
and vertically: Autonomy is to be located just as much in a city’s
negotiations with central authorities as in its relations to the private
sector and civil society. All while advocating for ‘enhanced urban
autonomy’ these authors, like others (Botero Arcila, 2021, Pratchett,
2004), caution us to be wary of tethering too optimistic or norma-
tive expectations onto local autonomy. It seems difficult to claim that
greater autonomy for local government necessarily entails better
outcomes or reduced inequalities for local constituents.

In its most recent redefinitions, the theory of local autonomy finds
much common ground with the analytical lens of ‘multi-level govern-
ance’' (MLG). This theoretical lens, popularized by Hooghe et al. (2001),
argues that many aspects of governance should be viewed as shaped
concurrently by multiple actors at different scales without a single
structuring authority. Using MLG theory, Hoorak and Young (2012)
proposed to study two dimensions to urban governance: one vertical
between different levels of government, and another horizontal that
includes the involvement of local non-governmental actors.
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Together, the theories of Local Autonomy and MLG present a useful
analytical lens through which to approach our research question.
While our research is focused on local governments, this framework
will push us to consider that they are in relation with many other
actors, and that their salience with regard to urban surveillance may
vary from city to city. Their ability to influence surveillance strategies,
moreover, may be more or less successful-—-or even possibly desira-
ble--in achieving more secure and equitable outcomes for residents,
and this autonomy will not necessarily be exclusive of or stand in
opposition to the power and strategies of central authorities or other
non-governmental actors.

It must be said that these theories also present limitations in their
applicability to our themes of digitalization and urban security, as well
as our global geographical scope. In the first place, these frameworks
are extremely Western-centric, having emerged in fact from the study
of the European Union context of decentralization, subsidiarity, and
supra-national governance. This is analytically problematic in non-west-
ern contexts, because assumptions that are central to the frameworks
might not apply in non-Western cases. Secondly, the theories have
scant been applied to the contexts of surveillance and urban security.

Yet, scholars have already used both frameworks to study urban con-
texts of the Global South (Chigwata & de Visser, 2018; Croese et al,
2027; Cruces Burga & Devoto Ykeho, 2021; Hickmann & Stehle, 2019),
and recent contributions to the field of MLG have called for bolstering
research into considerations of security and digitalization (Roy, 2021;
Schroder, 2021), in addition to local autonomy being applied to the con-
text of ‘smart cities, which present unique issues of digitalized security.

Concepts and Definitions

City Government

The term ‘city government’ must be understood in a broad manner. In
some national contexts, city governments can have great legislative,
tax-raising, and other powers. In other contexts, urban metropolitan
governments may however be administrative units with minimal re-
sponsibility to provide basic services (Tonkiss, 2020). Thus, on a global
scale, the urban governmental structures are too varied to allow for
a narrowly defined definition of a city. Given these variations, the term
‘city government’ will be defined in its broadest sense for this work,
based on the following set of characteristics:

A city government is a formal organization with a legal authority

to exist which derives from a higher authority and with a distinctly
public character, tasked to perform specific functions within a distinct
geographic territory that is urban in nature.

We are aware that this broad definition has its weaknesses, but a
more detailed definition would not do justice to the global variation in
formal urban governance. By ‘city government’, we don't mean local
militias or other authorities with de facto control over a particular ur-
ban territory. The decisive element of a city government is its formal
authority with a de jure basis. By city government, we also don't mean
entities of a national government that act within a city. The national
police force - for example - would not be part of a city government as
it is administered by the national government. What we do however
mean by ‘city government’ is the government in its entirety - refer-
ring to its legislative, executive, and judicial branches. Keeping the
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importance of these three branches in mind, the executive branch will
however be most relevant when it comes to surveillance practices.

Surveillance

The word surveillance stems from the French word ‘surveiller’ which
means “watching from above” (ten Have & Patrao Neves, 2021). How-
ever, surveillance moves beyond the simple fact of watching by being a
purpose-driven endeavor; the purpose being that of using the informa-
tion gathered by watching others to achieve a specific goal. Foucault’s
(1975) understanding of surveillance as a disciplinary tool for ranking,
ordering, and normalizing individuals shows this idea. The fact that sur-
veillance means the monitoring of the surveilled by a surveiller implies
the existence of a power relationship (Harper et al, 2013).

Surveillance can therefore be defined as the “[..] monitoring [of]
people in order to regulate or govern their behavior” (Gilliom & Mona-
han, 2012, p. 2). This definition of surveillance provides room for much
interpretation. These debates can go so far that even practitioners on
the ground sometimes disagree on the question of whether surveil-
lance is taking place or not (Monahan & Wood, 2018).

In our research, we will limit ourselves to urban surveillance from

a distance using electronic devices (e.g. CCTV). These devices often
operate in union with software that makes sense of the gathered
data (e.g. Al-enabled facial recognition based on CCTV footage). In
doing so, our research will focus particularly on the use of so-called
surveillance-oriented security technologies (SOSTs), which is a col-
lective term to describe technologies that identify or prevent crime
by collecting information and observing residents (Pavone & Esposti,

2012). The term ‘surveillance-oriented’ is central, as not all new secu-
rity technologies are focused on surveillance. However, a significant
number of crime prevention and detection systems involve, or rely on
some type of monitoring or sensing component (Laufs et al, 2020).

)

There are multiple reasons for this choice to focus on SOSTSs. First,
the case of CCTV surveillance and facial recognition in urban spaces
coincides with the research activities of the Edgelands Institute (see
Annex 1). Second, other forms of surveillance (e.g. digitally transmit-
ted information) rarely respect urban boundaries and are thus less
fitting to our research objectives.

Power

In this report, we follow Bourdieu'’s original idea to conceptualize power
as capital (Bourdieu, 1986). The two terms are equal. His four types of
capital - economic, cultural, social, and symbolic - are not strictly sepa-
rated. Economic capital can for example be augmented by social cap-
ital. This fungibility of Bourdieu’s capital shows how one kind of power
can amplify others or be transformed over time (Moon, 2019).

While we will maintain Bourdieu's idea of the fungibility of capital, we
depart from his definition of the four types of capital. They are not
wrong per se, but we need to adapt his sociological conceptualization
to the context of urban security governance. Hence, we will build our
analysis on the typology of power provided by Suerie Moon (2019).
By defining power as “[...] the ability to shape the thinking and/or
actions of other actors [..]" (Moon, 2019, p. 5), she adopts an expan-
sive view of power which is needed to accommodate the multitude of
actors and interactions within the urban context.
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Given this expansive view of power, a city government can use its
different forms of power to shape the thinking and/or action of other
actors within the urban space (e.g. civil society or citizens) who have
interests that conflict with the city’s, in order to obtain their preferred
surveillance dispositive. An example would be that a particular city
plans on installing a particular type of surveillance camera that is
produced in a particular country with a questionable human rights
record. Other actors within the city - such as human rights groups -
might oppose this purchase. The city could now use different types of
power (according to the typology described below) to influence the
thinking of all actors involved in the debate about the purchase in
order to defend the deal.

Although Moon'’s (2019) typology was originally developed for glob-
al governance processes, many types of power remain applicable

to urban security governance with only minor adjustments. Table

1 presents the five types of power - economic, structural, moral,
expert, and discursive - we use in our research. Moon (2019) men-
tions three other forms of power in her typology, namely, physical
power, network power, and institutional power. However, these forms
of power are not included in our analysis for different reasons. First,
some of them are more applicable to power in the international
system than to urban governance. This is especially the case for
physical power (e.g. threat of military force). Second, with our desk
research method, we would be unable to find convincing evidence
for some of these types of power, for example in the case of net-
work power. However, future research, using other methods, should
try to incorporate network power.

Table 1: Typology of City Power, adapted from Moon (2019)

Type

Economic Power

Definition

“[T]he use of material
resources (e.g. money,
goods) to shape [.] think-
ing and actions [..]"”

Application

A municipal government with
high economic power has
sufficient financial resources
and autonomy to independently
fund its project without com-
promising on features.

Structural Power

“[T]he use of an actor’s
position in the structures
of society to shape the
thinking and/or actions of
other actors [..]"

A municipal government with
high structural power is able
to leverage a high degree of
vertical autonomy and a legal
mandate to implement deci-
sions without checks to its
authority.

Moral Power

“[..] when an actor shapes
the principles that others
believe to be right or
wrong, and the actions
that may then follow”

A municipal government with
high moral power can rely on
its reputation as an ethical and
law-abiding actor and is able
to justify its project as a public
good

Expert Power

“[..] when an actor shapes
what others consider to
be legitimate knowledge,
and therefore what they
understand to be factual-
ly true or correct”

A municipal government with
high expert power can rely on
in-house expertise, facts, data,
and the support of external ex-
perts to advance to its project.

Discursive Power

“[..] when actors shape
the language others use
to conceptualize, frame
and thereby define and
understand an issue”

A municipal government with
high discursive power is able to
deploy effective campaigning
and promotion strategies in
favor of their projects, including
convincing slogans.
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Methodology

Our analysis will proceed in two parts. First, we will carry out three
case studies; one for each chosen city. Each case study will first
descriptively present the process of deployment of a particular sur-
veillance technology during the last 10 years within this city, before
turning to a second, analytical part. In this second, analytical part
each case will be analyzed with an innovative method, inspired by the
one used in Alterman and Todman's CSIS report (2019). We adapted
the method to our study in close collaboration with our Edgelands
Institute supervisors.

Our method is based on a systematic comparison of categories, which
are broken down into specific indicators. In our case, the categories
are the types of power from Moon’s (2019) typology (supra). Each
indicator is formulated in a statement that can be answered with a
yes or no. An overview of the indicators is given in table 2, while the
full justification of each indicator can be found in Annex 3. This list of
indicators produces a checklist for each category, where every indica-
tor is one element in the checklist. For each case, we will therefore go
through the checklist and - if we have evidence for the existence of a
particular indicator - check this particular element for this particular
case. Hence, categories with a high count in the checklist are cate-
gories of power that seem to be comparatively more important in a
particular case than the other categories with lower scores. This pro-
vides a good understanding of what types of power were or weren't
present in a particular case city’s deployment of specific surveillance
technology. A more detailed explanation of the method for the analy-
sis can be found in Annex 3.

Given that the checklist criteria for every indicator are the same across
all three case analyses, the results from these analyses are comparable.
Hence, in the second part of the analysis, the three case study check-
lists will be compared in a cross-case analysis. This will allow us to draw
conclusions on similarities and differences between the cases and give
explanations for some of these differences/similarities.

The analysis will be based on secondary data, gathered through desk
research. This research method was chosen for two reasons. First,
our case cities are also the cities where the Edgelands Institute will
deploy its next research teams. Hence, on-the-ground interviews and
participant observation methods for these very same cases will be
used at a later point in time. Second, the resources for this applied
research project were limited.
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Table 2: Overview of Checklist Indicators for Analysis

A. Economic Power

A1 The city government has its
own budget for security

B. Structural power

B.1 The decisions of the city
government are not subject to
veto power of external govern-
mental authorities

C. Moral Power

C.1 The city government'’s sur-
veillance

D. Expert Power

D.1 The city has a history of
investing in innovative security
practices.

E. Discursive Power

E.1 The city government en-
gaged in public discussion of its
surveillance project

A.2 The city’s budget is suffi-
cient to support the entire cost
of the surveillance project

B.2 The city government holds
the executive authority to im-
plement its decisions

C.2 The city government is
generally perceived to advance
public security

D.2 The city government empha-
sizes police training as part of
its surveillance project

E.2 The city implemented a
concerted promotional strategy
and/or an advertising campaign

A.3 The city government can
levy its own taxes and/or has
other autonomous sources of
help funding to help fund its
budget

B.3 The city government auton-
omously decides how to allo-
cate its budget

C.3 The city government’s
surveillance project advanced
without allegations of corrup-
tion or abuse of power

D.3 The city government’s
rationale for the surveillance
project relied on security data

E.3 The city used particular
slogans or turns of phrase to
paint the surveillance project in
a positive light

A.4 The city's autonomous
sources of funding are sufficient
to support the entire cost of
the surveillannce project

B.4 The city government's
authority extends to matters of
security

C.4 The city government’s
surveillance project advanced
without significant pushback
from civil society

D.4 The soundness of the city
government’s surveillance
project was not significantly
challneged by security and tech-
nology experts

E.4 The city government’s
surveillance project advanced
without significant accusations
of misinformation

A.5 The city can deploy its
project without compromising
on key features for economic
reasons

B.5 The legality of the city gov-
ernment’s surveillance project
was not called into question by
the judiciary

C.5 The city government’s
surveillance project benefitted
from citizen buy-in

D.5 The city government lev-
eraged external expertise to
advance its surveillance project

E.5 There is evidence of public
buy-in to the city’s discursive
efforts and/or the city's discur-
sive arguments were boosted
by external actors
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CASE STUDIES

Our case studies will center around the deployment of a particular
surveillance technology between 2012 and 2022 in the cities of Lon-
don, Singapore, and Beirut. The selection of these case cities adhered
to Edgelands’ criteria for selecting cities, namely to ensure a diversity
of urban social contracts and governance arrangements.

Figure 1. Map of Case Cities

This specific criteria may limit the general applicability of our find-
ings, but this limitation was accepted as the main goal of our applied
research here is to contribute to the work of the Edgelands Insti-
tute. In addition to the Edgelands Institute’s criteria, each city was
selected because of certain specificities.

The choice of London corresponds to a desire on the side of our

team to analyze a European city, so that we can effectively enhance
our research by comparing cities from different geographical re-
gions. In addition, from a purely operational point of view, London
responds to found practical needs, such as resources available in a
language understandable to each member of the group (English);
and an already extensive literature, which allows us, since our work
is desk research, to be more efficient.

Our second case - the city-state of Singapore - has a unigue history
as this has grown to be one of the most prosperous nations, with
very high economic freedom and export rates. However, it faces
several challenges in the international domain concerning security
in Southeast Asia. It is this scenario that made the city of Singapore
interesting for our research. Moreover, it emerges as a highly devel-
oped city albeit not a Western one. This will make a comparison to
our European case more interesting. An additional perspective that
makes this city appealing for our research arises when applying the
city versus state government dualism, as this is a city-state. The
case will therefore also serve the purpose of problematizing some
of the assumptions in our theoretical framework.

The choice of our third city fell on Beirut because - in addition to be-
ing among the cities in which the Edgelands Institute will be active
in the coming vyears - it represents a unique scenario in the global
landscape. The city offers a relatively extreme case concerning the
expansion of its security system and the levels to which it inter-
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feres with the daily practices of residents. Moreover, it represents
an interesting research case because of its high fragmentation,
privatization, and contestation level. Furthermore, as our research
is projected toward analyzing the use of digital technologies in the
security domain, it will be interesting to identify how a city such as
Beirut, which is highly militarized, deals with digitalization.

London

City Profile and Context

Founded by the Romans two thousand years ago, London has

long been one of the world's great cities, with connections forged
through centuries of international commerce. Due to the effects

of Britain’s first industrial revolution, London held the title of the
biggest metropolis in the world for most of the 19th and early
20th centuries. Nine million people call it home now, and its diver-
sity reflects both its character and position in the global economy:
more than 300 languages are spoken, and 37% of Londoners were
born outside of the United Kingdom. 40% of Londoners also iden-
tify as black, Asian, or members of an ethnic minority (World Cities
Culture Forum, 2022). After Britain’s manufacturing foundation was
lost, London preserved its economic and cultural vibrancy through
innovative service sectors. It is @ major hub for cultural and creative
industries as well as financial and commercial services. This indus-
try’s strengths span a wide spectrum, including publishing, music,
design, fashion, cinema, and television, as well as a rapidly growing
technology sector.

London covers an area of 607 square miles and is administered by
the Greater London Authority (GLA). Based in City Hall, the GLA is
governed by the Mayor of London, currently Sadig Khan, and the
London Assembly. The mayor provides a wider strategic direction
for the capital and its policies cover all 32 boroughs and the City of
London. In accordance with our research objectives, we will mainly
focus on the role of the mayor of London, and that of other munici-
pal actors involved in urban security.



>
[
o
=]
(9]
e}
7]
Q
T}
N
=
2
o)
o
s
o
3
=]
T8
o
d
3
=
<
£
oz
3
o
o
>
=
(V)

Administration and Security Provision

Table 3: Major actors in London

Major Actors Responsabilities

Mayor of London provides citywide leadership and cre-
ates policies in the public interest. Sets
strategies annd budget for policing

Mayor's Office of Policing and Crime | responsible for overseeing the Met-
(MOPACQ) ropolitan Police Services (MPS) and
ensuring public accountability

Metropolitan Police Commissioner controls all activities of the MPS, Ac-
countable to the Home Secretary and

MOPAC

London Policing Ethics Panel (LPEP) | provides ethical advice on policing is-
sues that may impact public confidence

Biometrics and Surveillance Camera | provides citywide leadership and cre-
Commissioner (BSCC) ates policies in the public interest. Sets
strategies and budget for policing

Information Commissioner’s Office responsible for overseeing the Met-
(Ico) ropolitan Police Services (MPS) and
ensuring public accountability

controls all activities of the MPS. Ac-
countable to the Home Secretary and

HM Treasury Office

MOPAC

In March 2022, the Mayor released the draft of his Police and Crime
Plan for London. The plan sets out the mayor’s commitment to ensure
that the London Police Service has the resources it needs to put more
officers on the streets to tackle violence and to respond to the de-
mands and pressures involved in policing in a capital city. The plan also
outlines actions the mayor is taking to continue holding the MPS to ac-
count, ensuring that all Londoners have confidence in their police force.

The four key themes of the plan can be summarized as reducing
and preventing violence; increasing confidence; improving victim
assistance, and protecting people from being exploited or harmed
(London Metropolitan Police, 2022).

Meaningful is also the role of the mayor in drafting the annual budget
for implementing the above policy plan. The fulfillment of this func-
tion is realized through the Mayor’s Office of Police and Crime (MO-
PAC). Likewise, MOPAC is recognized by the Police Reform and Social
Responsibility Act 2011 with responsibilities including overseeing the
Metropolitan Police Service (MPS) and ensuring public accountability.

However, the mayor and MOPAC do not take on all responsibilities in
urban security. Operational policing decisions are among them; they are
entrusted to the Metropolitan Police Commissioner. The latter repre-
sents the most important and influential policing role in the United
Kingdom. The Commissioner is operationally independent, working
closely with the Mayor’s Office for Crime and Policing (MOPAC) to exer-
cise control over all the force’s activities. Furthermore, the Commission-
er is not only accountable to MOPAC, but also to the Home Secretary.

Alongside the local actors, attention should also be drawn to the
national institutions that play a role in protecting and safeguarding
the security of London. Specifically, we want to refer to the Biome-
tric and Surveillance Camera Commissioner (BSCC), the Information
Commissioner’s Office (ICO), and the London Policing Ethics Panel
(LPEP). These respectively are responsible for monitoring that sur-
veillance activities are conducted in line with the National Code of
Practice for Surveillance and for regulating relations with the public,
promoting data transparency to nurture public confidence in the

activities of the police and its organs.
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For economic aspects concerning the availability of resources to im-
plement Police and Crime policies, prominent is the role played by the
HM Treasury Office. The Treasury Office disposes of the funding de-
rived from the central government directed to the financial coverage
of security activities implemented by the London government. More in
detalil, the latest annual budgets approved by the central government
describe a financial situation highly dependent on funds coming from
the central government (MOPAC, 2020). Indeed, a handout of funds
amounting to an average of 55 % of the total budget is recorded in
each of the periods under review (MOPAC, 2022).

)

In the description just given, there are deliberately no mentions
regarding the involvement of private companies and foreign compa-
nies and/or governments, as no information regarding their involve-
ment in this matter was found. Therefore, it can be assumed that
the issues related to security in the English metropolis originate and
are exhausted within the national boundaries involving, as seen, only
the bodies in charge of it, be it on a local or national scale.

Hence, the actors introduced work synergistically and on multiple
levels to reduce the risk rates of incidents that may undermine
public safety. As such, the key threats that the London Metropolis
is called upon to address and/or prevent can also be declined on a
local and a national scale. Domestic issues are intrinsically linked to
those in the social fabric, thus poverty, homelessness, alcohol and
drugs, violence, and burglaries. On a national scale, the issues that
also directly and/or indirectly afflict London fall under cybercrime,
organized crime, and terrorism. Of these, organized crime appears
to be the most significant issue because-- according to the Nation-
al Crime Agency report (2018)-- “[...] it affects more citizens, more

Figure 2: Timeline of public surveillance technology in London

8,000 public CCTV
cameras in London
[

City purchase and trial
of LFR technology from
Japanese firm NEC

[

Adoption of the National
Code of Practice

Last official trial of LFR
]

Report shows 57% public
approval of LFR use

Digital rights groups issues
joint call for end of LFR use

LFR technology becomes
operational
[

Mayor reaches agreement
with NEC to improve RFR
technnology

[

Adoption of city’'s 2022-25
Police and Crime Plan

63,000 public CCTV
cameras in London
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often, than any other threat to national security and causes more
deaths in the UK than terrorism, war, and natural disasters com-
bined” (National Crime Agency, 2018, p. 8).

Public Surveillance Technology

Within the context described above, part of the strategy adopted

by the London government to tackle security threats includes the
adoption of Closed Circuit Television (CCTV), which is implemented
widely across London and the UK (Dixon et al, 2003) - Research
conducted by Clarion Security Systems has estimated that there are
942,562 CCTV cameras in London, a number resulting from all CCTV
cameras in the area - public and private (Barker, 2022).

Moreover, based on the report published by Big Brother Watch in
2012, and thanks to recent studies conducted by Clarion Security
Systems, it is possible to estimate that the number of CCTV Camer-
as controlled by the London government in the past 10 years has
increased by 238.16%.

The total number of cameras and municipal control has increased
from 7’911 units in 2012 to 20’873 in 2022. In addition to these,
cameras operated by Transport for London (TfL) and those used
directly by the Metropolitan Police should also be considered as be-
longing to the public sphere. Thus, the number of public CCTV cam-
eras across London rises to approximately 63,449 (Barker, 2022).

The numbers exposed give us useful information for understanding
the number of private cameras in operation compared to those of
public-operated CCTV cameras. The study estimated that across
the entire UK private CCTV cameras could outnumber public CCTV

cameras by as much as 70 to 1 (Barker, 2022). This finding opens up
a concern regarding the lack of clear regulations governing privately
operated cameras. Nevertheless, while relevant, this discussion is de-
liberately deferred to future studies. The emphasis of this research
is on the development and implementation of new CCTV systems

- namely, Retrospective Facial Recognition (RFR) and Live Facial
Recognition (LFR).

Before delving into the process that led to the adoption of the two
technologies under consideration and the subsequent updates,

it is necessary to briefly define them: RFR is a software system
responsible for identifying post-event individuals from images or
videos, which is done by sending an image or video to the system.
The image is compared with all images of individuals in the refer-
ence image gallery, and a set of ranked candidates is returned to an
agent for human evaluation (MOPAC, 2021). LFR on the other hand
is a real-time deployment of facial recognition technology, which
compares a live camera feed (or multiple feeds) of faces against a
predetermined watchlist, in order to locate persons of interest by
generating an alert when a possible match is found (for more, see
Annex 2) (MOPAC, 2021).

Recent developments have led to the implementation of RFR and
LFR technologies in the British capital. Each of these involves the
Japanese tech firm NEC, from which the London government pur-
chased both software. The newest RFR software was purchased

in 2021, based on a four-year contract worth £3 million (MOPAC,
2021), while the LFR technology was purchased earlier by the May-
or of London - in 2016 (Hayward, 2019). However, of the two, the
LFR technology is the one that has been the subject of the most
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experimentation. London police have been testing LFR technology
starting from 2016. Since then, nine more trials have been conduct-
ed, the last of which took place in February 2019, before becoming
operational in early 2020 (Klovig Skelton, 2020).

However, the implementation of these technologies did not take
place with the total complicity of the population. It is worth not-
ing the presence of challenges, mainly related to the nature of the
technologies in question. Indeed, the potential violation of privacy
to which software such as RFR and LFR can lead is questioned. This
issue has been picked up by NGOs such as Big Brother Watch, which
is still campaigning against the use of these technologies, calling
for clearer regulations defining how they can be used (BBW, 2019).
Nevertheless, a recent survey conducted by LPEP found that among
the population there is generally widespread appreciation regarding
certain purposes for which RFR and LFR are used. Specifically, what
emerges is an 83% appreciation when such technologies are used
to identify individuals linked to terrorist activities and/or organized
crime (London Policing Ethics Panel, 2019). Correspondingly, a de-
cline in acceptance is reported when they are involved in the detec-
tion of subjects linked to minor crimes, in which case it falls below
50% (London Policing Ethics Panel, 2019).

Consequently, in view of the campaigns led by these digital rights
groups, the legal framework in which the RFR and LFR operate was
further rectified, to ensure the most legally compliant use. Thus,
European legislation was first framed, then declined at the national
level before being further regulated by local realities. Therefore, this
legislative framework requires that the use of these surveillance
technologies is performed in accordance with the European Con-

vention of Human Rights and the Data Protection Act 2018 (DPA),
as well as Article 35 of the General Data Protection Regulation
(GDPR). Subsequently, national bodies such as the BSCC and the ICO
take over, which have been granted by the Protection of the Free-
dom Act of 2012 (PoFA) the authority to oversee the implementa-
tion of these technologies. Concretely, the aforementioned entities
ensure that RFR and LFR are used in accordance with the Police
and Criminal Act of 1984, the National Code of Practice of 2018,
and the previously mentioned DPA of 2018.

In conclusion, as mentioned above, further opportunities for regu-
lation materialize at the local level. In this case, the key players are
the MOPAC, jointly with the LPEP. Indeed, it is these two who estab-
lish, within the MPS, an additional oversight body such as the Facial
Recognition Technology Board, as well as providing themselves a
further degree of oversight and control.

Case Analysis

The following is an analysis of the most striking results from the com-
pleted checklist in Annex 4, which has for object the Implementation
of RFR and LFR technology in London over the period 2012-2022.

Surprisingly, what emerges from our analysis is London’s high eco-
nomic dependence on the Central Government. Indeed, unlike other
areas of local government, whenever policing and crime are con-
cerned, the local authority is severely constrained by the need to
receive funds from the central government.
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Figure 3: Power typology graph for London

This statement finds its justification in the annual budget allocated
to MOPAC/MPS operations, which presents a remarkable 50% of
total funds as coming from the central government (MOPAC, 2022).
Therefore, despite the considerable freedom granted to the Mayor
of London, his government can only do little relative to the injection
of additional economic capital where needed. Despite the possibility
that is given to the mayor to re-allocate the budget according to

his or her strategies, our research has come across documents that
demonstrate a general situation of underfunding of the budget al-
located to policing and crime strategies in the British Capital, which
has the potential to damage the implementation of planned security
policies. Though directly denounced by the Mayor and MOPAC, the
latter seems to have not yet been subjected to improvement. There-
fore, we can indirectly argue that the Mayor of London’s executive

power, despite receiving no direct constraints from peer bodies, is
constrained by the financial availability provided by HM Treasury.

However, when we come to the analysis of the structural power
exercised by the government of the London Metropolitan City, the
situation is reversed. Our research emphasizes how the Mayor of
London and the organs reporting to him have a high degree of de-
cision-making autonomy concerning the administration of public af-
fairs relative to security issues (for more see Annex 4. B). An illustra-
tive example is a unilateral willingness to advance the surveillance
technology at hand that led the mayor to work out an agreement
with the technology company NEC. Sadig Khan adopted this deci-
sion freely, in consensus with MOPAC and the MPS.

Continuing, in the analysis of moral power, a balanced situation is
highlighted. Indeed, the local population generally seems to like the
policies adopted during the period under review by the mayor. Even
regarding RFR and LFR technology, it must be acknowledged that
despite the criticism received regarding the possible (and so far
only alleged) invasion of privacy to which these may lead, there is
general public appreciation. Indeed, it is the London Policing Ethics
Panel that has collected data showing a 57% appreciation regarding
the use of surveillance technologies. Nevertheless, this percentage
deserves more proper contextualization. In fact, during that analysis,
the LPEP reported a tendency for appreciation to fluctuate, due to
the kind of use that is made of RFR and LFR. More clearly, when this
surveillance technology is used for serious crimes (terrorist attacks,
cybercrime, organized crime, etc.) its approval rating reaches 83%,
differently when it comes to minor crimes it drops below 50% (Lon-
don Policing Ethics Panel, 2019).
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Going further, discovering London’s high expert power did not sur-
prise us. It is known to most that London has always been a bench-
mark for other cities in a variety of areas, and that of security did
not seem to be any different. Indeed, it stands out in a multiplicity
of actors involved in all phases of the local surveillance project, to
which they contribute by conferring parameters of efficiency and
legality. In the constant technological progress undertaken, the
MPS, as an implementation terminal, plays a key role. Hence, we can
understand the Mayor’s interest in constant training of the police
force, which, in addition to being functional in the proper use of the
technologies provided, also contributes to building citizens' confi-
dence and trust in the police force.

Finally, in addressing the discursive power of local government, it
seems to be precisely the trust and confidence that citizens have

in the MPS, which is emphasized by the mayor and his government.
Indeed, this emerges as one of the four cornerstones on which the
Mayor’s police plan lays its foundation, along with reducing and pre-
venting violence, better-supporting victims, and protecting people
from being exploited or harmed (London Metropolitan Police, 2022).
Nonetheless, although publicly expressed on several formal occa-
sions, no other evidence was found during our research that could
attribute a higher score in discursive power to London.
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Singapore

City Profile and Context

The city-state of Singapore is a young nation that was born out of
a journey from British colonialism to Malaysian independence to an
individual nation-statehood from the violence of 1960s race riots.
Singapore’s legal and political attitudes towards security have been
an integral part of state-building due to its concept of ‘Total De-
fence’ which comprises six pillars, i.e. Military, Civil, Economic, Social,
Digital, and Psychological Defence (Matthews & Yan, 2007).

The 'Founding Father’ of Singapore, Lee Kuan Yew, is credited with
the success and development of Singapore into a financial power-
house and one of the most secure states in the world who served
as a leader from 1959 and was the first elected Prime Minister until
1990 (Adam & Chen, 2015).

The People’s Action Party (PAP) was founded by Lee and has politically
and socially been relevant for the formation and implementation of
security policies as they have governed the state continuously since
1965 (The Economist, 2015). Due to this longevity, PAP has established
its hold on the majority of the Singaporean Parliament, establishing
common and continuous policies for security and development.

The city-state is currently made up of 5.64 million out of which 1.57
million are immigrants showcasing its popularity among immigrants
due to high standards of living and better employment opportu-
nities since historical times (Department of Statistics, 2022). Thus
Singapore embraced multiracialism as its official multicultural policy
during its foundation in 1965, leading to four main racial groups i.e.

of Chinese, Malays, Indians, and Others, being categorized as CMIO
collectively by the government.

Administration and Security Provision

In terms of the legal and political-administrative system, the de
facto one-party state of Singapore is not without critics. Singapore,
which is one the world’s wealthiest nations has achieved an as-
tounding level of development and economic growth but has also
been considered often by Western states as lacking the characteris-
tics of a full democracy. However, the focus on an efficient and prac-
tical government, investor-friendly trade policies, and the presence
of social order for its multiracial society has made Singapore one of
the strongest nations in the world economically, and also a target
for terror attacks due to its surrounding geographic location charac-
terized by corruption, political instability, and increasing challenges
with radicalization from its neighboring countries (Chun Han, 2015).

Thus, the government’s approach towards managing its multicultural
composition has been important due to the race riots experienced in
the 1950s and 1960. The riots during that time made a lasting im-
pression on Singapore’s government and the importance of racial and
religious harmony within the region became necessary from a securi-
ty context. Hence, the government focused on the effects of fear and
community division which could create a threat to peace and har-
mony, especially post 9/11, when the area of the Malay Archipelago,
became the ‘second front’ in the war against terrorism (Vasu, 2008).
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Table 4: Major Actors in Singapore

Major Actors Responsibilities

Prime Minister's Office Approves the government’s agenda,
leads cabinet meetings, oversees gen-
eral policy direction and execution

Ministry of Home Affairs (MHA) A KA. the Home Team, responsible for
overseeing national security, public
security, civil defense, border control

and immigration

Singapore Police Force (SPF) Principal nation law enforcement agen-
¢y, responsible for crime prevention

and safety and security nationwide

* No distinction between central and city

government

Under the supervision of the Ministry of Home Affairs (MHA), the
Singapore Police Force (SPF) is the principal law enforcement agen-
cy for the city-state which found itself facing new issues when
arrests were made of terrorists belonging to Jemaah Islamiah (J1)

in 2002 who were planning to attack Singapore. This led to SPF
becoming an early adopter of using CCTVs to enhance policing and
counter threats.

Public Surveillance Technology

In 2003, the SPF introduced the Public Camera Zone (PCZ) project
to provide surveillance of strategic commercial precincts due to

the 2001's Jemmah Islamiyah’s bomb plot (Chew, 2009; L. U. Liang,
2014). This was followed by The Hawk Eye Remote Observatory Sys-
tem (HEROS) introduced in 2013 which comprises high-rise CCTV
cameras that are capable of capturing faces and vehicle number

plates (Sapuan, 2013) and complements the existing street-level
PCZ program (L. Y. Liang, 2013). All of the CCTV monitoring systems
integrate data from external CCTV cameras in the public transport
network and the commercial resorts to support frontline policing
which is being added to the Unified Surveillance Platform (USP) to
support real-time incident management (Koon, 2014).

The surveillance of the state is one of the methods to secure the
city, which the Singapore Police Force (SPF) actions are reflected
through the proliferation of CCTV cameras and the use of Big Data
(Au- Yong, 2014; Heng, 2016).

Thus, the most extensive ongoing project for the installation and
use of CCTV is the Police Cameras (PolCam) initiative which has
seen the installation of over 90,000 cameras at some 10,000 Pub-
lic Housing Blocks (PBH) which are managed by the government,
followed by further installation of more than 200,000 cameras by
2030 (Chua, 2021). The PolCam Network which began in 2012 has
been credited with solving more than 5,000 cases ranging from
criminal investigations to finding missing people (Dass, 2022).

The government’s initiative to become a ‘Smart Nation’ since 2014
has them deploying cameras and sensors which gather data ranging
from pedestrian movement to air quality to the well-being of elderly
residents in their homes (Poon, 2017; Watts & Purnell, n.d.). Around
80% of Singaporeans reside in PHB and at the end of 2016, all
public housing and multi-story car parks that accompany them have
been fitted with CCTV cameras.

CCTVs do not only act as a tool to watch and control the population
for the government but also view the deployment of surveillance as
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Figure 4: Timeline of public surveillance technology in Singapore

Arrest of Jemaah
Islamiyah (JI) terrorists
[

Introduction of Public
Camera Zone
[

Beginning of PolCam
Network (PolCam 1.0)

Deployment of Unified

Surveillance Platform
]

Formation of Smart
Nation Initiative

Establishment of New Police
Operations Command Centre

Expansions of Polcam
Network (PolCam 2.0)
[

Installation of more than
90,000 PolCams

the solution to preventing unwanted incidents from happening again.
Be it to discourage future riots within the multiracial society (L. V.
Liang, 2013) or to stop wild boar attacks (Lee, 2017), every problem-
atic incident that occurs in the island state is usually followed by the
deployment of surveillance cameras as a security intervention.

Despite such a drastic and large presence of surveillance, the pop-
ulation has a positive perception towards the SPF initiatives to the
extent that there is a growth in lateral surveillance in Singapore in
which citizens are beginning to adopt surveillance techniques into
their normal lives. Besides the popularity within the population of
the Vehicles on Watch (VOW) project of the SPF (Singapore Police
Force, 2015), another example of lateral surveillance occurs on the
metro trains in which citizens use their mobile phones to capture
photos or video which would then be uploaded onto the Internet,
most commonly on the citizen journalism such as STOMP when they
encounter mistreatment or improper behavior (Skoric et al,, 2010).

Case Analysis

The following is an analysis of the most striking results from the
completed checklist in Annex 5, which has for object the Police
Camera (PolCam) programme led by the Singapore Police Force
over the period 2012-2022. The analysis indicates how Singapore’s
legal and political commitment towards security for maintaining ra-
cial and religious harmony has been integral to state-building, which
is showcased by achieving full grades in economic, structural, and
moral power.

Singapore’s financial capacity has allowed the Ministry of Home
Affairs to implement its surveillance projects without any financial
worries to the extent that the SPF has separated the operation-

al, repair, and new programs for PolCam separately in its financial
budget as it receives a large share from the MHA budget. Interest-
ingly, while deploying new systems, one would expect cost-cutting
and tussling between the Ministry of Finance and the SPF for better
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technology. However, the Ministry of Finance not only acknowledges
the increases in expense for the better camera but defends the SPF
by stating that the security of the nation is more important.

Figure 5: Power typology graph for Singapore

The high score in structural power of Singapore showcases that

no issues are being faced by the SPF and MHA in enforcing its
surveillance project, but has to keep in mind that legislation and
governance structure, which is highly controlled in nature. Being a
city-state and having a unicameral system, keeping security as its
utmost priority due to its past incidents and present threats, the
SPF hardly faces any resistance in terms of either budgetary issues
or the execution of its programs as its principal and national law
enforcement agency.

The moral power score does not only show the commitment of the
government of Singapore to protect its citizens but also the citizen’s
dedication to protecting the nation which has been ingrained into
them through concepts such as: ‘Total Defence’; maintaining social

and religious harmony; most of the men being part of the National
Service which further makes them realize the importance of security.
Also, the commendable work and high trust for the Singapore Police
Force don't only reflect through the absence of protests or incidents
showcasing misuse of power but also through citizens participating in
the surveillance programs by buying private cameras.

Despite being one of the tech hubs in the region, and having the
Home Team Science and Technology Agency (HTX) which is re-
sponsible for advancement in MHA's security operations, Singapore
scored least in expert power. The main reason behind these is the
sudden deployment of cameras to tackle issues ranging from wild
boar attacks to a riot in the area, where a six-fold increase in new
camera installations is noticed. Furthermore, the lack of evidence
from experts for the PolCam Project could either indicate that they
are solely dependent on HTX for the assessment, or they hire exter-
nal experts whose reviews are kept classified. Yet, taking advantage
of being a tech hub along with the regional headquarters of major
tech companies, the HTX is partnering with these companies for
further advancements of its system.

Finally, in terms of discursive power, despite having a strong bond
with its community, the SPF and MHA actively carried out cam-
paigns to make the surveillance project look like the ‘safeguarder’ of
a neighborhood. The PolCam is advertised as a deterrent and a tool
for preventing crime, rather than a tool of surveillance. By using
statistics and incident reports in its social media posts, the SPF has
shown the PolCam as a value-adding and necessary tool not only
for them but also for the citizens, which has been agreed upon, es-
pecially by the citizens living in PBHs (i.e. citizen buy-in).
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Beirut

City Profile and Context

Beirut is one of the world's oldest inhabited cities, with a history
stretching back thousands of years through its role as a major city-
state of the Phoenician civilization. Today it serves as the capital
of the multiconfessional Lebanese Republic, established by coloni-
al France in the 1920s and independent since the mid-twentieth
century (UN-Habitat Lebanon, 2021). The largest municipality in
Lebanon, Beirut is home to half a million residents. Bigger still, the
metropolitan area of “Greater Beirut” accounts for over a quarter
of the country’s six million inhabitants (UN-Habitat Lebanon, 2021)
making it the third largest city in the Levant region and a major
cultural and economic hub for the Arab world and for a Lebanese
diaspora that is as large as the country’s resident population (Sal-
iba, 2012; UN-Habitat Lebanon, 2021). The capital hosts an array
of government entities, embassies, international organizations, and
influential cultural and educational institutions.

)

Beirut's population is virtually a microcosm of Lebanon’s demo-
graphic diversity in a country governed on the basis of confessional
identity. Lebanese politics operate on a sui generis system in which
elected offices and appointed positions of power are apportioned
among members of 18 recognized ethnoreligious groups (Belhad;j et
al,, 2015; UN-Habitat Lebanon, 2021; van Veen, 2015). Leaders are
democratically elected but voting rights are restricted to one's de-
clared confessional belonging and place of residence—or rather that
of one’s ancestors, as no official census has been conducted since
the French Mandate in 1932, given high stakes for the sectarian

power balance (Barshad, 2019; UN-Habitat Lebanon, 2021). Like-
wise, access to citizenship on the basis of naturalization has flam-
mable political ramifications and is heavily circumscribed in practice
(UN-Habitat Lebanon, 2021).

Sectarian politics thus make it impossible to accurately estimate the
demographic breakdown of Beirut's population. Lebanese citizens

in Beirut are, certainly erroneously, said to be evenly split between
Muslims (Sunni, Shia, and a small number of Druze) and Christians
(Maronites, Greek Orthodox, Armenians, and several other Catholic,
Orthodox, and Protestant minorities) (Salibi, 2022). Greater Beirut is
also home to some 300,000 Palestinian and Syrian refugees, ac-
counting for a quarter of the city’s population, as well as the ma-
jority of Lebanon’s 400,000 migrant workers (UN-Habitat Lebanon,
2021). The city is densely populated, with just under 20,000 inhabit-
ants/km2 (UN-Habitat Lebanon, 2021).

Despite the city’s diversity, most Beirutis reside in overwhelmingly
homogeneous neighborhoods, down to the level of individual streets
or blocks in the case of ‘mixed’ quarters, largely the legacy of the
civil war that roiled the country from 1975 to 1990 (Belhad; et al,
2015; Fawaz et al, 2012). During that time, the city was divided
along a so-called ‘Green Line’ that demarcated areas controlled by
Christian and Muslim militias. To this day, the eastern part of the city
remains overwhelmingly Christian while Muslims make up the major-
ity in the western part of Beirut, including the Shia-majority south-
ern suburbs, with the exception of the historically mixed cultural
and economic hub of Ras Beirut (Belhadj et al,, 2015; Fawaz et al,,
2012; UN-Habitat Lebanon, 2021). Refugees and migrant workers
live throughout Greater Beirut, in even greater concentrations in
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the poorer neighborhoods along the former Green Line and on the
outskirts of Beirut municipality (UN-Habitat Lebanon, 2021).

Lebanon’s sectarianism has long posed the greatest challenge to
Beirut's security (Belhadj et al, 2015). Despite the end of the civil
war, many wartime leaders and their families continue to dominate
the political landscape, after militias disarmed and rebranded as po-
litical parties (van Veen, 2015). Political confrontation feeds insecu-
rity, but governing elites also share a collective interest in maintain-
ing the status quo, including a weak central state against which they
consolidate loyal constituencies through cronyism, corruption, and
clientelist provision of public goods and services (van Veen, 2015).
Eviscerated, the weak state has been on display since the early
2000s throughout street skirmishes, political assassinations, indis-
criminate bombings, and full-scale conflict fueled by sectarianism
and its regional and geopolitical imbrications (van Veen, 2015).

The interplay of sectarianism and migration, particularly the polit-
ical mismanagement of migration, has been a persistent theme in
Beirut's insecurity (Sharro, 2013). In the last decade, the presence
of Syrian refugees--who at one point accounted for as much as
one-quarter of the population and were driven to cities on account
of government ‘no-camp’ policies—has been repeatedly cited as

a central security concern by political leaders and citizens alike
(Chuter, 2015; UN-Habitat Lebanon, 2021). This threat perception
was aggravated by the legacies of Lebanon'’s long Syrian occupation
(1976-2005) and sectarian leaders’ imbrication in the Syrian con-
flict, as well as difficult memories of Palestinian refugee camps and
concerns over the sectarian status quo (Chuter, 2015).

Yet more recently, many citizens have identified the country’s po-
litical elite as the main source of insecurity. In October 2019, Bei-
rut was the epicenter of nationwide peaceful protests against the
ruling elite that brought one-fifth of the Lebanese population to the
streets and met with a severe crackdown by security forces (Am-
nesty International, 2020; UN-Habitat Lebanon, 2021). The protests
triggered the government'’s resignation and political turmoil but the
sectarian status quo has largely prevailed, even after the August
2020 explosion in Beirut's port that killed more than 200, injured
over 6,000, and left another 300,000 homeless (UN-Habitat Leba-
non, 2021). The negligence of national political leaders is the sus-
pected source of the explosions; derailed official investigations have
only cast further light on political corruption and unaccountability
at the state level (Dadouch & Durgham, 2021).

Administration and Security Provision

There is no single supra-communal or federative entity to govern
Greater Beirut, a continuously built-up urban area that spreads
across the municipality of Beirut (MoB), located in the Beirut Gov-
ernorate, and 30 smaller municipalities in several districts of the
surrounding Mount Lebanon Governorate (UN-Habitat Lebanon,
2021). While governorates are merely administrative divisions of the
unitary central state, municipalities are legally distinct, and endowed
with juridical personality and administrative and financial autono-
my (Mourad & al-Siddig, 2018). Directly elected by voters every six
years and led by a mayor, municipal councils have many powers and
prerogatives established by law, including the provision of security
and the administration of an armed municipal police force (Loi Sur
Les Municipalités, 1977; Mourad & al-Siddig, 2018).
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Despite this autonomy, the law still sees municipal power heavily
circumscribed by the central government, especially through the
tutelage of the Ministry of Interior and Municipalities (MolM). As the
representative of the MolM, the Governor has not only a central
consultative role pertaining to the resources the government can
make available to the municipality, but must in fact review all deci-
sions and legislation emanating from the municipal council, and a
large array even requires their approval (Loi Sur Les Municipalités,
1977). Even the territorial integrity and geographical reach of the
municipality are subject to central decision-making (Mourad & al-Sid-
dig, 2018). In fact, a recent parliamentary proposal to divide Beirut
into two separate municipalities was decried by a number of local
residents as a means to further disempower local government and
entrench sectarian governance (Hijazi, 2022; SBI, 2022a).

The MoB is administratively unigue from the rest of its metropolitan
area in several key respects. First, the governorate and municipality
of Beirut share contiguous borders, there being no other towns or
administrative districts within the division (Mourad & al-Siddig, 2018;
UN-Habitat Lebanon, 2021). Second, the capital’'s municipal council
is purely deliberative and the Mayor does not have the executive
power to implement its decisions, that authority instead resides with
the Governor of Beirut (Mourad & al-Siddig, 2018).

Table 5: Major actors in Beirut

Major Actors Responsibilities

Internal Security Forces (ISF)

Militarized civilian police and intelligence
agency reporting to the MolM, in charge
of law enforcement, traffic, public safety
and order. Historically under the sectarian
political influence of Sunni elites

Lebanese Armed Forces (LAF)

Military force reporting to the Ministry of
Defense and President, with purview over
domestic security and civil unrest and a
sizable intelligence wing. Historically under
the political influence of Christian elites,
but viewed as a succesful case of multicon-
fessional integration

General Directorate of General Se-
curity (GS)

Intelligence and border security agency
oficially reporting to the MolM but under
the political innfluence of Shia elites and
the armed Hezbollah party

Municipality of Beirut (MoB)

Elected council responsible for deliberating
over local regulations and ensuring their
enforcemennt through a municipal police
force. Mayor does not possess executive
power, requires GoB approval to implement
council decisions

Governor of Beirut (GoB)

Local representative of the central state,
reporting to the Ministry of the Interior
and Municipalities (MoIM). Possesses sole
executive authority over the MoB

Neighborhood Committees & Private
Security Contractors

Private actors involved in informal sur-
veillance and security enforcement, often
in collaboration with sectarian national
political parties

Political Parties

Sectarian political organizations, many of
which trace their roots to civil war-era mi-
litias and maintain informal but influential
security apparatuses
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In both cases, the result is direct involvement by the Minister of the
Interior in municipal decisions (Mourad & al-Siddig, 2018). On the
other hand, the MoB benefits from a more significant population,
economy, and real estate park than neighboring municipalities, which
it can tax to help autonomously fund a yearly budget that totaled
USS$240 million in 2017 (Alieh, 2017).

While the MoB has the mandate and resources to participate in security
provision in the city, its role is only as important as the central gov-
ernment likes it to be. Municipal police forces in Lebanon are generally
weak secondary actors whose role is limited to enforcement of munic-
ipal regulations, secondment to the national police, and bureaucratic
tasks (Saliba, 2012). Despite greater resources and investments, Bei-
rut’s municipal police force is far from international standards (Saliba,
2012), although its manpower enables it to be an effective partner of
state security agencies (L'Orient-Le Jour, 2013b, 2020b).

The three most prominent state security actors, each active in se-
curity provision and surveillance in Beirut, are the Internal Security
Forces (ISF), the Lebanese Armed Forces (LAF), and the General Di-
rectorate of General Security (GS). The ISF, the national police force
that reports to the MolM, is responsible for public order, crime, pro-
tection of property and persons, traffic management, and enforce-
ment of national laws and regulations (Arakji, 2022; Saliba, 2012;
van Veen, 2015). Albeit in a superior league to municipal counter-
parts, the ISF is equally perceived to be an ineffective police force
lacking in professionalism and does not command great respect
(Belhadj et al,, 2015; Geha, 2015). The LAF, the national military
force which reports to the Ministry of Defense and the President, is
cited as a successful case of post-war multiconfessional reconstruc-

tion and is the most esteemed among generally distrusted state in-
stitutions (Belhadj et al, 2015; Geha, 2015; Knudsen & Gade, 2017,
Saliba, 2012). In addition to its external security mandate, the LAF is
deployed across the country to manage internal unrest and ensure
domestic order (Belhadj et al,, 2015; Saliba, 2012). The GS mean-
while is the primary intelligence agency, reporting to the MolM, and
also has responsibilities over passports and visas, monitoring foreign
nationals, and media censorship (Arakji, 2022; Nashabe, 2009; Saliba
2012). Overlap and duplication across these institutions is signifi-
cant, as evidenced by the influential intelligence arms of the LAF
and ISF, or the militarized nature of the civilian ISF and GS (Nashabe
2009; Saliba, 2012).

)

)

That Lebanon’s security sector is defined by a multiplicity of actors
with legally ambiguous and overlapping mandates is the result of
the prolonged Syrian occupation, as well as sectarian power ar-
rangements that feed the sector’s inefficiency, lack of specialization,
competition, and unaccountability (Geha, 2015; Nashabe, 2009;
Saliba, 2012; van Veen, 2015). Beyond confessional parity among
rank-and-file, divisional leaderships are often distributed on a sectar-
ian basis and each of the largest confessional communities has un-
written assurances to leadership and political influence over a given
agency (Nashabe, 2009; Saliba, 2012; van Veen, 2015). But sectari-
an governance is also reflected in Beirut's plural security landscape,
in which public actors operate alongside non-state actors, and the
public and private identities of security agents are often blurred
(Belhadj et al,, 2015; Fawaz et al,, 2012). Despite having formally
disarmed, many political parties and leaders maintain security appa-
ratuses and collaborate with neighborhood committees and private
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security companies to surveil and protect their de-facto territories
(Belhadj et al,, 2015; Fawaz et al,, 2012; Geha, 2015). State and
municipal actors, who maintain the official mandate for security
provision, operate both in parallel and in conjunction with these
informal private actors through unwritten and fluctuating arrange-
ments. Often, public security actors will intervene on a scene only
after prior intervention, possibly even a green light, from sectarian
political operatives (Belhadj et al,, 2015; Price & Warren, 2015), and
ISF and municipal officers are frequently stationed based on their
confessional identity or even prior vetting by political parties (Belh-
adj et al, 2015).

Public Surveillance Technology

Surveillance cameras were already a prominent part of the se-
curity infrastructure in Beirut at the start of the decade under
consideration. By 2012, Beirut was a highly securitized city, albeit
very unevenly, with security infrastructure and deployments visibly

reshaping entire areas of economic and political significance, namely

those housing government institutions, embassies, banks and ma-
jor private sector offices, high-end hotels, and shops, but also party
headquarters and private residences of political figures (Fawaz et

al,, 2012). Infrastructure and deployments—barricades, checkpoints,

and surveillance cameras--involved overlapping public and private
actors, including a constellation of private security contractors
(Fawaz et al,, 2012).

Figure 6: Timeline of public surveillance technology in Beirut

Failed central government proposal
for public camera network in Beirut
|
Private surveillance cameras proliferate
across Beirut, public cameras inexistant
|

String of deadly bomb attacks rock
Beirut and entire country
|

Municipal proposal for 2,000 cameras
jointly controlled with ISF
|

Court halts $40m contract to
Guardia Systems over suspicions of
corruption
u
$36m to Guardia for 18000 cameras,
systems & training despite concerns
over corruption and privacy
u

S5m contract extension to Guardia
for 200 additional cameras

MoIM compels city to transfer full
control of cameras to ISF
|
National security agencies compete
for control over municipal cameras
|
80% of Beirut's municipal public
camera network is in disrepair
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Surveillance infrastructure was almost exclusively privately owned
and operated, although state security actors such as the ISF could
gain access to camera footage for investigative purposes (Merhi,
2012). Publicly-owned cameras remained almost nonexistent, after
the council of ministers in 2007 scrapped a much-touted antiterror-
ism plan to install a network of cameras across the city (Le Figaro,
2006; L'Orient-Le Jour, 2013b; Merhi, 2012). What cameras did pre-
viously exist, installed by the MoIM at the city limits, were of poor
quality and aging, and their infrequent use was limited to traffic
enforcement (Merhi, 2012).

Following a string of deadly bombings that shook the country in
2013, including several in and around the capital, the MoB decided
to invest in a publicly operated network of surveillance cameras (El
Nashra, 2014). The decision was preceded by public expressions of
anger at the state’s inability to prevent the attacks (L'Orient-Le Jour,
20713a), and calls from the city’s members of parliament for greater
security measures, including installing security cameras (L'Orient-Le
Jour, 2013b). The plan was crafted in consultation with the Gover-
nor of Beirut (L'Orient-Le Jour, 2013c). The city’s Mayor called the
proposal “the most important project in Beirut's history” (el-Khoury,
2014) and part of extraordinary measures intended to “boost
citizen’s confidence in the security situation” (Naharnet Newsdesk,
2013).In 2014, a limited-selection tender was issued to five com-
panies for the procurement of some 1,500-2,000 state-of-the-art
surveillance cameras and control-room infrastructure (el-Khoury,
2014). Dubbed ‘Beirut Surveillance Project’, the US$40 million
contract was awarded to a Middle East-based private security firm
called Guardia Systems (Inavate, 2016).

Questions surrounding the procurement process were quickly raised
in the press, including concerns over the pre-selection and questiona-
ble qualifications of the limited slate of bidders, the vote on the final
award that was hurried through the municipal council outside of or-
dinary procedures, and the suspiciously high price-tag for the camera
network (Baalbaki, 2014; el-Khoury, 2014). The state Court of Ac-
count subsequently suspended the contract, which it deemed illegal
for non-conformity with procurement regulations; the final decision
on the matter was however referred to the sympathetic MoIM (The
Daily Star, 2014). Ultimately, the contract with Guardia Systems went
through after the municipality negotiated a downward revision to US
$36 million (Baaklini, 2017). It did so despite civil society alarm bells
over privacy concerns (SMEX, 2016), and continued suspicions and
allegations over corruption in the procurement process, relayed even
by high-profile national politicians (L'Orient-Le Jour, 2016).

Over a year leading to the network’s operationalization in 2017,
Guardia Systems installed 1,800 cameras for monitoring vehicles
and individuals at 350 points of surveillance across the city. Compo-
nents for the cameras were sourced from over 20 different brands
and include both fixed and 360-degree cameras with 32x zooming
capabilities. Cameras are able to collate data on traveling speed,
make, model, and direction of vehicles, and to track any unplated
vehicles (Guardia Systems, 2022; Inavate, 2016). Feedback from the
camera network was designed to be transmitted to two control
rooms: a ‘central control room’ operated by the MoB, and a second
‘additional crisis control room'’ for the ISF. Each room is staffed by
50 operators initially trained by Guardia Systems personnel, and
powered by two data centers with a total of five petabytes of stor-
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age capacity and a system that allows enhanced inspection of foot-
age through in-room projection and ‘smart’ touch tables (Guardia
Systems, 2022; Inavate, 2016).

In 2017, a plan to introduce 200 new cameras through a noncom-
petitive award of over $5 million to Guardia Systems revived suspi-
cions of corruption and stirred heated debate within the municipal
council (Baaklini, 2017). The plan was ultimately approved, tipping
Guardia System’s total contract amount over the initial $40 million
(SBI, 2022b). Around the same time, the municipality was compelled
to hand control of both operation rooms over to the ISF following a
decision of the MolM, though it maintained ownership over the ex-
pensive infrastructure. It wasn't until 2019 that the municipal council
issued a decision to formalize this arrangement and relinquish op-
erational control over its surveillance infrastructure, with questions
surfacing as to the responsibility the MolM should take for the cost of
the infrastructure (LBCI, 2019). That same year, the intelligence wing
of the LAF openly vied for control of one of the two rooms, making
its case to the prime minister and the press (LBCI, 2019). In 2022, 80
percent of the cameras were reportedly out of order (SBI, 2022b) and
the ISF requested that the municipality examine necessary repairs (el-
Sayyed, 2022). Meanwhile, the municipality continues to be mired in
allegations of corruption (L'Orient-Le Jour, 2020a) and a conflict with
the MoIM over the subjugation of the council's deliberative powers to
the MolM's executive authority (SBI, 2022a).

Case Analysis

The following is an analysis of the most striking results from the
completed checklist in Annex 6, which has for object the ‘Beirut
Surveillance Project’ initiated in 2013.

The low marks for structural power reflect the municipal council’s
subjugation to the executive authority of the GoB and MolM. What
this low score does not translate is that the surveillance project
sailed through thanks to significant buy-in from the central govern-
ment, and possibly to a culture of corruption and cronyism.

Figure 7: Power typology graph for Beirut

The proposal matched calls by elected MPs and built on the momen-
tum of a failed government plan nearly a decade earlier. Essentiall
the score does not evidence the extent to which the council was
able to rely on the structural power of the central state, which may
have been the most defining factor in the successful deployment of
this project.

)

Insofar as the municipality’s intentions are aligned with the central
government interests, the municipal council has a fair level of fi-
nancial latitude through its budget and self-funding mechanisms, as
reflected by its higher score in economic power. In fact, this score
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could potentially have been higher if municipal financial data were
more publicly available.

Despite the moral impetus for the project in the form of public
consternation over the string of deadly attacks, the municipality
was not able to rely on moral power in light of the suspicions of
corruption over the speedy and pricey procurement. The low score
on moral power is actually the inverse corollary to the power that
stems from a culture of corruption and political influence.

On the other hand, the contract with Guardia Systems conferred
the MoB a certain amount of expertise by association. With that
said, the equal scores for expert power and economic power seem
to minimize a relatively greater importance of economic power to
this project, perhaps pointing to a limitation of our checklist.

In terms of discursive power, the MoB did publicly discuss its project
and argue its merits, but it did not go any further to try to win over
the public through marketing. Perhaps it did not feel it needed to,
given the assent of the central government authorities.

The checklist scores for Beirut evidence some limitations to our
checklist and graph analysis tool. In the first place, our checklist does
not account for the power that stems from corruption, cronyism, lack
of checks to power, and weak rule of law. This also includes public
apathy or resignation that might grow from low expectations of unac-
countable political leaders. Likewise, it cannot capture groupthink or
interest alignment among governing elites at various levels of gov-
ernment. It is possible that these factors could have been captured by
our inclusion of a network power category in our checklist.
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CROSS-CASE ANALYSIS

This section here will build on the previous case-specific analytical sec-
tions for each case city. By drawing comparative conclusions from our

case studies, we will highlight differences and similarities between the

cities and the types of power they were able to rely on in their deploy-
ment of the respective surveillance technology studied in each case.

Figure 8 shows the three radar diagrams of the cases overlaid and
gives a graphical representation of the overview of our findings. Thus,
we can see the relative importance of each type of power in each
case. It is important to highlight that this is only the relative impor-
tance of a particular category of power in a particular case.

Figure 8: Cross-case analysis graph for power typology

As will become clear from the next few paragraphs, comparing the
importance of categories across cases is difficult, as the results of our
analysis are highly contextualized. The same scores for two different cas-
es might not mean the same thing However, overall we can still conclude
that Singapore could rely heavily on many different types of power in

its deployment of surveillance technology, while London paints a mixed
picture and Beirut's municipal government was the least powerful in
influencing the deployment of surveillance within its own territory.

Singapore has high scores on all categories. Given that many of our in-
dicators regard the relationship between the national and local govern-
ments, we expected these results, as in Singapore the municipal gov-
ernment and the national government are the same. One exception to
this is Singapore’s high economic power, which does not stem from its
administrative structure but from its wealth in general. It is for example
the only one of the three cases where no compromises on features
were made to accommodate budgetary concerns (i.e. indicator A5).

We chose Singapore as a case precisely because of its exceptional
administrative structure as a city-state. This will serve to problematize
our own findings and some prevalent assumptions in the literature
about city governance, as can be seen in the paragraphs below. In
general, with a few exceptions, our research shows that city-states
enjoy more leeway than cities integrated into larger state structures
when it comes to the types of power they can rely on to influence
the use and deployment of surveillance technology in their territory.
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This finding is not surprising, as the theories of MLG and city autono-
my would predict a similar outcome.

Compared to the other cases, Beirut's municipal government seems
to have the least power it can rely on when it comes to urban sur-
veillance. This conclusion must however be relativized, as our sample
size is too small and the method too unproven to draw this conclu-
sion with complete certainty. The Beirut municipal government’s low
scores translate to its reliance on the central government in many
aspects of urban security governance. Of our three cases, it is for
example the only municipal government to be subjected to veto
power from the national government in decisions concerning security.
The surveillance project was only successfully implemented because
the two governments (city and state) agreed on most aspects of the
project. It would be interesting to see in future research whether this
is due to groupthink among the Lebanese elites or if there are other
reasons for this alignment of interests.

Our analysis has only looked at the isolated power of the municipal
government in Beirut. If an argument for elite groupthink can be made,
and the city and state governments are generally expected to closely
collaborate on issues of urban security governance, it might make more
sense to look at the combined power of both governments.

Figure 9: Cross-case analysis between Singapore and Beirut

Groupthink among elites at different levels of government might
therefore have similar effects as the existence of a single, unitary
elite, like in a city-state (e.g. Singapore). In this case, the graph for
Beirut would probably look similar to the one in Singapore. While this
is an interesting thought, cooperation between national and municipal
governments doesn't seem to be perfect, as can be seen with the
current struggle over control of the CCTV camera system in Beirut.

For the case of London, a comparison to Beirut is most interesting (see
Figure 10). London is placed in a democratic and highly decentralized
system of national governance. This can give the municipal government
significant leeway, especially when it comes to structural power. Beirut
on the other hand is placed in a more centralized system.
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Figure 10: Cross-case analysis between London and Beirut

This significantly limits its leeway, as is visible in the structural power
category, where both indicators B1 and B2 could not be checked for
Beirut. These two indicators are ‘killer arguments’ for structural pow-
er: with little to no executive authority and being dependent on an
external governmental institution with veto power, the Beirut munici-
pal government’s formal structural power is negligible.

Another interesting finding is that Beirut has more economic power
in its domestic context than London does. This is most visible with
indicator A.2: while Beirut was able to finance its surveillance project
from its own budget, London’s mayor depended largely on funds from
the national government. However, it would be hard to make the ar-
gument that Beirut generally has more economic power than London,
given London’s comparative wealth. Thus, our results must be under-
stood as locally contextualized.

Both London and Beirut have comparatively low scores for moral
power, as there was significant pushback from civil society organiza-

tions concerned over privacy issues. This indicates, in accordance with
Moon'’s (2019) argument, that moral power is mostly wielded by civil
society actors and less by state actors. While municipal governments
can rely on other forms of power, moral arguments are usually mo-
bilized against the government’s surveillance project and not in its
favor. Here again, Singapore is the exception and limits the general
applicability of this finding, as its population morally subscribes to the
surveillance program. It is beyond the scope of this work to explain
this Singaporean citizen’s support of the surveillance project, but
future research on citizen buy-in for security programs should study
Singapore as an interesting case. A better understanding of citizen
buy-in and the reasons for differences in moral power across cities
would be useful in refining our typology of city powers.

Our findings on indicator E.1 seem to be connected to this finding
about civil society pushback and the use of moral power by non-state
actors against state programs. We argue that the more civil society
pushback there is (i.e. the more moral power is mobilized against a
municipal government’s surveillance plan), the more public discus-
sions of the project will arise. The municipal government will therefore
be forced into participating in these discussions, which requires it to
use discursive power. Further research should investigate and prove
this proposed causal link.
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CONCLUSION

In sum, our research shows that different cities were able to rely

on different types of power to varying degrees to influence the
deployment of surveillance technology within their territory. While
Singapore could fully rely on many different types of power, London
presents itself as an intermediate case and the Beirut municipal
government had the least power in influencing the deployment of its
urban surveillance dispositive. However, our research also shows that
the results are highly contextualized. Thus, in our analysis, the same
score in a particular category of power for different cities might not
mean the same thing.

The conclusions from our analysis are however limited. Our method
of analysis doesn't account for things like corruption or the lack of
checks to power. Given our indicators’ focus on formal power, our
method is better applicable to the case of London, where power and
authority is legalistic, while it is less applicable to the case of Beirut,
where de facto power (e.g. corruption) plays a more important role.
Our method also doesn't account for ‘surveillance apatheia’ (see: Ellis
2020). If we measure the impact of discursive and moral power by
looking at the public’s reaction, public resignation to resisting surveil-
lance should be taken into account.

)

Nevertheless, the method has proved to be useful in understanding
urban security governance dynamics. Both our theoretical framework,
which has so far only rarely been applied to urban security govern-
ance, and our research method were innovative and produced mean-

ingful, comparable results. The checklist method based on typology
categories is a resource-saving but coherent way of analyzing and
understanding urban governance issues. Hence, we encourage fu-
ture research to use the method and further improve and develop

it wherever we encountered limitations in our own approach. Future
research should also attempt to combine our method of analysis with
new forms of data collection, such as on-the-ground interviews. Fur-
thermore, future studies should provide insights into the importance
of network power in urban digitalized security governance and how
informal power can change the described dynamics. Finally, further

research applying similar methods on other case cities would greatly
improve the value of our comparative conclusions.
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ANNEX

Annex 1: About the Edgelands Institute

The Edgelands Institute is a multi-disciplinary organization that uses
academic research, data, and art to explore how the digitalization of
urban security is changing the urban social contract — the often-un-
seen rules that govern our cities. We create pop-up spaces that bring
citizens, policymakers, academics, and other stakeholders into the
dialogue about the way that digital tools are being used by city gov-
ernments and transforming urban social fabric.

The Edgelands Institute is a global movement. We set up temporary
residences in select cities across the globe that have made innovative
strides in their use of digital technologies, particularly in application
to security. Our first stop was Medellin, Colombia, where we engaged
local youth in research and activism that focused on how city leaders
are using surveillance tools to address crime in the city. Currently, the
Edgelands Institute is also active in the city of Geneva, Switzerland.

What are the "edgelands™

The “Edgelands” is a term used by city planners to describe the transi-
tional, liminal areas of space found on the boundaries of country and
town. As the global population continues to urbanize and cities grow,
these boundaries may begin to blur or even disappear altogether. At
the Edgelands Institute, we've applied this concept of liminal space to
the boundaries between public and private life in urban spaces. Digi-
tal tools used to monitor people and places or exchange information

have the capacity to change the frameworks of authority (the social
contract) between a government and its citizens.

What is a pop-up space?

A pop-up space (or a “pop-up”) is a space that is temporarily activated
for a specific use. Most often, pop-ups are retail or event spaces that
appear for a brief period to create buzz around a certain item or idea.
The pop-up concept — as well as the energy it brings— is central to
our work at Edgelands. We believe that incorporating the pop-up as a
mode of engagement will break down the barriers of accessibility and
diversity of experience that so often exist in traditional academic and
policymaking circles. Furthermore, the excitement of pop-up events
spreads awareness of the complex issues that we work on. We create
spaces for dialogue and research both on and offline that are collabo-
rative and compelling.

Our Institute is temporary by nature, and will only exist for a few
years. Our mission is to catalyze movements for digital transparency
in cities and support local communities to independently bring these
movements forward.
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Annex 2: About the Live Facial Recognition in London

The LFR technology is an overt operational tactic that helps the
Metropolitan Police Service (MPS) stop dangerous people who are
wanted for serious criminal offenses. LFR helps the MPS locate those
posing a risk of harm to themselves or others, by monitoring facial
images of people within a Zone of Recognition. Images from specially
placed cameras are searched against a Watchlist of images of people
who are wanted or based on intelligence are suspected of posing a
risk of harm to themselves or others. Watchlist composition is nor-
mally restricted to individuals suspected to be in the proximity of an
area, and therefore where there is some possibility or likelihood of an
individual passing through an LFR Deployment. LFR works by analyz-
ing key facial features to generate a mathematical representation of
them. This representation is then compared against known faces in a
database to identify possible matches against persons of interest to
Law Enforcement Agencies (LEAS).

Where the LFR system identifies a potential image match, the LFR
system flags an Alert to a trained member of MPS personnel who then
decides whether any further action is required. In this way, the LFR sys-
tem works to assist MPS personnel to make identifications rather than
acting as an autonomous machine-based process devoid of user input.

The table summarizes the technical operation of LFR technology.

Stage Action
1 Creating or using an existing database of images

The LFR system requires a Watchlist of reference photos against which face
images from the video feed are compared. Images used for LFR are processed
such that the facial characteristics connected with their individuals are retrieved
and represented numerically.

2 Obtaining a facial image

A camera captures real-time digital photos of face images, recording images
when a person walks across the Zone of Recognition and utilizes them as a live
feed. The placement of the cameras, and hence the position of the LFR Deploy-
ment, is critical to the legal use of LFR.

3 Face recognition

When a live CCTV camera takes footage, the LFR software recognizes individual
human faces.

4 Feature extraction

Using the recognized face, the program pulls facial traits from the image auto-
matically, generating the biometric template.

5 Face comparison

The LFR program compares the biometric template to the Watchlist.

6 Matching

When two photos’ face characteristics are analyzed, the LFR algorithm gives a
similarity score. This is a numerical value that indicates the degree of resem-
blance, with a higher score suggesting more similarities. A Threshold value is
specified to determine whether the LFR software will issue an alert indicating
the possibility of a match. Trained police officers will analyze the Alerts and
determine whether any additional action is warranted. In this sense, the LFR
system assists police officers in making identifications rather than working as an
autonomous machine-based procedure with no user interaction.
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Annex 3: Checklist-Method of Different Forms of
Power

Our method for this report was partially developed by the research
team itself, in close collaboration with the supervising team from the
Edgelands Institute. However, the idea for this method is not entirely
new, as it is inspired by the method used in the report “Independence
Movements and their Aftermath” published by the Center for Strate-
gic & International Studies (Alterman & Todman, 2019). The method
builds on a number of categories that are to be compared. In our
case, these categories correspond to the types of power we took
from Moon’s (2019) typology. Thus, we have 5 categories (i.e. econom-
ic, structural, moral, expert, and discursive power).

For each category, a number of indicators are defined. In a best-case
scenario, the same number of indicators exists for every category, as
this makes the comparison of the categories more convincing. Each
indicator functions as an element in a checklist and is formulated in
the form of a statement that can be answered with either “yes” or
“no”. In our case, we defined five indicators for each category. Each
indicator is then checked against a particular case; meaning that we
searched evidence for or against each element in the checklist. Each
element for which one finds evidence gives a point. The total number
of checklist points for each category is then added up. In our case,
this meant that for every case city, we could give a maximum score of
five points per category (ie. type of power). The more elements of the
checklist can be confirmed for a case, the greater the relative impor-
tance of this category is in a given case.

Given that the categories, checklist elements, and criteria to check a
box (or not) in the checklist are the same for every case we studied,
the comparison of these total scores for each category allows us to
draw comparative conclusions over all three cases. We can also com-
pare the evidence for particular indicators across the three cases to
get more in-depth insight into particular aspects of particular types
of municipal government power. The application of the same grading
scale also allows us to have consistent graphical representations of
the results we found. These graphical representations can be found in
the case analyses and the cross-case analysis section.

In the next few sections of this annex, we will present the checklists
for each category (i.e. form of power). Besides presenting the check-
list statement for each indicator, every element in the checklist is
also explained and justified. For the analysis, we searched for evidence
for or against each statement for each element in the checklist. If

we found evidence for it (answer = yes), the box would be checked
for that particular case. If we found explicit evidence against an
element of the checklist, the answer would be “no”. If no evidence for
or against the element/statement could be found, the answer would
be “not applicable or n/a” which is treated the same as a “no”. For
every category of power (see Moon's (2019) typology), we defined
five elements in the checklist (i.e. five statements to check). The more
checklist elements we could find evidence for in a particular category
of power for a particular case, the more this case city relied on this
particular type of power in their deployment of surveillance technol-
ogy. The detailed checklists and justifications for each case can be
found in Annex 4 to 6.
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Economic Power

Economic power is “[..] the use of material resources (e.g. money, goods) to shape [..] thinking and actions [..]" (Moon, 2019, p. 6) regarding
urban surveillance. One example would be the provision of funding for research supporting the city government’s interests when it comes to
urban surveillance.

Category of

Power
A. Economic

Statement

Al. The city government
has its own budget for
security.

Explanation & Justification

By ‘its own budget’ we refer to the city having a budget distinct from any other level of governance, for example, the
central government. If the city has its own budget, it has finances at its disposal that it can use for specific purposes.
This gives them economic power.

A2. The city’s budget is
sufficient to support the
entire cost of the surveil-
lance project.

This refers to the question of whether the surveillance project can be funded entirely by the municipal budget, without
the need for cost-sharing with the central government or other entities. Cost sharing restricts the economic power

of a city government, as it depends on the economic power of other (sometimes rival) actors. Cost sharing also often
includes the right to have a say for other actors, which further reduces the city’s control over a surveillance project.

A3. The city government
can levy its own taxes and/
or has other autonomous
sources of funding to help
fund its budget.

If the city government can levy its own taxes to fund its budget, this gives them more financial independence from
other levels of government than if they were simply allocated funds by, for example, the national government. It pre-
sumably also gives them the possibility of changing the amount of taxes that are collected. This is another indicator or
element of the city government’s economic power.

A4. The city’'s autonomous
sources of funding are
sufficient to support the
entire cost of the surveil-
lance project.

Although similar to A2, the rationale behind this element is different. The element A2 only looks at the budget as such,
independently of where the funds in this budget originate from. The funds themselves could, for example, come from
the central government. Here in A4, however, we take it as an even stronger (i.e. an additional) indicator for economic
power if not only is the municipal budget sufficient to cover the entire cost of the project, but the autonomous sources
of funding like local taxes are themselves sufficient to cover the project.

A5. The city can deploy its
project without compro-
mising on key features for
economic reasons

In more crude terms, this is the argument that ‘money is not an issue’ for the city. If the city does not have to worry
about the cost of the project and can simply focus on features, this indicates that they have considerable economic
power.
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Structural Power

Structural power is the “[..] use of an actor’s position in the structures of society to shape the thinking and/or actions of other actors. [...] Gov-
ernments, for example, have the structural power to regulate the behavior of private actors in their territories [..]" (Moon, 2019, p. 6). The mu-
nicipal government might for example have executive power over some issue areas, but not over security where it is a different actor, said the
ministry of the interior, that has executive authority. The structural power of a city government in that issue area would therefore be limited.

Category of Statement

Power
B. Structural

B1. The decisions of the city
government are not subject
to the veto power of external
governmental authorities.

Explanation & Justification

If the city’s decisions are independent from other external government authorities (e.g. the central government),
this indicates considerable structural power of a municipal government over what happens within their territory. Of
course, this element here excludes the veto of judicial authorities in the case that a city government'’s decision is
contrary to the law. Normatively speaking, this veto should exist in all cases. Here, we only refer to vetos from exec-
utive governmental authorities (e.g. if a city government’s decision can be overturned by the ministry of the interior).

B2. The city government holds
the executive authority to
implement its decisions.

If the municipal council is just a deliberative body, it has no executive authority to implement its decisions. Hence, the
question here is about how decisions are implemented. The fact that a city government exists is no proof of the ac-
tual executive authority of that ‘government’. However, if a city government can not not only deliberate but also has
executive authority to implement the decisions of its deliberations, it has more structural power over what happens
within its territory.

B3. The city government
autonomously decides how to
allocate its budget.

This refers to the question of whether the central government does not get to decide the sub-allocations of the
municipal budget, the city government does. The deployment of surveillance technology is mostly also a financial op-
eration, as hardware and software has to be acquired, in addition to hiring consultants, PR specialists, etc. Therefore,
if the city government has the formal (i.e. structural) authority over decisions of allocations of its budget, we can
assume that they have some structural power regarding urban digitalized security through surveillance.

B4. The city government's
authority extends to matters
of security.

A city government'’s authority could theoretically be restricted in some issue areas while not being so in others. With
this checklist element, we want to draw attention to this fact. I the city government’s authority does not extend to
matters of security, this significantly reduces its structural power to influence the deployment of surveillance technolo-
gy within its territory.

B5. The legality of the city gov-
ernment’s surveillance project
was not called into question
by the judiciary.

This refers to the question of whether no judge or court called the legality of the project into question, either by
ruling against the project or taking a case in the first place. It is a complementary part of element B1. However, it
is not the same as B1 as the argument is different. Element B1 referred to the executive authority, meaning that a
decision of the municipal government can be overturned by the simple decision of a more powerful executive. Here,
however, the question is whether the judicial system can use ‘rules and norms’ against a city government’s decision
or whether the city can in fact use the ‘rules, norms and decision-making procedures’ to its advantage, which indi-
cates structural power as defined by Moon (2019).
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Moral Power

Moral power is “[..] when an actor shapes the principles that others believe to be right or wrong, and the actions that may then follow”
(Moon, 2019, p. 6). An example here would be an influential political leader in the city (e.g. the mayor) making value judgments about what is

right or wrong when it comes to surveillance.

Category of Power
C. Moral

Statement

C1. The city govern-
ment’s surveillance pro-
ject responds to a major
security event.

Explanation & Justification

If the surveillance project is launched after a major security event (e.g. terrorist attack) with the argument that
the surveillance is supposed to prevent similar events in the future, this is an argument that it is the right and
necessary thing to do to prevent the evil, the bad or the wrong from playing out the same way again. Hence, we
take this as an indicator of moral power.

C2. The city government
is generally perceived to
advance public security.

If the city government is generally seen to advance public security and if the trust in the security institutions
of the city is high, this indicates moral power for the municipal government as it is more trusted to do ‘the right
thing’ or to implement a surveillance project in ‘the right way’.

C3. The city govern-
ment’s surveillance
project advanced without
allegations of corruption
or abuse of power.

If such allegations come up, the city’s moral power is hampered as it can hardly make the argument to do ‘the
right thing’ or implement the project in ‘the right way’. Citizens' trust in the project will decrease as a conse-
quence. Here, we only consider allegations of corruption or abuse of power on a larger scale. A few Twitter
accounts raising doubts won't be enough proof to indicate the public’s general distrust in the city government's
surveillance project.

C4. The city govern-
ment’s surveillance
project advanced without
significant pushback from
civil society.

Although related to the previous element (C3) it is not the same. Civil society pushback can originate from
concerns over privacy and mass surveillance and doesn't necessarily originate from concerns over corruption or
abuse of power. If there is pushback from civil society, this can indicate the city government’s failure to convince
other actors that the planned surveillance project is ‘the right thing to do’. On the contrary, it can indicate that
the public believes it is ‘the wrong thing to do’

C5. The city govern-
ment’s surveillance
project benefitted from
citizen buy-in.

Here, we raise the question of the silent majority. Even if some civil society activists militate against the deploy-
ment of the surveillance project (see elements C3 and C4), the majority of citizens might silently agree with the
municipal government’s plans. This can be taken to indicate that a majority of the urban population is convinced
that the surveillance project is ‘right’ instead of ‘wrong’.




Expert Power / Knowledge Power

Expert power is “[..] when an actor shapes what others consider to be legitimate knowledge, and therefore what they understand to be fac-
tually true or correct” (Moon, 2019, p. 6). This power is limited to experts in the field; for example, police officers with substantial knowledge
in urban digitalized security and surveillance. Another example here could be a private company specializing in surveillance technology that
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is hired by the city government to plan the deployment of such technology.

Category of Power
D. Expert

Statement

D1. The city has a history
of investing in innovative
security practices.

Explanation & Justification

An innovative city government has a competitive edge when it comes to trust in the factual correctness of
what they are doing, as they are perceived as being guided by the innovative technical aspects of a project and
less by other factors. Second, they also have prior experience in implementing innovative projects in the securi-
ty sector. Hence, we take this to indicate that a city has more expert or knowledge power.

D2. The city government
emphasizes police train-
ing as part of its surveil-
lance project.

This is an argument of ‘in-house expertise’. If the city can successfully argue that its police is trained in these
surveillance practices, it can make the argument that the statements of that municipal police force about the
deployment of the surveillance dispositive are also factually correct.

D3. The city govern-
ment’s rationale for
the surveillance project
relied on security data.

Leveraging data, specifically security data, be that from their own city or from the experience of other cities,
is a form of proving expertise. By showing the data to support their arguments, municipal governments try to
strengthen the perceived factual correctness of their arguments.

D4. The soundness of the
city government’s sur-
veillance project was not
significantly challenged
by security and technolo-
gy experts.

If other experts (e.g. private sector) challenge the factual correctness of the city government’s arguments,
plans, or similar, this significantly reduces the expert power of the city itself. However, for this indicator to be
applicable, the challenge of other experts also needs to be received by at least parts of the urban population.
Hence, here we do not only look at the comments from other experts, but also at how much ‘reach’ these com-
ments had.

D5. The city government
leveraged external
expertise to advance its
surveillance project.

A city government cannot only be challenged by experts, it can be supported in its position by these experts.
This support can take many forms, but in all cases, it strengthens the idea that the arguments of the city
government are to be taken as 'factually correct’. Although this is power by association with other actors, it
nevertheless is a relevant power for the city government as it only supports them but doesn't force them to
compromise.
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Discursive Power

Discursive power is “[...] when actors shape the language others use to conceptualize, frame, and thereby define and understand an issue”
(Moon, 2019, p. 6). This form of power is closely linked to all other forms of power, as will be shown in our cross-case analysis. For example,
moral power is likely to rely on speech acts that highlight the rightfulness of a particular course of action. Besides using moral power, the
actor therefore also uses discursive power through the reframing of an issue in light of moral arguments. Even though discursive power will
be a problematic category for our analysis (i.e. isolating it from other forms of power), it is an extremely important form of power that must

be mentioned here.

Category of Power
E. Discursive

Statement

E1. The city government
engaged in public discussion of
its surveillance project.

Explanation & Justification

By public discussions, we refer to press conferences, media interviews with questions, town halls, and similar
observable events. In these public discussions, the city government is bound to use discursive power, as this is
what a public discussion builds on. Hence, the active participation of city governments in public discussions is
understood as an indicator of the use of discursive power.

E2. The city implemented

a concerted promotional
strategy and/or an advertising
campaign.

By implementing a concerted promotional strategy and/or an advertising campaign, the city government

can attempt to reframe the debate around a topic. Of course, this is tied to other forms of power as well. A
campaign can for example combine the discursive power element of reframing a debate while also mobilizing
expert power by trying to convince citizens of what is factually correct or moral arguments by convincing
them that the planned surveillance project is morally right. However, these combinations of power are in line
with our conceptualization of the fungibility of capital.

E3. The city used particular
slogans or turns of phrase to
paint the surveillance project
in a positive light.

This goes back directly to the examples given in Moon’s (2019) typology for the different forms of power. If a
city government attempts to paint its surveillance project in a more positive light by using turns of phrases,
it attempts to reframe the debate by shaping the language others use to understand the issue (Moon, 2019).
Examples here would include the use of particular advertisement slogans, euphemisms, or other turns of
phrases that obfuscate critiques.

E4. The city government’s
surveillance project advanced
without significant accusations
of misinformation.

If the city government is called out for misinformation or misleading statements, its discursive power is at
least partially disproven. It means that their discursive power was not sufficient to convince their interlocutors
of the misleading information. This is not to say that misinformation is (normatively) positive. But it is a tool of
discursive power, when it is used to reframe the debate around an issue like surveillance.

E5. There is evidence of public
buy-in to the city’s discursive
efforts and/or the city's discur-
sive arguments were boosted
by external actors.

Another indicator of discursive power is when the city government not only tries to reframe the debate
around the issue of surveillance but is actually successful in doing so. This can be seen when the citizens and
other actors within the urban space start using the same discursive arguments, for example by referring to
the project with the same euphemistic title the city might have chosen for its campaign.




Annex 4: Checklist for London

The sources for the justifications in this checklist can be found in the descriptive case studies of the report. All additional information, which
was not presented in the descriptive case studies, is cited here in the annex.

A Economic Power Total: 2 Justification
Al | The city government has its own budget for security. TRUE The Mayor of London sets the budget for the MOPAC and MPS and is responsible for
creating policies and plans for the Policing and Crime area as well.
A2 | The city’s budget is sufficient to support the entire cost of | FALSE The municipal budget alone does not seem to be sufficient. What has emerged is
the surveillance project. that the MOPAC/MPS budget has a financial gap due to underfunding by the Central
Government.
A3 | The city government can levy its own taxes and/or has oth- | TRUE The gross expenditure for the GLA (Mayor and Assembly) and each functional body
er autonomous sources of funding to help fund its budget. is funded through a combination of resources directly controlled and allocated by
the mayor (ex. council tax and retained business rates income).
A4 | The city's autonomous sources of funding are sufficient to | FALSE Research has shown that at least 50% of the MOPAC/MPS budget is represented by
support the entire cost of the surveillance project. Central Government funding. Hence, it is considered reasonable to admit that local
resources alone are not sufficient to be able to independently implement security
- projects
o . ) ) . — .. . A
8 A5 | The city can deploy its project without compromising on FALSE There is evidence that the mayor has demonstrated a willingness to continue the
w key features for economic reasons. project toward a safer city even at the cost of further increasing council taxes, nev-
a ertheless, this instance has not yet occurred, and therefore it was deemed appropri-
E ate not to check this box (Sadig Khan, 2021.).
=
o
a - q
z B Structural Power Total: 5 Justification
g
) B1 | The decisions of the city government are not subject to TRUE Despite the influence that the Central Government may have on the Mayor of Lon-
2 veto power of external governmental authorities. don’s decisions, there is no evidence of an authority that formally has veto power.
8 B2 | The city government holds the executive authority to imple- | TRUE The Central Government grants full powers to the mayor of London regarding the
p3 ment its decisions. administration of the city, including the executive power to implement its decisions.
™
< B3 | The city government autonomously decides how to allocate | TRUE Among the powers given to the Mayor of London by the Central Government is the
5 its budget. ability to allocate the budget differently, depending on demonstrated need.
E B4 | The city government’s authority extends to matters of TRUE We can easily assert that the Mayor of London, through MOPAC, is responsible for
2 security. setting the strategies and policies on policing and crime.
E B5 | The legality of the city government's surveillance project TRUE Despite some regulatory adjustments related to the use of RFR and LFR technolo-
v was not called into question by the judiciary. gies - such as the introduction of a Code of Practice in 2018 - no evidence of direct
challenge by the judiciary emerged in our research.
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C Moral Power Total: 3 Justification
C1 | The city government’s surveillance project responds to a FALSE Despite the terrorist attacks that occurred during the period under review, the
major security event. London surveillance project must be seen as part of a broader policing plan to make
the city generally safer and not as the result of policies undertaken in the wake of a
single specific event.
C2 | The city government is generally perceived to advance TRUE The adoption of the technologies under consideration is perceived by the public as
public security. an example of constant innovation in favor of protecting the local community.
C3 | The city government’s surveillance project advanced with- | TRUE To the best of our knowledge, we found no evidence of corruption or abuse of pow-
out allegations of corruption or abuse of power. er in our research.
C4 | The city government’s surveillance project advanced with- | FALSE In regards to RFR and LFR technology, the public has shown concern for their right
out significant pushback from civil society. to privacy. This sentiment has been captured by various NGOs and, more generally,
digital rights campaign groups, who are still involved in legal proceedings against the
London government in order to ensure that citizens' right to privacy is not violated.
C5 | The city government’s surveillance project benefitted from | TRUE A recent report from the London Policing Ethics Panel has shown that overall 57%
citizen buy-in. of respondents thought that in general terms, police use of LFR was acceptable.
D Expert Power Total: 4 Justification
D1 | The city has a history of investing in innovative security TRUE Even through a quick comparison of the most recent annual budgets approved by
practices. the Mayor of London, a predisposition for technological innovation in the field of
security clearly emerges. Equally, the introduction of cutting-edge technology such
as RFR and LFR is considered a factor in favor of this case.
D2 | The city government emphasizes police training as part of | TRUE The MOPAC pays a lot of attention to the training of the police force, especially
its surveillance project. when it comes to the use of RFR and LFR technology. Evidence is shown in the an-
nual MOPAC/MPS budget and the MPS LFR policy document.
D3 | The city government's rationale for the surveillance project | TRUE The security project carried out by the Mayor of London is supported by statistical
relied on security data. data on crime, which is made public through the institutional platform, generally
available at https://www.london.gov.uk/programmes-and-strategies/mayors-of-
fice-policing-and-crime-mopac/mopac-data-and-statistics.
D4 | The soundness of the city government'’s surveillance project | TRUE The technological advancement to improve security in Greater London has not
was not significantly challenged by security and technology drawn criticism from experts in the field, although the situation regarding the rela-
experts. tionship between these and human rights is quite different.
D5 | The city government leveraged external expertise to ad- FALSE Although the current RFR and LFR technology was purchased from a third-party

vance its surveillance project.

company, the training, use, and implementation are entirely conducted by the MPS,
and therefore it was not deemed appropriate to check this box.
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E Discursive Power Total: 3 Justification
E1 | The city government engaged in public discussion of its TRUE As part of the city mayor’s intended strategy to foster transparency in MPS opera-
surveillance project. tions, MOPAC and the ICO regularly promote data related to the use of surveillance
technology.
E2 | The city implemented a concerted promotional strategy TRUE Promotional aspects of the safety project feature in the broader “Smarter Lon-
and/or an advertising campaign. don Together” project commissioned by the Mayor of London in 2018. (Sadig Khan,
2018)
E3 | The city used particular slogans or turns of phrase to paint | FALSE Despite the presence of projects such as “Smarter London Together,” no form of
the surveillance project in a positive light. slogans specifically related to the subject of surveillance was found during our
research.
E4 | The city government'’s surveillance project advanced with- | TRUE No information emerged from our research regarding the presence of allegations of
out significant accusations of misinformation. misinformation.
E5 | There is evidence of public buy-in to the city’s discursive FALSE No information emerged from our research to prove public adherence or involve-

efforts and/or the city’s discursive arguments were boosted
by external actors.

ment of external actors in promoting the London surveillance project.
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Annex 5: Checklist for Singapore

The sources for the justifications in this checklist can be found in the descriptive case studies of the report. All additional information, which
was not presented in the descriptive case studies, is cited here in the annex.

A  Economic Power Total: 5 Justification
Al | The city government has its own budget for security. TRUE The Ministry of Home Affairs gives the largest share of its budget for police opera-
tions which is provided by the Ministry of Finance (Ministry of Finance, 2022)
A2 | The city's budget is sufficient to support the entire cost of | TRUE The Ministry of Home Affairs directly funds the SPF through the budget provided by
the surveillance project. the Ministry of Finance.
A3 | The city government can levy its own taxes and/or has oth- | TRUE The budget provided is completely sufficient for both maintenance and operation of
er autonomous sources of funding to help fund its budget. the budget every year due to a separate expenditure cost noted for Polcam pro-
grams
A4 | The city's autonomous sources of funding are sufficient to | TRUE The Singapore Police Force is completely funded by the Ministry of Home Affairs
support the entire cost of the surveillance project. thus not needing to cost-share
A5 | The city can deploy its project without compromising on TRUE The allocation of separate funds for surveillance projects along with the determined
key features for economic reasons. will of the lawmakers in Singapore has allowed for not only having key features but
also investing in their advancement (Cheng Wei, 2018)
B Structural Power Total: 5 Justification
B1 | The decisions of the city government are not subject to TRUE Due to the structural power of the political system of Singapore, there is no veto
veto power of external governmental authorities. power present that could counter the decisions of the Ministry of Home Affairs.
B2 | The city government holds the executive authority to imple- | TRUE The SPF under the Ministry of Home Affairs is the sole law enforcement agency for
ment its decisions. the city-state, thus having the executive authority to implement its decisions.
B3 | The city government autonomously decides how to allocate | TRUE In coordination with the Ministry of Finance, the Ministry of Home Affairs is able to
its budget. determine its budget.
B4 | The city government'’s authority extends to matters of TRUE The Singapore Police Force is the only major authority on matters related to securi-
security. ty answering to the Ministry of Home Affairs.
B5 | The legality of the city government’s surveillance project TRUE No criticism has been found against the surveillance project by the judiciary system.

was not called into question by the judiciary.
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C Moral Power Total: 5 Justification
C1 | The city government’s surveillance project responds to a TRUE The city government has increased surveillance in past in an area post a major secu-
major security event. rity event (Koh, 2020)
C2 | The city government is generally perceived to advance TRUE The SPF is seen as the most important element for public security as it is the na-
public security. tional and principal law enforcement agency.
C3 | The city government’s surveillance project advanced with- | TRUE Due to lack of evidence the Polcam Project has continued without any sign of cor-
out allegations of corruption or abuse of power. ruption or abuse of power. Furthermore, a survey had shown that the 58% of popu-
lation agreed to use surveillance through CCTV cameras during COVID (Mathews et
al, 2020)
C4 | The city government’s surveillance project advanced with- | TRUE There has been an absence of pushback against the surveillance project from civil
out significant pushback from civil society. societies
C5 | The city government'’s surveillance project benefitted from | TRUE There have been reports of people encouraging and promoting camera usage along
citizen buy-in. with taking part in the government’s surveillance programs such as Vehicles on
Watch (VoW).
D Expert Power Total: 3 Justification
D1 | The city has a history of investing in innovative security TRUE The Ministry of Home Affairs has the Home Team Science and Technology Agency
practices. (HTX) which is responsible for the innovation of its security operations(HTX Home
Affairs, 2021b).
D2 | The city government emphasizes police training as part of | TRUE Apart from the HTX, the SPF has its Workplan Seminar each year which focuses on
its surveillance project. the usage of technology and surveillance during training (Ministry of Home Affairs,
2021)
D3 | The city government's rationale for the surveillance project | FALSE There have been instances where surveillance measures were immediately opera-
relied on security data. tionalized post an incident immediately without focusing on data (Koh, 2020)
D4 | The soundness of the city government'’s surveillance project | FALSE There is a lack of evidence or criticism from experts in regard to the ongoing Pol-
was not significantly challenged by security and technology Cam Surveillance project.
experts.
D5 | The city government leveraged external expertise to ad- TRUE The HTX often partners with other commercial players for enhancing surveillance

vance its surveillance project.

projects (HTX Home Affairs, 2021a)
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E Discursive Power Total: 4  3Justification
E1 | The city government engaged in public discussion of its TRUE The SPF and MHA have actively promoted its surveillance project through the medi-
surveillance project. um of press briefings, statements, speeches, etc.
E2 | The city implemented a concerted promotional strategy TRUE The SPF has used promotional videos and social media of promoting the PolCam by
and/or an advertising campaign. highlighting its capacities and using statistics on the effect of the cameras in reduc-
ing crime.
E3 | The city used particular slogans or turns of phrase to paint | TRUE The MHA and SPF have termed the PolCam project as “Safeguarding Our Neighbour-
the surveillance project in a positive light. hoods” for deterring and solving crime in our neighborhoods. Another title for the
project is ‘Community Policing System’, which also avoids the negative connotations
of surveillance.
E4 | The city government's surveillance project advanced with- | TRUE No information has emerged that showcases any accusations of misinformation.
out significant accusations of misinformation.
E5 | There is evidence of public buy-in to the city’s discursive FALSE No evidence has been found that the citizens used the campaign messages in

efforts and/or the city’s discursive arguments were boosted
by external actors.

spreading the discursive power of the city




Annex 6: Checklist for Beirut

The sources for the justifications in this checklist can be found in the descriptive case studies of the report. All additional information, which
was not presented in the descriptive case studies, is cited here in the annex.

A Economic Power Total: 3 Justification
Al | The city government has its own budget for security. TRUE The municipality of Beirut has its own budget and public security provision, including
maintenance and management of the municipal police is one of the city's preroga-
tives.
A2 | The city’'s budget is sufficient to support the entire cost of | TRUE The cost of the contract for surveillance cameras is $30-40m, for a yearly municipal
the surveillance project. budget of around $240m.
A3 | The city government can levy its own taxes and/or has oth- | TRUE The municipality of Beirut has several local taxes it can levy.
er autonomous sources of funding to help fund its budget.
A4 | The city's autonomous sources of funding are sufficient to | FALSE There is not sufficient data on the total revenue perceived from local taxes versus
support the entire cost of the surveillance project. allocations from the central government.
A5 | The city can deploy its project without compromising on FALSE The contract to Guardia Systems was ultimately reduced from $40m to around
= key features for economic reasons. $36m, but it is unclear whether this came at the cost of key features of the project
g (such as range of equipment, type of equipment, number of cameras).
(U]
|17 ]
w
ﬁ B Structural Power Total: 2 Justification
E B1 | The decisions of the city government are not subject to FALSE All of the municipal council’s decisions are subject to approval from the Governor of
5 veto power of external governmental authorities. Beirut.
[=) B2 | The city government holds the executive authority to imple- | FALSE The Governor of Beirut holds full executive authority. The municipal council is a pure-
E ment its decisions. ly deliberative body.
=)
g B3 | The city government autonomously decides how to allocate | TRUE Although the Governor must approve the budget, the municipal council is in charge
5 its budget. of allocation.
E B4 | The city government's authority extends to matters of TRUE Public security provision is one of the prerogatives of the municipal council if one
- security. that it must exercise in coordination with the central authorities.
<
Z B5 | The legality of the city government’s surveillance project FALSE The court of accounts declared the initial contract with Guardia Systems was illegal.
x was not called into question by the judiciary. It called into question the procurement process and advised the municipality and
S MOIM to negotiate a lower price tag.
2
>
=
(V)
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C Moral Power Total: 1 Justification

C1 | The city government’s surveillance project responds to a TRUE The proposal for security cameras was a direct response to the string of bombings
major security event. in Beirut and elsewhere in Lebanon in 2013. The Mayor publicly announced the pro-

posal as part of his response to these attacks.

C2 | The city government is generally perceived to advance FALSE The municipal police force is widely seen as ineffective and lacking in professionalism
public security. in comparison to the central government authorities or non-state actors.

C3 | The city government’s surveillance project advanced with- | FALSE In addition to the judicial strike against the project, there were several high-profile
out allegations of corruption or abuse of power. suspicions and allegations of corruption from civil society and the political class

alike.

C4 | The city government’s surveillance project advanced with- | FALSE Some major civil society organizations raised concerns about privacy. Mainly though,
out significant pushback from civil society. pushback was regarding the cost and procurement of the Guardia Systems contract.

C5 | The city government's surveillance project benefitted from | FALSE Unclear. There appeared to be no significant pushback against the installation of
citizen buy-in. cameras, but there were concerns voiced over the cost of the endeavor, and suspi-

cions of corruption. Even so, it is not clear whether there was much trust or hopes
that the project would have a significant impact on security.

D Expert Power Total: 3 Justification

D1 | The city has a history of investing in innovative security FALSE Unclear. But the municipal council is not widely seen as a major security provider
practices. and its police force is seen as ineffective and lacking in professionalism.

D2 | The city government emphasizes police training as part of | TRUE The contract with Guardia Systems involved training for municipal officers. In fact,
its surveillance project. this training was touted as one of the rationales for the high price tag of the con-

tract.

D3 | The city government's rationale for the surveillance project | FALSE The project clearly responded to a string of attacks, but no data appears to have
relied on security data. been invoked to substantiate the expected effectiveness of the project.

D4 | The soundness of the city government'’s surveillance project | TRUE There is no evidence of substantial pushback from experts on the necessity or ra-
was not significantly challenged by security and technology tionale of the project, particularly given the previous near-absence of public camer-
experts. as.

D5 | The city government leveraged external expertise to ad- TRUE The municipality relied on the expertise of Guardia Systems, as well as Dar Group,

vance its surveillance project.

to give the public a sense that the surveillance project was sound and destined for
success.
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Discursive Power

Justification

E1 | The city government engaged in public discussion of its TRUE The mayor and other council members spoke directly with the press about the pro-
surveillance project. posed project, even responding to deflect accusations of wrongdoing in the procure-
ment process.
E2 | The city implemented a concerted promotional strategy FALSE Beyond speaking to the press, there is no evidence that the municipality invested in
and/or an advertising campaign. any sort of campaign nor that there was any marketing strategy.
E3 | The city used particular slogans or turns of phrase to paint | FALSE The mayor initially described the project as being one of “the greatest projects”
the surveillance project in a positive light. ever undertaken by the municipal council. But this does not amount to a slogan or
tagline, and the descriptor does not appear to have ever been reiterated.
E4 | The city government's surveillance project advanced with- | TRUE Arguably, the municipality’s defense against allegations of corruption and procure-
out significant accusations of misinformation. ment of an overpriced contract might have been argued as misinformation. But
there were no explicit accusations that the municipality was being misleading and
little pushback on the necessity of the project.
E5 | There is evidence of public buy-in to the city’s discursive FALSE The city did not engage in much discursive or promotional effort for its proposal.

efforts and/or the city’s discursive arguments were boosted
by external actors.




